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Preface 
Linux system administration has evolved far beyond simple server setup. Today, Linux 
powers cloud infrastructure, enterprise services, DevOps platforms, and container 
environments, making security, automation, monitoring, and reliability essential parts of 
daily operations. 

This book, Ubuntu Academy: Linux Security, Operations & Maintenance, provides a 
practical introduction to operating and securing Ubuntu systems in real-world 
environments. Instead of focusing only on theory, the material emphasizes hands-on 
administration, troubleshooting, and operational awareness. Readers learn not only 
how to run commands, but also how Linux systems behave in normal and abnormal 
situations. 

The book covers key areas of modern system administration, including secure installation, 
user and access management, SSH hardening, firewall configuration, log analysis, 
system monitoring, backup strategies, and disaster recovery. It also introduces 
operational concepts such as automation, incident response, and infrastructure 
reliability. 

A central goal of this book is to help readers develop an operational mindset—the habit of 
observing systems carefully, asking investigative questions, and continuously improving 
system stability and security. 

Designed for students, system administrators, DevOps engineers, and IT practitioners, 
this book guides readers progressively from foundational concepts toward practical 
professional skills. The ultimate objective is to help readers build secure, stable, and 
reliable Linux infrastructure using Ubuntu. 

Jakarta, March 2026 
Onno W. Purbo 

 

 
 
 

 

 



 

Front Matter 

How to Use This Book 

This book helps students, system administrators, DevOps engineers, and IT practitioners 
develop practical Linux security and operations skills using Ubuntu. Instead of focusing 
on theory, it emphasizes hands-on practice, real troubleshooting, and command-line 
workflows. 

Linux is the backbone of modern infrastructure, powering cloud platforms, enterprise 
servers, research labs, DevOps pipelines, and container systems. Because of this, 
administrators must know not only how to configure systems, but also how to secure, 
monitor, maintain, and recover them when failures occur. 

The book is designed as a progressive learning journey, guiding readers from basic 
system awareness to professional system administration practices. 

Recommended Learning Approach 

To gain the most benefit from this book, readers should follow a practical workflow: 

1. Read the concept​
Understand the idea behind each operational or security concept. 

2. Reproduce the example commands​
Execute the CLI commands in a lab environment. 

3. Observe system behavior​
Look carefully at command outputs, logs, and system responses. 

4. Experiment and break things​
Learning Linux security becomes easier when you intentionally test failure scenarios. 

5. Investigate logs and system state​
Always ask: 

●​ What happened? 
●​ Why did it happen? 
●​ How can it be prevented next time? 

This investigative mindset helps transform a reader from a beginner into a Linux 
systems engineer. 

 

 



 

Lab Environment Setup 

Security and operations skills cannot be learned by reading alone. They require hands-on 
practice. 

Readers should prepare a lab environment where they can safely experiment with: 

●​ server configuration 
●​ network services 
●​ monitoring tools 
●​ security hardening 
●​ failure scenarios 

The lab environment should allow experimentation without risking production systems. 

A typical learning environment may include: 

●​ a local virtualization platform 
●​ several Ubuntu servers 
●​ network connectivity between machines 
●​ logging and monitoring tools 

Think of the lab as a digital training ground where administrators can explore system 
behavior under different conditions. 

Example lab topology: 

Student Laptop 
      │ 
      │ Virtualization Platform 
      │ 
 ┌─────────────┬─────────────┬─────────────┐ 
 │ Ubuntu VM 1 │ Ubuntu VM 2 │ Ubuntu VM 3 │ 
 │ (web)       │ (database)  │ (monitoring)│ 
 └─────────────┴─────────────┴─────────────┘ 

Each machine can simulate a different operational role. 

 

 



 

VirtualBox / KVM 

Virtualization allows administrators to create multiple Linux servers on a single physical 
machine. 

Two popular virtualization platforms for learning Linux are: 

VirtualBox 

VirtualBox is widely used in education and training environments. 

Advantages include: 

●​ easy installation 
●​ graphical management interface 
●​ cross-platform support (Linux, Windows, macOS) 
●​ simple networking configuration 

VirtualBox is ideal for beginners who are learning Linux administration for the first 
time. 

KVM (Kernel-based Virtual Machine) 

KVM is the native virtualization technology integrated into the Linux kernel. 

Advantages include: 

●​ near-native performance 
●​ strong integration with Linux 
●​ widely used in production cloud infrastructure 
●​ supports automation and large-scale virtualization 

KVM is commonly used by: 

●​ cloud providers 
●​ data centers 
●​ enterprise virtualization platforms 

Using KVM helps students understand how production virtualization 
environments operate. 

 

 



 

Illustration of virtualization architecture: 

Physical Hardware 
      │ 
Linux Host OS 
      │ 
KVM / VirtualBox Hypervisor 
      │ 
Virtual Machines 
 ├─ Ubuntu Server 1 
 ├─ Ubuntu Server 2 
 └─ Ubuntu Server 3 

This structure enables experimentation without affecting the host system. 

Ubuntu Server LTS 

For learning Linux administration and security, the recommended operating system is 
Ubuntu Server LTS (Long Term Support). 

Ubuntu LTS versions are designed for production systems and provide: 

●​ 5 years of security updates 
●​ stable package versions 
●​ predictable system behavior 
●​ enterprise support options 

Typical LTS releases include: 

Version Release Year 

Ubuntu 22.04 LTS 2022 

Ubuntu 24.04 LTS 2024 

Ubuntu 26.04 LTS 2026 

LTS releases are preferred in professional environments because they minimize operational 
risk. 

Students should practice installing Ubuntu Server using: 

●​ minimal installation mode 
●​ command-line interface 
●​ SSH remote administration 

This mirrors real-world server environments where graphical interfaces are rarely used. 

 



 

Cloud VM (AWS / Azure / GCP) 

Modern Linux infrastructure increasingly runs in the cloud. 

Cloud providers allow administrators to deploy servers in seconds using virtual machine 
images. 

Common platforms include: 

●​ AWS (Amazon Web Services) 
●​ Microsoft Azure 
●​ Google Cloud Platform (GCP) 

Cloud environments introduce new operational concepts: 

●​ elastic infrastructure 
●​ automated provisioning 
●​ distributed monitoring 
●​ infrastructure as code 

Example cloud deployment workflow: 

Administrator 
      │ 
      │ Cloud Console / CLI 
      │ 
Create Virtual Machine 
      │ 
Launch Ubuntu Server Instance 
      │ 
Configure Security Groups 
      │ 
Connect via SSH 

Cloud environments provide excellent practice opportunities because students can simulate 
real production deployments. 

However, cloud servers should be used responsibly to avoid unnecessary costs. 

 

 



 

Mini Server / Homelab 

A homelab is one of the most powerful learning tools for system administrators. 

A homelab is a small personal infrastructure environment that allows experimentation with 
real hardware. 

Typical homelab devices include: 

●​ mini PCs 
●​ Raspberry Pi systems 
●​ refurbished enterprise servers 
●​ small network switches 

Example homelab layout: 

Home Router 
      │ 
 ┌───────────────┬───────────────┐ 
 │ Mini Server 1 │ Mini Server 2 │ 
 │ Ubuntu Server │ Storage Node  │ 
 └───────────────┴───────────────┘ 

Benefits of a homelab include: 

●​ learning real networking behavior 
●​ practicing server maintenance 
●​ simulating service failures 
●​ experimenting with monitoring tools 

Many professional system administrators began their careers by experimenting in small 
home lab environments. 

 

 

 



 

SysAdmin Skills Roadmap 

Becoming a professional Linux administrator requires mastering several layers of 
knowledge. 

The skills required fall into several domains: 

Skill Area Focus 

Linux fundamentals command line and system structure 

system administration package management and services 

security hardening and monitoring 

networking firewall and connectivity 

automation scripting and configuration management 

cloud infrastructure scalable deployments 

These skills develop gradually through practice. 

A simplified roadmap might look like this: 

Linux Terminal 
        ↓ 
Ubuntu Server Administration 
        ↓ 
Linux Security Operations 
        ↓ 
DevOps Automation 
        ↓ 
Cloud Infrastructure 

Each stage builds upon the previous one. 

A student who masters these areas becomes capable of managing large-scale Linux 
infrastructure. 

 
 

 

 



 

Linux Security Mindset 

The most important lesson in Linux operations is not a command — it is a mindset. 

A strong system administrator constantly asks: 

●​ What could break? 
●​ What could be exploited? 
●​ How can we detect problems early? 
●​ How can we recover quickly? 

This mindset includes several core principles: 

Prevention over reaction 

Preventing incidents is better than fixing them later. 

Examples: 

●​ patching vulnerabilities early 
●​ restricting system access 
●​ minimizing installed software 

Monitoring over assumptions 

Administrators must observe system behavior continuously. 

Monitoring includes: 

●​ system resource usage 
●​ login activity 
●​ network connections 
●​ service health 

Documentation over memory 

Reliable operations require written documentation. 

Systems should never depend on: 

●​ undocumented configurations 
●​ tribal knowledge 
●​ individual memory 

Documentation enables teams to maintain infrastructure reliably. 

 

 



 

Automation over repetition 

Manual tasks create errors and inefficiency. 

Automation helps administrators: 

●​ apply consistent configurations 
●​ reduce operational mistakes 
●​ scale infrastructure reliably 

 

Final Perspective 

Linux security operations require a combination of: 

●​ technical skill 
●​ operational discipline 
●​ security awareness 
●​ systematic troubleshooting 

Readers should approach this book not simply as a collection of commands, but as a 
guide to developing professional Linux system administration practices. 

The goal is not only to run Linux systems — but to build secure, reliable, and 
resilient infrastructure. 

 
 
 
 

 

 



 

PART I: Security Mindset & Ubuntu Operations 
Fundamentals 

Chapter 1 — The Role of a Linux System Administrator 
Introduction 

Behind every reliable Linux server, secure network, and stable cloud infrastructure stands a 
Linux System Administrator (SysAdmin). The SysAdmin is not merely someone who 
installs software or restarts services when they fail. Instead, a modern SysAdmin is 
responsible for maintaining the health, security, and reliability of digital infrastructure. 

In Ubuntu environments, especially those deployed in production servers, cloud platforms, 
research labs, and enterprise systems, the SysAdmin plays a crucial role in ensuring that 
systems are: 

●​ Secure 
●​ Stable 
●​ Efficient 
●​ Recoverable during failure 

This chapter introduces the mindset, responsibilities, and skill sets required to become 
an effective Linux system administrator. Rather than focusing purely on commands, we 
begin with something more fundamental: how a SysAdmin thinks. 

Understanding this mindset will help readers approach Linux operations not just as a 
technical task, but as a discipline that combines engineering, security, and operational 
excellence. 

The Linux SysAdmin Mindset 

A Linux System Administrator must develop a mindset built on responsibility, curiosity, 
discipline, and prevention. 

Unlike desktop users who react to problems when they occur, a SysAdmin must constantly 
think ahead: 

“What could break, and how can we prevent it before it happens?” 

A good SysAdmin treats servers as critical infrastructure, similar to power plants, 
transportation systems, or hospitals. 

 

 



 

The key elements of the Linux SysAdmin mindset include: 

●​ Prevention over reaction 
●​ Automation over repetition 
●​ Documentation over memory 
●​ Security by design 

For example, consider a production server hosting an online learning platform. If the server 
crashes during an exam period, hundreds of students may lose access simultaneously. A 
responsible SysAdmin anticipates this risk and prepares: 

●​ automated backups 
●​ monitoring alerts 
●​ redundant infrastructure 

This mindset transforms a SysAdmin from a technician into a systems engineer. 

Illustration: Thinking Like a SysAdmin 

Imagine managing a server that runs a web application. 

A regular user might ask: 

“Why is the website slow?” 

A SysAdmin asks deeper questions: 

●​ Is CPU usage high? 
●​ Is memory exhausted? 
●​ Are there abnormal network connections? 
●​ Is the disk almost full? 
●​ Is someone attempting a brute-force attack? 

This investigative mindset is the foundation of Linux administration. 

Security vs Operations vs Reliability 

Modern system administration operates at the intersection of three critical domains: 

 

 

 

 

Although these domains are related, they sometimes conflict with each other. 

 

Domain Focus 

Security Protect systems from attacks 

Operations Keep systems running smoothly 

Reliability Ensure services remain available 



 

Security 

Security focuses on protecting systems from unauthorized access or malicious 
behavior. This includes: 

●​ patching vulnerabilities 
●​ enforcing authentication 
●​ restricting access 
●​ monitoring suspicious activity 

For example: 

sudo apt update 
sudo apt upgrade 

Regular updates ensure that known security vulnerabilities are patched. 

Operations 

Operations focuses on maintaining system functionality and keeping services 
running. 

Operational tasks include: 

●​ installing packages 
●​ managing services 
●​ configuring networks 
●​ troubleshooting failures 

Example: 

sudo systemctl restart nginx 

A system administrator ensures that services remain functional and responsive. 

Reliability 

Reliability focuses on long-term stability and resilience. 

A reliable system should: 

●​ survive hardware failures 
●​ recover from crashes 
●​ maintain uptime during high traffic 

Example monitoring tools include: 

top 
htop 
vmstat 

 



 

 

These commands allow administrators to observe system health. 

Balancing the Three 

Sometimes security measures reduce operational convenience. 

For example: 

 

 

 

 

The SysAdmin must constantly balance security, operations, and reliability. 

Infrastructure Lifecycle Thinking 

Another key concept in system administration is infrastructure lifecycle management. 

Servers are not static machines. They evolve through several phases: 

1.​ Provisioning 
2.​ Configuration 
3.​ Operation 
4.​ Maintenance 
5.​ Decommissioning 

A responsible SysAdmin considers the entire lifecycle. 

Example Lifecycle 

Imagine deploying an Ubuntu server. 

Stage 1 — Provisioning 

A virtual machine is created. 

Stage 2 — Configuration 

Software and services are installed. 

sudo apt install nginx 
 

 

Action Benefit Trade-off 

Disable password login improves security harder for users 

Frequent updates patches vulnerabilities may cause downtime 

Firewall restrictions prevents attacks may block services 



 

Stage 3 — Operation 

The server begins serving traffic. 

Stage 4 — Maintenance 

Security updates and monitoring are performed. 

sudo apt upgrade 

Stage 5 — Decommission 

The server is retired or replaced. 

Thinking about infrastructure this way helps administrators design scalable and 
sustainable systems. 

Ubuntu Ecosystem Overview 

Ubuntu is one of the most widely used Linux distributions in the world, especially in cloud 
infrastructure, DevOps environments, and enterprise systems. 

The Ubuntu ecosystem includes several important components. 

Ubuntu Server 

Ubuntu Server is optimized for: 

●​ data centers 
●​ cloud deployments 
●​ enterprise workloads 

It includes tools such as: 

●​ systemd 
●​ APT package manager 
●​ Netplan networking 
●​ AppArmor security 

Ubuntu LTS 

Ubuntu Long-Term Support (LTS) releases are designed for production 
environments. 

Characteristics include: 

●​ 5 years of security updates 
●​ stability for enterprise workloads 
●​ compatibility with cloud providers 

 



 

Common LTS versions: 

 
 
 

 

 

Ubuntu in the Cloud 

Ubuntu dominates many cloud environments such as: 

●​ AWS 
●​ Microsoft Azure 
●​ Google Cloud Platform 

Many cloud images are Ubuntu-based due to their reliability and package 
ecosystem. 

DevOps vs Traditional SysAdmin 

System administration has evolved significantly over the past two decades. 

Historically, administrators manually configured servers. Today, many tasks are automated 
through DevOps practices. 

Traditional SysAdmin 

Traditional administration typically involves: 

●​ manual configuration 
●​ on-premise servers 
●​ reactive troubleshooting 

Example workflow: 

1.​ Install OS 
2.​ Configure services manually 
3.​ Maintain server individually 

DevOps Approach 

DevOps emphasizes automation and reproducibility. 

Key principles include: 

●​ Infrastructure as Code 

 

Version Release Year 

Ubuntu 22.04 LTS 2022 

Ubuntu 24.04 LTS 2024 

Ubuntu 26.04 LTS 2026 (expected) 



 

●​ automated deployment 
●​ continuous monitoring 
●​ rapid recovery 

For example, instead of manually configuring servers, administrators may use 
automation tools. 

Example: 

ansible-playbook deploy.yml 

This approach ensures systems can be recreated consistently. 

Hybrid Reality 

In practice, most organizations combine both approaches. 

A modern SysAdmin must understand: 

●​ Linux administration 
●​ automation tools 
●​ cloud infrastructure 
●​ security principles 

Career Paths in Linux System Administration 
Linux administration opens many career opportunities. 
Possible roles include: 
 

 

 

 

 

 

 

These roles share a common foundation: 

Strong Linux system administration skills. 

 

 

Role Description 

Linux System Administrator manages servers and infrastructure 

DevOps Engineer automates deployment pipelines 

Cloud Engineer manages cloud infrastructure 

Security Engineer protects systems from threats 

Site Reliability Engineer (SRE) focuses on reliability and scalability 



 

Lab Exercise -  Exploring Your Ubuntu System 

Before managing systems, administrators must understand the basic identity of the 
machine they are working with. 

The following commands help gather essential system information. 

Display Kernel Information 
uname -a 

Example output: 

Linux server01 6.8.0-25-generic #25-Ubuntu SMP x86_64 
GNU/Linux 

This command shows: 

●​ kernel version 
●​ system architecture 
●​ operating system type 

Display Ubuntu Version 
lsb_release -a 

Example output: 

Distributor ID: Ubuntu 
Description: Ubuntu 24.04 LTS 
Release: 24.04 
Codename: noble 

This information is important when troubleshooting compatibility issues. 

Display Host System Information 
hostnamectl 

Example output: 

Static hostname: server01 
Operating System: Ubuntu 24.04 LTS 
Kernel: Linux 6.8 
Architecture: x86-64 

This command provides a comprehensive overview of system identity. 

 

 



 

Illustration: System Identity 

Think of these commands as checking a server’s ID card. 

Every server has: 

●​ a name (hostname) 
●​ an operating system 
●​ a kernel version 
●​ a hardware architecture 

Before performing administrative tasks, always verify these details. 

Key Takeaways 

By the end of this chapter, readers should understand that a Linux System 
Administrator is responsible for far more than running commands. 

A modern SysAdmin must think like an engineer, investigator, and guardian of 
infrastructure. 

Important principles include: 

●​ Prevention is better than repair 
●​ Security must be integrated into operations 
●​ Infrastructure should be managed as a lifecycle 
●​ Automation improves reliability and scalability 

With this mindset established, the next chapters will begin exploring the practical 
skills needed to secure, operate, and maintain Ubuntu systems in production 
environments. 

 

 
 
 
 
 
 
 

 

 



 

Chapter 2 — Linux Threat Landscape 

Introduction 

Linux systems power a significant portion of modern computing infrastructure. Ubuntu, one 
of the most widely deployed Linux distributions, runs in: 

●​ cloud platforms 
●​ enterprise servers 
●​ university laboratories 
●​ container platforms 
●​ DevOps pipelines 

Because Linux systems are widely used in production environments, they are 
continuously targeted by automated attacks and sophisticated adversaries. 

Security professionals refer to the collection of these risks as the Linux threat landscape. 

The threat landscape includes: 

●​ common attack techniques 
●​ typical system vulnerabilities 
●​ operational mistakes exploited by attackers 
●​ infrastructure risks in modern environments such as containers and cloud systems 

A fundamental principle of Linux operations is: 

Any server connected to the internet will eventually be scanned or 
attacked. 

Attackers frequently use automated bots to probe servers for vulnerabilities. 

Typical attacker activities include: 

●​ port scanning 
●​ password guessing 
●​ service enumeration 
●​ exploitation of outdated software 

Understanding these threats helps administrators detect attacks early and implement 
defensive controls. 

 

 



 

Common Linux Attack Vectors 

An attack vector is the path or technique used to compromise a system. 

Linux servers are most often attacked through the following vectors: 

●​ SSH brute force attacks 
●​ Privilege escalation vulnerabilities 
●​ Misconfigured services and insecure system settings 
●​ Supply chain compromises in software dependencies 
●​ Container runtime and orchestration vulnerabilities 

These attacks target different parts of the system stack. 

Illustration: Attack Surface of a Linux Server 

Imagine a typical Ubuntu server running: 

●​ SSH for remote administration 
●​ Nginx web server 
●​ Docker containers 
●​ database services 

Each exposed service becomes part of the attack surface. 

The more services exposed, the larger the potential risk. 

SSH Brute Force Attacks 

One of the most common attacks against Linux servers is the SSH brute force 
attack. 

SSH (Secure Shell) is the primary remote management protocol used by system 
administrators. Attackers attempt to exploit SSH by guessing valid credentials. 

In a brute force attack: 

●​ automated scripts attempt thousands of login attempts 
●​ password dictionaries are used 
●​ multiple IP addresses may participate in the attack 

Common usernames targeted include: 

●​ root 
●​ admin 
●​ ubuntu 
●​ test 

 

 



 

Common password guesses include: 

●​ password 
●​ 123456 
●​ admin123 
●​ qwerty 

If password authentication is enabled and weak credentials exist, attackers may gain 
access. 

Detecting SSH Login Attempts 

Linux maintains authentication logs that can reveal suspicious login attempts. 

One useful command is: 

last 

Example output: 

user1   pts/0   192.168.1.25   Fri Mar 07 09:20   still logged in 
user2   pts/1   10.0.0.11      Fri Mar 07 08:55   - 09:05 
reboot  system boot  6.8.0-25  Fri Mar 07 08:00 

This command provides information about: 

●​ login history 
●​ remote IP addresses 
●​ session duration 

Signs of suspicious activity include: 

●​ repeated login attempts 
●​ unfamiliar IP addresses 
●​ logins at unusual hours 

 

 



 

Privilege Escalation 

Even if attackers gain limited access to a Linux system, they often attempt privilege 
escalation. 

Privilege escalation occurs when a user gains permissions beyond their intended 
level. 

Linux follows a hierarchical privilege model: 

 

 

 

 

Attackers typically attempt to reach root access, which allows full control of the 
system. 

Common privilege escalation techniques include: 

●​ exploiting vulnerable software 
●​ abusing setuid binaries 
●​ exploiting insecure file permissions 
●​ abusing poorly configured sudo policies 

Monitoring Active Sessions 

Administrators can monitor logged-in users using: 

who 

Example output: 

user1  pts/0  2026-03-07 09:22 (192.168.1.10) 
user2  pts/1  2026-03-07 09:30 (10.0.0.21) 

This command helps administrators identify: 

●​ active user sessions 
●​ remote login sources 
●​ unexpected user activity 

If unknown users appear, immediate investigation is required. 

 

 

Privilege Level Description 

Root Full administrative control 

Sudo users Temporary administrative privileges 

Regular users Limited access 



 

Misconfiguration Vulnerabilities 

Many security incidents occur because of system misconfiguration, not software 
bugs. 

Misconfiguration vulnerabilities include: 

●​ unnecessary services running 
●​ open network ports 
●​ weak firewall rules 
●​ insecure file permissions 
●​ exposed development environments 

For example: 

A development database may accidentally be exposed to the internet. 

Checking Open Network Ports 

Administrators can inspect open services using: 

ss -tulpn 

Example output: 

tcp LISTEN 0 128 0.0.0.0:22 0.0.0.0:* users:(("sshd",pid=712)) 
tcp LISTEN 0 128 0.0.0.0:80 0.0.0.0:* users:(("nginx",pid=1010)) 

This command shows: 

●​ open ports 
●​ listening services 
●​ associated processes 

Administrators should verify that only necessary services are accessible. 

Unexpected services could indicate: 

●​ unauthorized software 
●​ malware 
●​ configuration mistakes 

 

 



 

Supply Chain Attacks 

A supply chain attack occurs when attackers compromise software before it 
reaches the target system. 

Instead of attacking a server directly, attackers may target: 

●​ software repositories 
●​ package maintainers 
●​ development pipelines 
●​ build systems 

Once compromised software is installed, malicious code runs automatically. 

This type of attack has increased with the growth of open-source software 
ecosystems. 

Administrators should follow best practices: 

●​ install packages only from trusted repositories 
●​ verify package signatures 
●​ monitor dependencies 
●​ apply security updates regularly 

Example commands: 

sudo apt update 
sudo apt upgrade 

Regular updates ensure that known vulnerabilities are patched quickly. 

Container Security Risks 

Containers such as Docker and Kubernetes have become essential in modern 
infrastructure. 

However, containers introduce additional security risks. 

Common container vulnerabilities include: 

●​ vulnerable container images 
●​ containers running with root privileges 
●​ exposed container management APIs 
●​ container escape vulnerabilities 

If a container is compromised, attackers may attempt to break out of the container 
and access the host system. 

 

 



 

To mitigate container risks: 

●​ use minimal container images 
●​ scan images for vulnerabilities 
●​ run containers as non-root users 
●​ isolate container networks 

Practical Demo: Investigating System Activity 

Linux provides powerful tools for monitoring system activity and investigating potential 
attacks. 

The following commands help administrators analyze system behavior. 

Viewing System Logs 

The command: 

journalctl -xe 

displays recent system log messages with detailed explanations. 

Example output: 

Mar 07 09:10:23 server sshd[1023]: Failed password for invalid 
user admin from 203.0.113.5 port 53221 ssh2 
Mar 07 09:10:24 server sshd[1023]: Failed password for root from 
203.0.113.5 port 53222 ssh2 

Analysis: 

●​ repeated failed login attempts 
●​ same IP address attempting multiple logins 

This indicates a potential brute force attack. 

Checking Login History 

Command: 

last 

Purpose: 

●​ investigate historical login sessions 
●​ identify suspicious login sources 

 

 



 

Example analysis: 

●​ multiple logins from unknown IP addresses 
●​ short login sessions indicating probing activity 

Checking Active Users 

Command: 

who 

Purpose: 

●​ verify current logged-in users 
●​ detect unauthorized sessions 

If unexpected users appear, administrators should: 

●​ terminate sessions 
●​ investigate logs 
●​ reset credentials 

Inspecting Network Services 

Command: 

ss -tulpn 

Purpose: 

●​ list active listening ports 
●​ identify services running on the server 

Example analysis: 

If an unexpected service appears, such as: 

tcp LISTEN 0 128 0.0.0.0:4444 

this may indicate: 

●​ unauthorized software 
●​ backdoor processes 
●​ malware 

Immediate investigation is required. 

 

 



 

Key Takeaways 

Understanding the Linux threat landscape is essential for maintaining secure 
systems. 

Key lessons include: 

●​ Internet-facing Linux servers are constantly scanned by attackers 
●​ SSH brute force attacks are extremely common 
●​ Privilege escalation attempts aim to obtain root control 
●​ Misconfigurations often create major security vulnerabilities 
●​ Supply chain attacks can compromise trusted software packages 
●​ Containers introduce new operational security risks 

Linux administrators must regularly monitor systems using tools such as: 

journalctl -xe 
last 
who 
ss -tulpn 

These tools provide critical visibility into system behavior and help administrators 
detect attacks before they become serious incidents. 

 

 
 
 

 

 



 

Chapter 3 — Security Principles for Linux Servers 

Introduction 

Securing Linux servers is not only about installing security tools or configuring firewalls. 
Effective security begins with understanding fundamental security principles. 

These principles guide system administrators when making operational decisions. Whether 
configuring SSH access, deploying applications, or managing containers, administrators 
should always follow a set of core security concepts. 

These principles help answer questions such as: 

●​ Who should have access to the system? 
●​ How should services be exposed to the network? 
●​ What protections should exist if one defense fails? 

Security professionals often emphasize a key idea: 

Security is a process, not a single configuration. 

This chapter introduces several core principles used to secure Linux systems: 

●​ Least privilege 
●​ Defense in depth 
●​ Zero Trust 
●​ Attack surface reduction 
●​ Secure-by-default philosophy 
●​ Balancing security with usability 

Understanding these principles helps administrators build systems that remain secure even 
under attack. 

Least Privilege 

One of the most important security principles is least privilege. 

The principle of least privilege states: 

A user or process should have only the permissions necessary to perform 
its task. 

Granting excessive permissions increases the risk of compromise. 

 

 



 

Illustration: Privilege Levels in Linux 

Linux systems operate with several privilege levels: 

 

 

 

 

If an attacker compromises a regular user account, the system remains safer if the 
user cannot perform administrative actions. 

Common Mistakes Violating Least Privilege 

Administrators sometimes unintentionally violate this principle by: 

●​ running applications as root 
●​ granting unnecessary sudo privileges 
●​ making directories world-writable 
●​ sharing administrative credentials 

These practices increase security risk. 

Applying Least Privilege in Ubuntu 

Practical steps include: 

●​ using sudo instead of root login 
●​ restricting administrative commands 
●​ limiting service permissions 
●​ separating user roles 

Example: checking current user identity. 

whoami 

Example output: 

student 

Check current privileges: 

id 

 

 

Privilege Level Description 

Root Full administrative control 

Sudo users Temporary elevated privileges 

Regular users Restricted system access 



 

Example output: 

uid=1000(student) gid=1000(student) 
groups=1000(student),27(sudo) 

This output shows that the user belongs to the sudo group, meaning administrative 
access is possible when required. 

Checking sudo Permissions 

Administrators can verify privileges using: 

sudo -l 

Example output: 

User student may run the following commands: 
(ALL : ALL) ALL 

If users are given excessive permissions, attackers may escalate privileges more 
easily. 

Defense in Depth 

Another key principle is defense in depth. 

Defense in depth means using multiple layers of security so that if one layer fails, others 
still provide protection. 

Think of a castle protected by: 

●​ walls 
●​ gates 
●​ guards 
●​ surveillance towers 

If attackers bypass the gate, guards and walls still slow them down. 

Security Layers in a Linux Server 

A typical Ubuntu server may implement multiple layers of defense: 

●​ network firewall 
●​ secure authentication 
●​ service isolation 
●​ system monitoring 
●​ intrusion detection 

 

 



 

Example defensive layers: 

 

 

 

Example: Firewall Layer 

Ubuntu provides a simple firewall tool called UFW. 

Enable firewall protection: 

sudo ufw enable 

Allow SSH access: 

sudo ufw allow ssh 

Check firewall status: 

sudo ufw status 

Example output: 

Status: active 
 
To      Action   From 
22/tcp  ALLOW    Anywhere 

This layer protects the system from unauthorized network access. 

Zero Trust Basics 

The Zero Trust security model assumes that no system or user should be automatically 
trusted. 

Traditional security models trusted internal networks. However, modern environments 
include: 

●​ cloud infrastructure 
●​ remote workers 
●​ distributed services 

Therefore, trust must be continuously verified. 

 

Layer Example Tool 

Network security ufw, iptables 

Authentication SSH keys 

Monitoring journalctl 

Process isolation containers 



 

Core Principles of Zero Trust 

Zero Trust architecture follows several ideas: 

●​ verify every access request 
●​ authenticate all users and devices 
●​ limit lateral movement within networks 
●​ continuously monitor system behavior 

In practice, Zero Trust means: 

●​ authentication is required everywhere 
●​ permissions are tightly controlled 
●​ monitoring systems track activity 

Example: SSH Key Authentication 

Instead of password authentication, administrators should use SSH keys. 

Generate an SSH key pair: 

ssh-keygen 

Copy the key to the server: 

ssh-copy-id user@server 

Disable password authentication by editing SSH configuration: 

sudo nano /etc/ssh/sshd_config 

Set: 

PasswordAuthentication no 

Restart SSH service: 

sudo systemctl restart ssh 

This approach strengthens authentication. 

 

 



 

Attack Surface Reduction 

The attack surface refers to all possible points where an attacker might interact with a 
system. 

Reducing the attack surface makes systems harder to compromise. 

Common Attack Surface Sources 

Attack surfaces may include: 

●​ open network ports 
●​ unnecessary services 
●​ outdated applications 
●​ exposed APIs 
●​ development tools running in production 

Checking Running Services 

Administrators can identify running services using: 

ss -tulpn 

Example output: 

tcp LISTEN 0 128 0.0.0.0:22   users:(("sshd")) 
tcp LISTEN 0 128 0.0.0.0:80   users:(("nginx")) 

If unexpected services appear, administrators should investigate. 

Removing Unnecessary Packages 

Reducing installed software also reduces risk. 

List installed packages: 

apt list --installed 

Remove unnecessary packages: 

sudo apt remove package-name 

Fewer packages mean fewer potential vulnerabilities. 

 

 

 



 

Secure-by-Default Philosophy 

The secure-by-default principle ensures systems start with safe configurations. 

A secure system should: 

●​ deny unnecessary access 
●​ enforce authentication 
●​ minimize exposed services 

This philosophy assumes: 

Systems should be secure even before administrators modify them. 

Ubuntu Security Defaults 

Ubuntu includes several secure defaults: 

●​ AppArmor application isolation 
●​ automatic security updates 
●​ strong permission model 
●​ firewall support 

Administrators should verify security configurations. 

Check AppArmor status: 

sudo aa-status 

Example output: 

apparmor module is loaded 
profiles are in enforce mode 

This means application restrictions are active. 

 

 



 

Security vs Usability Trade-offs 

Security controls sometimes make systems harder to use. 

For example: 

 

 

System administrators must balance security and usability. 

Too much restriction may prevent users from working efficiently. Too little security 
increases risk. 

Example: Monitoring System Activity 

Administrators can monitor logs using: 

journalctl -xe 

Example output: 

Failed password for invalid user admin from 203.0.113.5 

This indicates possible attack attempts. 

Monitoring logs helps administrators detect suspicious behavior early. 

Illustration: Layered Security Model 

Imagine protecting a data center. 

Security layers may include: 

●​ firewall rules 
●​ secure SSH authentication 
●​ limited user permissions 
●​ system monitoring 
●​ intrusion detection tools 

If one layer fails, the others continue protecting the system. 

This layered approach embodies defense in depth. 

 

Security Control Benefit Trade-off 

Disable passwords stronger security harder for users 

Strict firewall reduced attack surface service complexity 

Multi-factor authentication stronger login security slower login process 



 

Key Takeaways 

Securing Linux servers requires understanding fundamental security principles. 

Important lessons include: 

●​ Least privilege limits damage if accounts are compromised 
●​ Defense in depth uses multiple security layers 
●​ Zero Trust assumes no user or system is automatically trusted 
●​ Reducing the attack surface lowers the number of vulnerabilities 
●​ Secure-by-default configurations protect systems from the start 
●​ Security must be balanced with usability 

Linux administrators must apply these principles in daily operations to maintain 
secure systems. 

 

 
 
 
 
 

 

 



 

PART II - Ubuntu System Hardening 

Chapter 4 — Minimal & Secure Ubuntu Installation 

Introduction 

A secure Linux system begins before the first service is deployed. Security does not start 
with firewalls or monitoring tools—it begins with how the operating system is installed. 

One of the most effective security strategies is to install only what is necessary. The fewer 
components running on a system, the fewer vulnerabilities attackers can exploit. 

This concept is commonly called minimal installation. 

A minimal system: 

●​ reduces the attack surface 
●​ improves system performance 
●​ simplifies system maintenance 
●​ minimizes security risks 

Ubuntu Server supports this philosophy by offering installation modes that include only 
essential system components. 

Administrators should always remember the following principle: 

Every installed package increases the potential attack surface. 

Therefore, building a secure system requires careful control over: 

●​ installed software 
●​ running services 
●​ enabled system components 

Minimal Server Installation 

A minimal Ubuntu installation contains only the core components required for a functional 
server. 

Minimal systems typically include: 

●​ Linux kernel 
●​ essential system utilities 
●​ package manager (APT) 
●​ basic networking tools 
●​ SSH server (optional) 

 



 

They exclude unnecessary software such as: 

●​ graphical environments 
●​ desktop applications 
●​ development tools 
●​ extra libraries 

Illustration: Minimal vs Full Installation 
Imagine two servers. 
Server A installs full Ubuntu desktop. 
Server B installs minimal Ubuntu Server. 
 

 

 

 

 

 

The minimal system is easier to secure and maintain. 

Checking Installed Packages 

Administrators should understand what software exists on their system. 

Use the command: 

apt list --installed 

Example output: 

accountsservice/jammy,now 0.6.55-0ubuntu12 amd64 [installed] 
bash/jammy,now 5.1-6ubuntu1 amd64 [installed] 
openssh-server/jammy,now 1:8.9p1-3ubuntu0 amd64 [installed] 
nginx/jammy,now 1.18.0 amd64 [installed] 

This command lists all installed packages. 

Administrators should review the list and ask: 

●​ Is this package required? 
●​ Does this package expose a network service? 
●​ Does this package introduce additional dependencies? 

Packages that are not required should be removed. 

 

 

Feature Full Install Minimal Install 

Packages 2000+ ~400 

Running services many few 

Attack surface large small 

Maintenance complexity high low 



 

Removing Unnecessary Packages 
Unnecessary packages increase system complexity and security risk. 
Removing unused packages reduces the system footprint. 

To remove a package: 

sudo apt remove package-name 

Example: 

sudo apt remove apache2 

This command removes the Apache web server if it is not needed. 

Removing Unused Dependencies 
Sometimes packages leave behind unused dependencies. 
Administrators should periodically clean the system using: 
 

sudo apt autoremove 

Example output: 

The following packages will be REMOVED: 
  apache2-utils apache2-data 
After this operation, 12 MB disk space will be freed. 

This keeps the system lean and efficient. 

Package Auditing 

A package audit helps administrators identify unnecessary software installed on a system. 

Auditing ensures: 

●​ no unexpected packages exist 
●​ no insecure software remains installed 
●​ all packages come from trusted repositories 

Using dpkg to Audit Packages 

Ubuntu uses the dpkg package database. 

Administrators can inspect installed packages using: 

dpkg -l 

 

 



 

Example output: 

ii  bash           5.1-6ubuntu1   amd64   GNU Bourne Again SHell 
ii  openssh-server 1:8.9p1-3ubuntu0 amd64 OpenSSH server daemon 
ii  nginx          1.18.0 amd64   high performance web server 

Column explanation: 

 

 

 

 

Administrators should investigate unexpected packages. 

Auditing Security Updates 

Administrators can also check available updates. 

sudo apt update 

Then list upgradeable packages: 

apt list --upgradable 

Example output: 

openssl/jammy-updates 3.0.2-0ubuntu1.7 amd64 
[upgradable] 

Security updates should be installed immediately. 

Service Footprint Reduction 

A service footprint refers to the number of background services running on a system. 

Each running service may: 

●​ consume system resources 
●​ expose network ports 
●​ introduce potential vulnerabilities 

Reducing the number of services improves security. 

 

 

Column Meaning 

ii package installed 

rc package removed but configuration remains 

un package not installed 



 

Listing System Services 

Ubuntu uses systemd to manage services. 

Administrators can list all service unit files with: 

systemctl list-unit-files 

Example output: 

UNIT FILE                     STATE 
ssh.service                   enabled 
nginx.service                 enabled 
cron.service                  enabled 
apache2.service               disabled 

Service states: 

 

 

 

 

Administrators should disable services that are not required. 

Disabling Unnecessary Services 

Example: disabling a service. 

sudo systemctl disable apache2 

Stop a running service: 

sudo systemctl stop apache2 

Verify service status: 

systemctl status apache2 

Example output: 

apache2.service - Apache HTTP Server 
Loaded: disabled 
Active: inactive 

The service will no longer start automatically. 

 

State Meaning 

enabled service starts at boot 

disabled service does not start automatically 

static service started indirectly 



 

Identifying Active Services 

Administrators should also identify which services are currently running. 

systemctl list-units --type=service 

Example output: 

cron.service loaded active running Regular background program 
processing daemon 

ssh.service loaded active running OpenSSH server daemon 

Services that are unnecessary should be reviewed. 

Practical Security Checklist 
When preparing a minimal secure Ubuntu server, administrators should verify the 
following: 

 
Package Audit 

review installed packages 
remove unused software 
install only necessary services 

 
Service Audit 

identify running services 
disable unused services 
monitor service status 

 
System Clean-up 

remove unnecessary dependencies 
install security updates 
review package sources 

Illustration: Secure Minimal Server 

A secure minimal server typically runs only a few essential services: 

Service Purpose 

SSH remote administration 

cron scheduled tasks 

systemd-journald logging 

Everything else should be evaluated before installation. 

 



 

Example: Minimal Secure Web Server 

Imagine deploying a small Ubuntu web server. 

Required components may include: 

●​ openssh-server 
●​ nginx 
●​ ufw 
●​ system utilities 

Packages not required may include: 

●​ graphical environments 
●​ development toolchains 
●​ unused database systems 

This approach reduces risk significantly. 

Key Takeaways 

A minimal installation is one of the most effective security practices in Linux 
administration. 

Key principles include: 

●​ Install only the software you truly need 
●​ Regularly audit installed packages 
●​ Remove unnecessary dependencies 
●​ Limit the number of running services 
●​ Monitor system components using CLI tools 

Essential commands introduced in this chapter include: 

apt list --installed 
dpkg -l 
systemctl list-unit-files 

By carefully controlling installed software and services, administrators significantly 
reduce the attack surface of Ubuntu systems. 

 

 
 

 

 



 

Chapter 5 — Boot Security 

Introduction 

Security begins before the operating system even starts. The moment a computer powers 
on, a sequence of events known as the boot process begins. If attackers gain control 
during this stage, they may compromise the system before Linux security mechanisms are 
active. 

This stage of protection is known as boot security. 

Boot security focuses on protecting: 

●​ the firmware 
●​ the bootloader 
●​ the operating system kernel 
●​ early startup processes 

If attackers manipulate these components, they could: 

●​ bypass authentication 
●​ install persistent malware 
●​ modify the kernel 
●​ access sensitive data 

Therefore, administrators must ensure that the boot chain remains trusted from firmware 
to kernel. 

Important boot security components include: 

●​ Secure Boot 
●​ GRUB bootloader security 
●​ Kernel parameters 
●​ Recovery mode protections 

These protections ensure that only trusted code executes during system startup. 

Secure Boot 

Secure Boot is a firmware security feature designed to prevent unauthorized code from 
executing during system startup. 

Secure Boot is part of the UEFI firmware standard and ensures that the bootloader and 
operating system kernel are digitally signed. 

 

 



 

When Secure Boot is enabled: 

●​ firmware verifies bootloader signatures 
●​ the bootloader verifies the kernel 
●​ only trusted software is allowed to start 

If malicious software attempts to modify the bootloader or kernel, the system will refuse to 
boot 

Illustration: Secure Boot Chain 
Think of Secure Boot like a chain of trust. 
Each stage verifies the next stage before allowing it to run. 
 

Firmware → Bootloader → Kernel → Operating System 
 
Each component must be cryptographically verified. 
If any stage fails verification, the system stops booting. 

This protects against: 

●​ bootkits 
●​ rootkits 
●​ malicious kernel modifications 

Checking Secure Boot Status 

Administrators can verify Secure Boot status using: 

mokutil --sb-state 

Example output: 

SecureBoot enabled 

If Secure Boot is disabled, the system may be more vulnerable to boot-level attacks. 

GRUB Security 

The GRUB bootloader is responsible for loading the Linux kernel during startup. 

If an attacker gains physical access to a system, they may attempt to modify GRUB boot 
options to bypass security controls. 

For example, attackers could: 

●​ boot into single-user mode 
●​ modify kernel parameters 
●​ reset passwords 
●​ bypass authentication 

 



 

Therefore, administrators should secure the GRUB configuration. 

GRUB Password Protection 
One effective security measure is to protect GRUB with a password. 
This prevents unauthorized users from modifying boot parameters. 
Generate a GRUB password hash using: 
 

sudo grub-mkpasswd-pbkdf2 

Example output: 

Enter password: 
Reenter password: 
PBKDF2 hash of your password is 
grub.pbkdf2.sha512.10000.ABCDEF123456789... 

The generated hash is then added to the GRUB configuration. 

Configuring GRUB Password 

Edit the GRUB configuration file: 

sudo nano /etc/grub.d/40_custom 

Add entries such as: 

set superusers="admin" 
password_pbkdf2 admin 
grub.pbkdf2.sha512.10000.ABCDEF123456789... 

After editing the configuration, update GRUB: 

sudo update-grub 

This ensures the new configuration is applied. 

Result 

When someone attempts to edit GRUB parameters during boot, the system will 
request authentication. 

This prevents unauthorized boot manipulation. 

Kernel Parameters 
Kernel parameters influence how the Linux kernel behaves during system startup. 
These parameters are often specified in the GRUB configuration. 

 

 



 

Administrators may use kernel parameters to: 

●​ enable debugging 
●​ disable security features 
●​ modify system behavior 

Attackers may attempt to abuse kernel parameters to bypass protections. 

Example: Dangerous Kernel Parameters 

Certain parameters may weaken system security if misused. 

Examples include: 

init=/bin/bash 
single 

If an attacker boots with these parameters, they may gain access to a root shell 
without authentication. 

Checking Kernel Boot Parameters 

Administrators can view active kernel parameters using: 

cat /proc/cmdline 

Example output: 

BOOT_IMAGE=/vmlinuz root=/dev/sda1 ro quiet splash 

This command reveals how the system was booted. 

Administrators should review parameters to ensure no insecure options are used. 

Recovery Mode Risks 

Linux systems often provide recovery mode, which allows administrators to troubleshoot 
system issues. 

Recovery mode can provide: 

●​ root shell access 
●​ filesystem repair tools 
●​ password reset capabilities 

While useful for maintenance, recovery mode may also create security risks. 

 

 



 

Illustration: Recovery Mode Access 

If a system is not protected, an attacker with physical access could: 

1.​ reboot the system 
2.​ access the GRUB menu 
3.​ select recovery mode 
4.​ obtain root access 

This allows attackers to: 

●​ reset user passwords 
●​ access system files 
●​ install malware 

Mitigating Recovery Mode Risks 

Administrators should protect recovery mode using: 

●​ GRUB password protection 
●​ disk encryption 
●​ restricted physical access 

These measures ensure unauthorized users cannot exploit recovery features. 

Example Security Investigation 

Administrators should verify boot security configurations periodically. 

Check Secure Boot status: 

mokutil --sb-state 

Verify GRUB configuration: 

sudo cat /etc/default/grub 

Example output: 

GRUB_TIMEOUT=5 
GRUB_CMDLINE_LINUX_DEFAULT="quiet splash" 

Review kernel parameters: 

cat /proc/cmdline 

Check system logs related to boot events: 

journalctl -b 
 

 



 

Example output: 

Mar 07 08:00:01 kernel: Linux version 6.8.0 
Mar 07 08:00:02 systemd: Starting system initialization 

These logs help administrators confirm that the boot process completed normally. 

Boot Security Best Practices 

Administrators should follow these practices to protect the Linux boot process. 

Firmware Security 
enable Secure Boot​
update firmware regularly 

 
Bootloader Security 

configure GRUB passwords​
restrict boot menu access 
 

Kernel Security 
review kernel parameters​
avoid insecure boot options 
 

Physical Security 
restrict physical access to servers 
protect BIOS/UEFI settings 

Illustration: Secure Boot Environment 

A properly secured system follows a trusted boot chain. 

UEFI Firmware 
      ↓ 
Secure Boot Verification 
      ↓ 
GRUB Bootloader 
      ↓ 
Linux Kernel 
      ↓ 
Operating System 

 
Each stage verifies the integrity of the next stage. 
This prevents attackers from inserting malicious components. 

 

 

 



 

Key Takeaways 

Boot security is a critical but often overlooked aspect of Linux system administration. 

Important lessons include: 

●​ Secure Boot ensures only trusted code runs during startup 
●​ GRUB password protection prevents unauthorized boot modification 
●​ Kernel parameters must be carefully controlled 
●​ Recovery mode can expose systems if not secured 
●​ Physical security is essential for protecting boot integrity 

By securing the boot process, administrators ensure that the operating system starts 
from a trusted and uncompromised state. 

 

 
 
 
 

 

 



 

Chapter 6 — System Hardening with sysctl 

Introduction 

A Linux server is not secured only by firewalls or authentication policies. The Linux kernel 
itself must also be hardened. The kernel controls critical system components including: 

●​ memory management 
●​ networking behavior 
●​ process isolation 
●​ hardware communication 

Administrators can adjust many kernel behaviors using a mechanism called sysctl. 

The sysctl interface allows administrators to modify kernel parameters at runtime or 
permanently through configuration files. 

These parameters control many aspects of system security, including: 

●​ TCP networking protections 
●​ memory protection mechanisms 
●​ kernel information exposure 
●​ system resource limits 

Properly configured kernel parameters can significantly reduce the risk of exploitation. 

Kernel hardening helps prevent attacks even before they reach user-space 
applications. 

Understanding sysctl 

The sysctl tool allows administrators to view and modify kernel parameters. 

Kernel parameters are stored in the /proc/sys virtual filesystem. 

For example: 

ls /proc/sys 

Example output: 

kernel 
net 
vm 
fs 
debug 

Each directory corresponds to a category of kernel parameters. 

 



 

Viewing Current Kernel Parameters 

Administrators can inspect parameters using: 

sysctl -a 

Example output: 

kernel.randomize_va_space = 2 
net.ipv4.tcp_syncookies = 1 
kernel.kptr_restrict = 2 

This command lists all kernel parameters currently active. 

Configuring sysctl Settings 

Kernel parameters can be modified in two ways: 

Temporary changes 

sudo sysctl -w parameter=value 

Example: 

sudo sysctl -w net.ipv4.tcp_syncookies=1 

Temporary changes apply immediately but disappear after reboot. 

Permanent changes 

Permanent settings are stored in: 

/etc/sysctl.conf 

or 

/etc/sysctl.d/*.conf 

Edit the configuration file: 

sudo nano /etc/sysctl.conf 

After editing the file, apply changes with: 

sudo sysctl -p 

 

 



 

Kernel Security Parameters 

Kernel security parameters control how the system exposes internal information and handles 
security-sensitive operations. 

Proper configuration helps reduce information leakage and exploitability. 

Important kernel parameters include: 

●​ kernel.kptr_restrict 
●​ kernel.dmesg_restrict 
●​ kernel.randomize_va_space 

Restricting Kernel Pointer Exposure 

Attackers often attempt to exploit kernel vulnerabilities using memory addresses. 

The parameter: 

kernel.kptr_restrict 

controls whether kernel pointers are visible. 

Example setting: 

kernel.kptr_restrict=2 

Meaning: 

Value Behavior 

0 no restrictions 

1 restricted to privileged users 

2 fully hidden 

Recommended configuration: 

kernel.kptr_restrict=2 

This prevents attackers from learning kernel memory addresses. 

 

 

 



 

TCP Security 

Linux networking behavior is controlled through parameters under: 

net.ipv4.* 

These settings help protect against network-based attacks such as: 

●​ SYN flood attacks 
●​ IP spoofing 
●​ packet manipulation 

SYN Flood Protection 

A SYN flood attack attempts to overwhelm a server by sending large numbers of 
connection requests. 

Linux provides a defense mechanism called SYN cookies. 

Enable SYN cookies with: 

net.ipv4.tcp_syncookies=1 

This allows the kernel to safely handle large volumes of incoming TCP requests. 

Example configuration in /etc/sysctl.conf: 

net.ipv4.tcp_syncookies=1 

Apply changes: 

sudo sysctl -p 

Checking TCP Security Parameters 

Verify the parameter value: 

sysctl net.ipv4.tcp_syncookies 

Example output: 

net.ipv4.tcp_syncookies = 1 

A value of 1 means SYN cookie protection is active. 

 

 



 

Memory Protections 

Modern Linux systems include several memory protection mechanisms designed to prevent 
exploitation. 

One important protection is Address Space Layout Randomization (ASLR). 

ASLR randomizes memory addresses used by processes. This makes it significantly harder 
for attackers to exploit memory vulnerabilities. 

Address Space Layout Randomization 

The kernel parameter controlling ASLR is: 

kernel.randomize_va_space 

Possible values: 

Value Meaning 

0 ASLR disabled 

1 partial randomization 

2 full randomization 

Recommended secure setting: 

kernel.randomize_va_space=2 

Example configuration: 

kernel.randomize_va_space=2 

Verify configuration: 

sysctl kernel.randomize_va_space 

Example output: 

kernel.randomize_va_space = 2 

Editing sysctl Configuration 

Administrators typically configure multiple parameters in the same file. 

Example configuration: 

sudo nano /etc/sysctl.conf 
 

 



 

Example security settings: 

# Enable SYN flood protection 
net.ipv4.tcp_syncookies=1 
 
# Hide kernel pointer addresses 
kernel.kptr_restrict=2 
 
# Enable full ASLR 
kernel.randomize_va_space=2 

Save the file and apply settings: 

sudo sysctl -p 

Example output: 

net.ipv4.tcp_syncookies = 1 
kernel.kptr_restrict = 2 
kernel.randomize_va_space = 2 

Practical Verification 

After applying security settings, administrators should verify system behavior. 

Check active parameters: 

sysctl -a | grep randomize 

Example output: 

kernel.randomize_va_space = 2 

Check networking parameters: 

sysctl net.ipv4.tcp_syncookies 

Check kernel pointer restriction: 

sysctl kernel.kptr_restrict 

These commands confirm that the system is running with hardened kernel settings. 

 

 



 

Log Analysis 

Administrators should monitor logs to ensure system stability after modifying kernel 
parameters. 

View recent logs: 

journalctl -xe 

Example output: 

kernel: TCP SYN cookies enabled 
kernel: ASLR enabled 

Logs confirm the kernel security mechanisms are active. 

Illustration: Kernel Hardening 

Kernel hardening adds an additional protection layer beneath applications. 

Applications 
     ↓ 
User Space 
     ↓ 
Linux Kernel 
     ↓ 
Hardware 

If the kernel is hardened, attackers have a much harder time exploiting system 
vulnerabilities. 

Best Practices for sysctl Hardening 

Administrators should follow several guidelines when configuring kernel parameters. 

Security Guidelines 
enable SYN flood protection​
enable memory randomization​
restrict kernel pointer visibility 

Operational Guidelines 
document configuration changes​
apply changes gradually​
monitor system logs after modifications 

Maintenance Guidelines 
periodically review sysctl configuration​
update settings based on security advisories 

 



 

Key Takeaways 

Kernel hardening using sysctl is an important part of Linux server security. 

Key lessons include: 

●​ sysctl allows administrators to control kernel security behavior 
●​ TCP protections defend against network attacks 
●​ memory randomization prevents many exploit techniques 
●​ restricting kernel information reduces attack intelligence 

Important commands introduced in this chapter include: 

sysctl -a 
sysctl -w parameter=value 
sudo nano /etc/sysctl.conf 
sudo sysctl -p 

By applying these techniques, administrators can strengthen the security 
foundation of Ubuntu servers. 

 
 
 
 
 
 
 

 

 



 

Chapter 7 — Automatic Security Updates 

Introduction 

One of the most common causes of security breaches in Linux systems is unpatched 
vulnerabilities. Attackers often exploit known software vulnerabilities that have already 
been fixed—but the system administrator has not yet installed the updates. 

Security researchers and open-source communities continuously identify vulnerabilities in 
software packages. When vulnerabilities are discovered, maintainers release security 
patches. 

However, installing patches manually on every system can be difficult, especially in 
environments with many servers. 

Ubuntu solves this challenge through automatic security update mechanisms. 

Automatic updates ensure that: 

●​ security patches are installed quickly 
●​ systems remain protected against newly discovered vulnerabilities 
●​ administrators reduce the risk of delayed updates 

In this chapter we explore how Ubuntu manages security updates using: 

●​ Ubuntu security update repositories 
●​ unattended-upgrades 
●​ Canonical Livepatch 
●​ vulnerability patch workflows 

Understanding these mechanisms helps administrators maintain secure and resilient 
production systems. 

Ubuntu Security Update System 

Ubuntu maintains dedicated security repositories that provide patches for known 
vulnerabilities. 

When a vulnerability is discovered, Ubuntu developers release a patched version of the 
affected package. 

 

 



 

Ubuntu repositories typically include: 

Repository Purpose 

main officially supported packages 

security security updates 

updates recommended bug fixes 

backports newer versions of packages 

Security patches are distributed through the security repository. 

Checking Available Security Updates 

Administrators should regularly check for updates. 

Update the package index: 

sudo apt update 

Example output: 

Hit:1 http://archive.ubuntu.com/ubuntu noble InRelease 
Get:2 http://security.ubuntu.com/ubuntu noble-security InRelease 
Fetched 120 kB in 1s 
Reading package lists... Done 

This command refreshes the list of available packages. 

Viewing Upgradable Packages 

After updating the package list, administrators can view pending updates. 

apt list --upgradable 

Example output: 

openssl/noble-security 3.0.2-0ubuntu1.7 amd64 
[upgradable from: 3.0.2-0ubuntu1.6] 

This indicates that a security update for OpenSSL is available. 

 

 



 

unattended-upgrades 

To automate security patch installation, Ubuntu provides a package called 
unattended-upgrades. 

This tool automatically installs security updates without requiring administrator intervention. 

Benefits include: 

●​ automatic installation of security patches 
●​ reduced risk of delayed updates 
●​ improved compliance with security policies 
●​ simplified server maintenance 

Installing unattended-upgrades 

Install the package using: 

sudo apt install unattended-upgrades 

Example output: 

The following NEW packages will be installed: 
  unattended-upgrades 
After this operation, 250 kB disk space will be used. 

Enabling Automatic Updates 
After installation, administrators should enable the service. 
Run the configuration tool: 
 

sudo dpkg-reconfigure unattended-upgrades 

The system displays a prompt: 

Automatically download and install stable updates? 

Select: 

Yes 

Once enabled, Ubuntu automatically installs security updates. 

 

 



 

Configuration File 

The configuration file for unattended-upgrades is located at: 

/etc/apt/apt.conf.d/50unattended-upgrades 
 

Example configuration snippet: 

Unattended-Upgrade::Allowed-Origins { 
        "${distro_id}:${distro_codename}-security"; 
}; 

This setting ensures security updates are installed automatically. 

Monitoring Automatic Updates 
Administrators should monitor logs to ensure automatic updates work correctly. 
View unattended-upgrades logs: 

sudo cat 
/var/log/unattended-upgrades/unattended-upgrades.log 

Example output: 

Starting unattended upgrades script 
Allowed origins are: Ubuntu:noble-security 
Packages upgraded: openssl 

These logs confirm that updates were applied. 

Canonical Livepatch 
Some security updates require updating the Linux kernel. 
Normally, updating the kernel requires rebooting the system. 
However, rebooting production servers can interrupt services. 
To solve this problem, Ubuntu offers Canonical Livepatch. 
Livepatch allows administrators to apply critical kernel security patches without rebooting 
the system. 

How Livepatch Works 
Livepatch modifies running kernel code dynamically. 
Instead of restarting the system, patches are applied directly to memory. 

Benefits include: 

●​ improved system uptime 
●​ immediate protection against kernel vulnerabilities 
●​ reduced operational disruption 

 

 



 

Enabling Livepatch 

First install the required tools: 

sudo snap install canonical-livepatch 

Enable Livepatch using an Ubuntu account token: 

sudo canonical-livepatch enable <TOKEN> 

Example output: 

Successfully enabled device. 

Check Livepatch status: 

canonical-livepatch status 

Example output: 

kernel: 6.8.0 
status: active 
patches: applied 

This confirms that the system is receiving live kernel patches. 

Vulnerability Patch Workflow 
In real-world environments, patch management follows a structured workflow. 
The vulnerability patch workflow typically includes several stages. 

1 — Vulnerability Discovery 

Security researchers discover vulnerabilities and publish reports. 

These vulnerabilities often receive CVE identifiers (Common Vulnerabilities and 
Exposures). 

Example: 

CVE-2026-12345 

2 — Patch Development 
Developers analyze the vulnerability and release a patched version of the software. 
Ubuntu maintainers integrate the patch into the repository. 

 

 



 

3 — Package Release 
The updated package is released through the security repository. 
Administrators can retrieve the patch using: 
 

sudo apt update 

4 — Patch Deployment 
The system installs updates manually or automatically. 
Manual update example: 
 

sudo apt upgrade 

Automatic update example: 

unattended-upgrades 

5 — Verification 
Administrators verify that updates were applied successfully. 
Check installed package version: 
 

dpkg -l openssl 

Example output: 

ii  openssl  3.0.2-0ubuntu1.7  amd64 

This confirms that the patched version is installed. 

Log Analysis for Updates 
Administrators should monitor update activity through logs. 
Check system logs: 
 

journalctl -xe 

Example output: 

apt: Installed security update for openssl 

Check unattended upgrade logs: 

cat /var/log/unattended-upgrades/unattended-upgrades.log 

Example output: 

Packages that will be upgraded: openssl 

Logs provide evidence that the system remains patched and secure. 

 



 

Illustration: Automatic Update Pipeline 

Automatic updates follow a continuous cycle. 

Vulnerability discovered 
        ↓ 
Patch released 
        ↓ 
Ubuntu repository updated 
        ↓ 
Server downloads update 
        ↓ 
Patch installed automatically 

 

This cycle ensures systems remain protected against newly discovered threats. 

Best Practices for Automatic Updates 

Administrators should follow these guidelines when managing updates. 

Security Best Practices 
enable automatic security updates​
monitor update logs regularly​
apply kernel patches using Livepatch when possible 
 

Operational Best Practices 
schedule update maintenance windows​
test updates in staging environments​
document patch management procedures 
 

Monitoring Best Practices 
track CVE announcements​
monitor system logs​
verify update status regularly 

 

 



 

Key Takeaways 

Maintaining updated software is one of the most effective ways to protect Linux 
systems. 

Important lessons include: 

●​ Ubuntu provides a dedicated security update infrastructure 
●​ unattended-upgrades automates patch installation 
●​ Canonical Livepatch allows kernel updates without rebooting 
●​ regular log monitoring ensures updates are applied correctly 

Essential commands introduced in this chapter include: 

sudo apt update 
apt list --upgradable 
sudo apt install unattended-upgrades 
sudo dpkg-reconfigure unattended-upgrades 
canonical-livepatch status 

By implementing automatic updates, administrators significantly reduce the risk of 
systems being compromised by known vulnerabilities. 

 

 
 
 
 

 

 



 

PART III - User & Access Security 

Chapter 8 — Linux Identity and Access Control 

Introduction 

One of the most fundamental aspects of Linux security is Identity and Access Control 
(IAC). Every action performed on a Linux system must be associated with an identity. 

An identity typically corresponds to: 

●​ a user account 
●​ a system service account 
●​ an automated process 

Linux uses a strict permission model that determines who can access files, run programs, 
or modify system settings. 

Without proper identity and access control, systems become vulnerable to: 

●​ unauthorized access 
●​ privilege abuse 
●​ accidental configuration damage 
●​ security breaches 

Therefore, administrators must understand how Linux manages: 

●​ user accounts 
●​ groups 
●​ privileges 
●​ administrative access 

These components form the foundation of Linux access control. 

User Accounts 

A user account represents an identity on a Linux system. 

Every user has: 

●​ a unique username 
●​ a user ID (UID) 
●​ a primary group 
●​ a home directory 
●​ a login shell 

 

 



 

User information is stored in the file: 

/etc/passwd 

Example: Viewing User Accounts 

Administrators can inspect user accounts using: 

cat /etc/passwd 

Example output: 

root:x:0:0:root:/root:/bin/bash 
ubuntu:x:1000:1000:Ubuntu User:/home/ubuntu:/bin/bash 
daemon:x:1:1:daemon:/usr/sbin:/usr/sbin/nologin 

Each line represents a user account. 

Fields include: 

Field Description 

username login name 

UID user identifier 

GID primary group ID 

home directory user workspace 

shell login shell 

 

Types of Linux Users 

Linux systems usually contain several types of users. 

Administrative users 

●​ root 
●​ system administrators 

Regular users 

●​ developers 
●​ operators 
●​ students 

 

 



 

System users 

●​ service accounts 
●​ background processes 

Example system accounts: 

www-data 
mysql 
daemon 

These accounts run system services. 

Creating User Accounts 

Administrators create new users using the command: 

sudo useradd username 

Example: 

sudo useradd student 

This command creates a basic account but does not configure everything. 

To create a user with a home directory: 

sudo useradd -m student 

Setting a Password 

After creating the account, assign a password. 

sudo passwd student 

Example output: 

Enter new UNIX password: 
Retype new UNIX password: 
passwd: password updated successfully 

The user can now log in. 

 

 



 

Verifying User Creation 

Check whether the user exists: 

id student 

Example output: 

uid=1001(student) gid=1001(student) groups=1001(student) 

This confirms the user account was successfully created. 

Groups 

Linux uses groups to simplify permission management. 

A group is a collection of users who share common access rights. 

Instead of assigning permissions to each user individually, administrators can assign 
permissions to a group. 

Example groups: 

●​ developers 
●​ administrators 
●​ database operators 

Creating a Group 

To create a group: 

sudo groupadd developers 

Verify the group: 

cat /etc/group 

Example output: 

developers:x:1002: 

Adding Users to a Group 

Administrators can add users to groups using: 

sudo usermod -aG developers student 

 

 



 

Explanation: 

Option Meaning 

-a append to group 

-G specify supplementary group 

Verify group membership: 

groups student 

Example output: 

student : student developers 

This confirms that the user belongs to both groups. 

Linux Privilege Model 
Linux security is based on a privilege hierarchy. 
Each user has specific capabilities depending on their privileges. 
The three main privilege levels are: 

Level Description 

Root Full administrative control 

Privileged user Elevated permissions via sudo 

Standard user Limited access 

This hierarchy prevents unauthorized system modifications. 

Illustration: Privilege Hierarchy 

Think of the system like a secure building. 

Guest → Employee → Administrator 

Each role has different access rights. 

Similarly: 

Regular user → sudo user → root 

Permissions increase as privilege levels rise. 

 

 



 

Root vs sudo 

Linux includes a special account called root. 

The root account has unrestricted system access. 

Root can: 

●​ modify system files 
●​ install software 
●​ create users 
●​ delete critical data 

Because root has unlimited power, misuse can damage the system. 

Direct Root Login Risks 
Allowing direct root login increases security risk. 
If attackers guess the root password, they gain full control. 
Therefore modern Linux systems recommend: 

Use sudo instead of logging in as root. 

Using sudo 
The sudo command allows users to run commands with administrative privileges. 
Example: 

sudo apt update 

Example output: 

Hit:1 http://archive.ubuntu.com/ubuntu noble InRelease 
Reading package lists... Done 

Sudo temporarily elevates privileges. 

Checking sudo Privileges 

Administrators can verify sudo permissions using: 

sudo -l 

Example output: 

User student may run the following commands: 
(ALL : ALL) ALL 

This means the user can run administrative commands using sudo. 

Modifying User Accounts 
Administrators often need to modify existing accounts. 

 



 

The usermod command allows administrators to change account attributes. 
Example: 
 

sudo usermod -s /bin/bash student 

This command changes the user’s login shell. 

Locking a User Account 

Administrators can disable an account temporarily. 

sudo usermod -L student 

Unlock the account: 

sudo usermod -U student 

This is useful during security investigations. 

Monitoring User Activity 
Administrators should monitor login activity to detect suspicious behavior. 
Check active users: 
 

who 

Example output: 

student pts/0 192.168.1.5 09:20 

Check login history: 

last 

Example output: 

student pts/0 192.168.1.5 Fri Mar 7 09:20 

Log Analysis 
Linux records authentication events in system logs. 
View authentication logs: 
 

journalctl -xe 

Example output: 

sshd[1024]: Accepted password for student from 192.168.1.5 

If suspicious logins appear, administrators should investigate. 

 



 

Best Practices for Identity Management 

Administrators should follow several best practices when managing identities. 

User Management 
create individual accounts for each user​
avoid shared accounts​
remove unused accounts 

Group Management 
assign permissions using groups​
review group membership regularly 

Privilege Management 
minimize sudo privileges​
avoid direct root login 

Monitoring 
review login history​
monitor authentication logs 

Illustration: Access Control Workflow 

A secure identity management process typically follows this workflow. 

Create User Account 
       ↓ 
Assign Group Membership 
       ↓ 
Grant Minimal Privileges 
       ↓ 
Monitor Activity 
       ↓ 
Adjust Permissions if Needed 

This ensures users receive only the access required for their roles. 

 

 



 

Key Takeaways 

Linux identity and access control provide powerful mechanisms for protecting 
systems. 

Important lessons include: 

●​ user accounts represent system identities 
●​ groups simplify permission management 
●​ Linux enforces a strict privilege hierarchy 
●​ root access should be restricted 
●​ sudo provides controlled administrative privileges 

Important commands introduced in this chapter include: 

useradd 
usermod 
groupadd 

Administrators should combine these tools with monitoring and auditing practices to 
maintain a secure access control environment. 

 
 
 
 
 

 

 



 

Chapter 9 — SSH Security Hardening 

Introduction 

One of the most important services running on Linux servers is SSH (Secure Shell). SSH 
allows administrators to remotely manage systems, execute commands, transfer files, and 
perform system maintenance. 

However, because SSH provides remote administrative access, it is also one of the most 
frequently targeted attack surfaces. 

Attackers commonly attempt: 

●​ password brute-force attacks 
●​ credential harvesting 
●​ unauthorized remote access 
●​ privilege escalation after login 

Therefore, securing SSH is a critical step in protecting Linux servers. 

A properly hardened SSH configuration should include: 

●​ disabling root login 
●​ using SSH key authentication 
●​ changing default ports (optional hardening) 
●​ blocking repeated login attempts using Fail2Ban 

These measures significantly reduce the likelihood of unauthorized access. 

Understanding SSH Authentication 
SSH supports multiple authentication methods. 
Common authentication mechanisms include: 
 

Method Description 

Password authentication user enters password 

Public key authentication cryptographic key verification 

Host-based authentication trusted host verification 

Among these options, public key authentication is the most secure and recommended 
method. 

 

 



 

Disabling Root Login 

The root account has unrestricted administrative access. 

Allowing direct root login through SSH creates a major security risk because attackers 
frequently attempt to guess the root password. 

For this reason, administrators should disable direct root login. 

Instead, administrators should: 

●​ log in as a normal user 
●​ escalate privileges using sudo 

Editing SSH Configuration 

The SSH daemon configuration file is located at: 

/etc/ssh/sshd_config 

Edit the file using a text editor: 

sudo nano /etc/ssh/sshd_config 

Locate the following line: 

PermitRootLogin yes 

Change it to: 

PermitRootLogin no 

This prevents direct root login through SSH. 

Restarting the SSH Service 

After modifying the configuration, restart the SSH service. 

sudo systemctl restart ssh 

Verify that the service is running: 

sudo systemctl status ssh 

Example output: 

ssh.service - OpenBSD Secure Shell server 
Active: active (running) 

 

 



 

SSH Key Authentication 

Password authentication can be vulnerable to brute-force attacks. A stronger alternative is 
SSH key authentication. 

SSH keys use public-key cryptography to authenticate users without requiring passwords. 

SSH key authentication consists of two components: 

●​ a private key stored securely on the client machine 
●​ a public key stored on the server 

Only the user possessing the private key can authenticate successfully. 

Generating SSH Keys 

Create an SSH key pair using: 

ssh-keygen 

Example output: 

Generating public/private rsa key pair. 
Enter file in which to save the key (/home/student/.ssh/id_rsa): 

Press Enter to accept the default path. 

Example generated files: 

~/.ssh/id_rsa 
~/.ssh/id_rsa.pub 

●​ id_rsa → private key 
●​ id_rsa.pub → public key 

Copying the Public Key to the Server 

Transfer the public key to the server using: 

ssh-copy-id user@server-ip 

Example: 

ssh-copy-id student@192.168.1.10 

Example output: 

Number of key(s) added: 1 
Now try logging into the machine. 

The public key is stored in: 

 



 

~/.ssh/authorized_keys 

Disabling Password Authentication 
Once SSH keys are configured, password authentication should be disabled. 
Edit the SSH configuration file: 
 

sudo nano /etc/ssh/sshd_config 

Modify the following settings: 

PasswordAuthentication no 
PermitRootLogin no 

Restart the SSH service: 

sudo systemctl restart ssh 

This ensures only key-based authentication is allowed. 

Port Hardening 

By default, SSH listens on port 22. 

Attackers often scan networks specifically for open SSH ports. 

Changing the default port does not eliminate attacks but can reduce automated scanning 
attempts. 

Changing the SSH Port 

Edit the SSH configuration file: 

sudo nano /etc/ssh/sshd_config 

Locate: 

#Port 22 

Change it to: 

Port 2222 

Restart the SSH service: 

sudo systemctl restart ssh 

 

 



 

Connecting to a Custom Port 

If SSH uses a non-standard port, connect using: 

ssh -p 2222 user@server 

Example: 

ssh -p 2222 student@192.168.1.10 

Monitoring SSH Activity 
Administrators should monitor SSH logs to detect suspicious activity. 
Use the command: 
 

journalctl -xe 

Example output: 

sshd[1043]: Failed password for invalid user admin from 203.0.113.45 
port 52341 

Indicators of attacks include: 

●​ repeated login attempts 
●​ unknown usernames 
●​ connections from unusual IP addresses 

Fail2Ban 

To protect against repeated login attempts, administrators can use Fail2Ban. 

Fail2Ban monitors logs and automatically blocks IP addresses that generate suspicious 
authentication failures. 

Installing Fail2Ban 

Install Fail2Ban using: 

sudo apt install fail2ban 

Example output: 

The following NEW packages will be installed: 
fail2ban 

 

 



 

Checking Fail2Ban Status 

Verify the service is running: 

sudo systemctl status fail2ban 

Example output: 

fail2ban.service - Fail2Ban Service 
Active: active (running) 

Viewing Active Jails 
Fail2Ban uses jails to monitor specific services. 
List active jails: 

sudo fail2ban-client status 

Example output: 

Status 
|- Number of jail: 1 
`- Jail list: sshd 

Check banned IP addresses: 

sudo fail2ban-client status sshd 

Example output: 

Currently banned: 2 
IP list: 203.0.113.45 198.51.100.32 

These IP addresses are automatically blocked. 

Illustration: SSH Defense Layers 

A hardened SSH configuration typically includes multiple defense layers. 

Internet 
   ↓ 
Firewall 
   ↓ 
SSH Key Authentication 
   ↓ 
Fail2Ban Protection 
   ↓ 
User Authentication 

Each layer strengthens system protection. 

 



 

Practical Security Checklist 

Administrators should verify the following SSH hardening settings. 

Authentication 
disable root login​
disable password authentication​
enable SSH key authentication 

 
Network Security 

restrict SSH access using firewall rules​
optionally change the SSH port 

 
Monitoring 

review SSH logs regularly​
monitor login attempts​
enable Fail2Ban 

Key Takeaways 

SSH security is essential for protecting Linux servers because it provides remote 
administrative access. 

Important lessons include: 

●​ Root login should always be disabled 
●​ SSH keys are safer than passwords 
●​ Changing the default SSH port reduces automated scans 
●​ Fail2Ban protects systems from brute-force attacks 

Important configuration settings include: 

PermitRootLogin no 
PasswordAuthentication no 

Key commands used in this chapter include: 

nano /etc/ssh/sshd_config 
ssh-keygen 
ssh-copy-id 
systemctl restart ssh 
fail2ban-client status 

By applying these hardening techniques, administrators significantly improve the 
security of Ubuntu servers. 

 

 



 

Chapter 10 — sudo and Privilege Delegation 

Introduction 

In Linux system administration, some tasks require administrative privileges. These 
privileges allow users to perform operations such as: 

●​ installing software 
●​ modifying system services 
●​ managing users 
●​ updating system configurations 

However, granting full administrative access to every user would create serious security 
risks. Linux solves this challenge through a mechanism called sudo (superuser do). 

The sudo system allows controlled privilege delegation, meaning administrators can 
grant users permission to run specific commands with elevated privileges without giving 
them full root access. This approach follows an important security concept: 

The Principle of Least Privilege 

Users receive only the permissions necessary to perform their tasks. 

Properly configured sudo policies help prevent: 

●​ accidental system damage 
●​ privilege abuse 
●​ unauthorized administrative actions 
●​ lateral movement by attackers 

Understanding sudo 

The sudo command allows a user to temporarily execute commands as another user, 
typically root. 

Example: 

sudo apt update 

Example output: 

Hit:1 http://archive.ubuntu.com/ubuntu noble InRelease 
Reading package lists... Done 

 
In this example, a regular user executes an administrative command with elevated 
privileges. 

 

 



 

How sudo Works 

The sudo system uses a configuration file called sudoers. 

Location: 

/etc/sudoers 

The sudoers file defines: 

●​ which users can run commands 
●​ which commands they can run 
●​ on which systems they can run them 
●​ whether a password is required 

Because this file controls administrative access, it must be edited carefully. 

Editing sudo Configuration 

The correct tool for modifying sudo policies is: 

visudo 

Run the command: 

sudo visudo 

The visudo command ensures: 

●​ syntax validation 
●​ safe editing 
●​ protection against configuration errors 

If the configuration contains syntax errors, visudo prevents saving the file. 

sudoers File Structure 

The sudoers file typically contains several types of entries. 

Example configuration: 

root    ALL=(ALL:ALL) ALL 
%sudo   ALL=(ALL:ALL) ALL 

 

 

 



 

Explanation: 

Field Meaning 

User or group account allowed to use sudo 

Host system where rule applies 

Run-as user identity used when executing command 

Command permitted commands 

Example sudo Rule 

A simple example rule: 

user1 ALL=(ALL) /usr/bin/systemctl 

This rule means: 

●​ user1 may run the command 
●​ /usr/bin/systemctl 
●​ with elevated privileges 

This allows the user to manage services without granting full root access. 

Principle of Least Privilege 

One of the most important security practices when configuring sudo is the Principle 
of Least Privilege. 

The idea is simple: 

Users should only receive the permissions required for their job. 

For example: 

Role Required Privileges 

System operator restart services 

Developer deploy application 

Database admin manage database service 

Instead of granting full root access, administrators should define restricted 
command permissions. 

 

 



 

Example: Service Management Role 
Suppose a system operator needs to restart web services. 
Instead of granting full administrative privileges, create a restricted rule: 
 

operator ALL=(root) /usr/bin/systemctl restart nginx 

This allows the user to run only: 

sudo systemctl restart nginx 

The user cannot run other root commands. 

Command Restriction 

Restricting commands is one of the most powerful features of sudo. 

Administrators can limit users to: 

●​ specific programs 
●​ specific command arguments 
●​ specific services 

Example Restricted Commands 

Allow a user to restart services: 

user1 ALL=(root) /usr/bin/systemctl restart * 

Allow viewing logs: 

user1 ALL=(root) /usr/bin/journalctl 

Restricting commands helps enforce controlled administrative access. 

Using sudo Groups 

Ubuntu commonly uses a group called: 

sudo 

Members of this group automatically receive administrative privileges. 

Check group membership: 

groups username 

Example: 

groups student 

 



 

Example output: 

student : student sudo 

This indicates the user can run sudo commands. 

Adding Users to sudo Group 

Administrators can add users to the sudo group using: 

sudo usermod -aG sudo username 

Example: 

sudo usermod -aG sudo student 

Verify the change: 

groups student 

Auditing sudo Usage 

All sudo activity is recorded in system logs. 

Administrators can review logs to detect suspicious behavior. 

View sudo logs using: 

journalctl -xe 

Example output: 

sudo: student : TTY=pts/0 ; PWD=/home/student ; 
COMMAND=/usr/bin/apt update 

This log shows: 

●​ which user executed the command 
●​ which command was executed 
●​ when it occurred 

 

 



 

Viewing Authentication Logs 

Another useful command: 

sudo cat /var/log/auth.log 

Example output: 

Mar 8 10:15:01 server sudo: student : 
command=/usr/bin/systemctl restart nginx 

These logs help administrators detect: 

●​ unauthorized privilege escalation 
●​ suspicious administrative commands 
●​ abnormal system behavior 

Illustration: Privilege Delegation Model 

A secure sudo configuration follows a layered model. 

Regular User 
      ↓ 
sudo policy 
      ↓ 
Authorized Command 
      ↓ 
Root privileges 

The sudo system acts as a controlled gateway to administrative power. 

Best Practices for sudo Configuration 

Administrators should follow these guidelines when configuring sudo policies. 

Configuration Best Practices 
always use visudo to edit the sudoers file​
avoid granting unrestricted root access​
restrict commands whenever possible 
 

Security Best Practices 
follow the least privilege principle​
review sudo rules regularly​
avoid shared administrative accounts 
 

 

 



 

Monitoring Best Practices 
monitor sudo logs regularly​
investigate unusual command activity​
integrate logging with centralized monitoring systems 

Example Practical Scenario 
Consider a small operations team responsible for managing a web server. 
Instead of giving them full administrative privileges, create restricted rules. 
Example: 
 

webops ALL=(root) /usr/bin/systemctl restart nginx 
webops ALL=(root) /usr/bin/systemctl status nginx 

This allows operators to manage the web service without giving access to other 
administrative commands. 

Key Takeaways 

The sudo system is one of the most important tools for managing administrative 
privileges in Linux. 

Important lessons include: 

●​ sudo allows controlled delegation of administrative privileges 
●​ least privilege reduces security risks 
●​ command restrictions limit potential damage 
●​ sudo activity is logged for auditing purposes 

Important commands introduced in this chapter include: 

visudo 
sudo usermod -aG sudo username 
journalctl -xe 

By implementing secure sudo policies, administrators can maintain strong security 
while enabling operational flexibility. 

 

 
 
 
 
 

 

 



 

Chapter 11 — Multi-Factor Authentication 

Introduction 

Traditional login systems rely on a single authentication factor, typically a password. 
However, passwords alone are often insufficient to protect modern infrastructure. 

Attackers frequently obtain credentials through: 

●​ brute-force attacks 
●​ phishing campaigns 
●​ credential leaks 
●​ malware or keyloggers 

Because of these risks, many organizations implement Multi-Factor Authentication (MFA). 
Multi-Factor Authentication requires users to present two or more independent 
authentication factors before gaining access. 

These factors generally fall into three categories: 

Authentication Factor Example 

Something you know password 

Something you have hardware token 

Something you are biometrics 

Using multiple factors significantly improves security. 

Even if a password is stolen, the attacker still cannot access the system 
without the second factor. 

Linux systems support MFA through PAM modules, authentication applications, and 
hardware tokens. 

SSH MFA 
One of the most common use cases for MFA on Linux servers is SSH authentication. 
SSH provides remote administrative access, making it a valuable target for attackers. 
By enabling MFA for SSH, administrators ensure that login requires: 

●​ a valid password or SSH key 
●​ a one-time authentication code 

This combination dramatically reduces the risk of unauthorized access. 

 

 



 

SSH Authentication Workflow with MFA 

A typical SSH MFA login works like this: 

User attempts SSH login 
       ↓ 
Password or SSH key verified 
       ↓ 
One-Time Code requested 
       ↓ 
User enters verification code 
       ↓ 
Access granted 

If the attacker does not possess the second factor, login fails. 

PAM Modules 

Linux authentication is controlled by a framework called PAM (Pluggable Authentication 
Modules). PAM allows administrators to integrate multiple authentication mechanisms 
without modifying applications. PAM is used by many services including: 

●​ SSH 
●​ login sessions 
●​ sudo 
●​ graphical login systems 

The PAM configuration directory is located at: 

/etc/pam.d/ 
 
Each file corresponds to a specific service. 
Example: 
 

/etc/pam.d/sshd 

This file defines authentication rules for SSH. 

Viewing PAM Configuration 

Administrators can inspect PAM configuration using: 

cat /etc/pam.d/sshd 

Example output: 

auth required pam_unix.so 
account required pam_nologin.so 
session required pam_limits.so 

 



 

These lines specify which authentication modules are used. 

Google Authenticator MFA 
A popular method for implementing MFA on Linux servers is Google Authenticator. 
Google Authenticator generates Time-Based One-Time Passwords (TOTP). 

These codes: 

●​ change every 30 seconds 
●​ are generated on a mobile device 
●​ cannot be reused 

This mechanism significantly improves authentication security. 

Installing Google Authenticator PAM Module 

Install the required package: 

sudo apt install libpam-google-authenticator 

Example output: 

The following NEW packages will be installed: 
libpam-google-authenticator 

This package adds a PAM module for one-time password verification. 

Configuring Google Authenticator 
Each user must initialize their MFA configuration. 
Run: 
 

google-authenticator 

Example output: 

Do you want authentication tokens to be time-based (y/n) 

Select: 

y 
 

The system then displays a QR code. 
Example: 
 

Scan this QR code with Google Authenticator 

Users scan the QR code using the Google Authenticator mobile app. 

 



 

Generated Secret Key 

The configuration process generates a secret key stored in: 

~/.google_authenticator 

Example file contents: 

JBSWY3DPEHPK3PXP 

This key allows the mobile device to generate one-time codes. 

Enabling MFA for SSH 
Next, administrators must enable MFA in the SSH configuration. 
Edit the SSH configuration file: 
 

sudo nano /etc/ssh/sshd_config 

Add or modify the following lines: 

ChallengeResponseAuthentication yes 
UsePAM yes 

Save the file and restart SSH: 

sudo systemctl restart ssh 

Updating PAM Configuration 

Edit the SSH PAM configuration file: 

sudo nano /etc/pam.d/sshd 

Add the following line: 

auth required pam_google_authenticator.so 

Example configuration: 

auth required pam_google_authenticator.so 
auth required pam_unix.so 

Now SSH requires both password and one-time code. 

 

 



 

Example MFA Login Session 
When a user logs in via SSH, the authentication process changes. 
Example login: 
 

ssh student@192.168.1.10 

Example output: 

Password: 
Verification code: 

The user must enter: 

1.​ password 
2.​ one-time code from the authenticator app 

Only after both steps will access be granted. 

Hardware Tokens 

In addition to mobile authenticators, Linux also supports hardware authentication tokens. 

Hardware tokens provide strong security because the authentication key is stored in a 
physical device. 

Common hardware token types include: 

●​ YubiKey 
●​ FIDO2 tokens 
●​ U2F security keys 

These devices connect via: 

●​ USB 
●​ NFC 
●​ Bluetoot 

Advantages of Hardware Tokens 

Hardware authentication devices offer several benefits. 

●​ strong cryptographic authentication 
●​ protection against phishing attacks 
●​ no reliance on mobile devices 
●​ secure storage of private keys 

These tokens are commonly used in enterprise security environments. 

 



 

Monitoring MFA Authentication Logs 
Administrators should monitor logs to ensure MFA systems operate correctly. 
Check authentication logs: 
 

journalctl -xe 

Example output: 

sshd[1201]: Accepted password for student 
sshd[1201]: Accepted keyboard-interactive/pam for 
student 

These entries confirm MFA authentication steps. 

Viewing Authentication Log File 

Administrators can inspect authentication events using: 

sudo cat /var/log/auth.log 

Example output: 

sshd[1302]: pam_google_authenticator: verification code 
accepted 

These logs provide valuable insight during security audits. 

Illustration: Multi-Factor Authentication Model 

MFA introduces an additional verification layer. 

Password Authentication 
        ↓ 
One-Time Code Verification 
        ↓ 
System Access 

 
Without the second factor, login fails. 
This prevents many credential-based attacks. 

 

 



 

Best Practices for MFA Deployment 

Administrators should follow several best practices when deploying MFA. 

Security Best Practices 
require MFA for administrative accounts​
combine MFA with SSH key authentication​
protect authentication secret keys 
 

Operational Best Practices 
provide backup authentication codes​
test MFA configuration before deployment​
document recovery procedures 
 

Monitoring Best Practices 
review authentication logs regularly​
detect repeated failed MFA attempts​
integrate logs with security monitoring systems 

Key Takeaways 

Multi-Factor Authentication is one of the most effective defenses against credential 
compromise. 

Important lessons include: 

●​ password-only authentication is no longer sufficient 
●​ MFA requires multiple independent authentication factors 
●​ Google Authenticator provides simple TOTP-based verification 
●​ hardware tokens offer strong enterprise-level security 

Important commands introduced in this chapter include: 

sudo apt install libpam-google-authenticator 
google-authenticator 
sudo nano /etc/ssh/sshd_config 
journalctl -xe 

By implementing MFA, administrators significantly strengthen the authentication 
security of Ubuntu servers. 

 

 
 

 



 

PART IV - Filesystem Security 

Chapter 12 — File Permissions and Ownership 

Introduction 

Linux security heavily relies on its file permission model. Every file and directory in a Linux 
system has associated permissions that determine who can read, write, or execute it. 

These permissions protect critical system resources such as: 

●​ configuration files 
●​ application binaries 
●​ user data 
●​ system logs 

If permissions are misconfigured, attackers may gain unauthorized access to sensitive 
information or modify important system files. 

For example: 

●​ a world-writable configuration file may allow malicious modification 
●​ exposed credentials in readable files may leak secrets 
●​ improper ownership may allow privilege escalation 

Because of these risks, administrators must understand how Linux manages: 

●​ file permissions 
●​ ownership 
●​ default permission settings 

Understanding these mechanisms helps maintain secure and well-controlled systems. 

The Linux rwx Permission Model 
Linux permissions follow the rwx model. 
Each file or directory can have three types of permissions: 
 

Permission Meaning 

r read 

w write 

x execute 

 

 



 

Permissions apply to three categories of users: 

Category Description 

Owner the user who owns the file 

Group users belonging to the file’s group 

Others all other users 

 

Viewing File Permissions 

Administrators can inspect file permissions using: 

ls -l 

Example output: 

-rw-r--r-- 1 student student 1024 Mar 8 10:20 notes.txt 

Breakdown of the output: 

-rw-r--r– 
​
rw-​ owner permissions​
r–​ group permissions​
r–​ others permissions 

This means: 

●​ owner can read and write 
●​ group can read 
●​ others can read 

Changing File Permissions 
Administrators modify permissions using the chmod command. 
Syntax: 
 

chmod permissions filename 

Example: 

chmod 644 notes.txt 

This sets the permissions: 

rw-r--r-- 

 



 

Meaning: 

User Type Permissions 

Owner read + write 

Group read 

Others read 

Symbolic Permission Method 
Permissions can also be modified using symbolic notation. 
Example: 
 

chmod u+x script.sh 

Explanation: 

Symbol Meaning 

u user 

g group 

o others 

 
This command adds execute permission for the owner. 
Example result: 
 

-rwxr--r– 

File Ownership 

Each file has two ownership attributes: 

●​ user owner 
●​ group owner 

These attributes determine who controls the file. 
Example: 
 

ls -l 

Output: 

-rw-r--r-- 1 student developers 2048 Mar 8 report.txt 

 

 



 

Here: 

Attribute Value 

Owner student 

Group developers 

The owner has the most control over the file. 

Changing File Ownership 
Administrators change file ownership using chown. 
Syntax: 
 

sudo chown user filename 

Example: 

sudo chown student report.txt 

This transfers ownership of the file to the user. 

Changing Group Ownership 

Administrators can also modify the group owner. 

Example: 

sudo chown student:developers report.txt 

This sets: 

●​ owner → student 
●​ group → developers 

Using chown for Multiple Files 
Ownership changes can apply to directories. 
Example: 
 

sudo chown -R student:developers /var/www 

Explanation: 

-R​ recursive 

This command changes ownership for all files within the directory. 

 



 

Default Permissions and umask 
When new files are created, Linux assigns default permissions. 
These defaults are controlled by a parameter called umask. 
The umask value defines which permissions should be removed from default settings. 

Checking Current umask 

Administrators can view the current umask value: 

umask 

Example output: 

0022 

Understanding umask 

Default permissions: 

File Type Default Permissions 

Files 666 

Directories 777 

The umask subtracts permissions. 
Example: 
 

666 - 022 = 644 

Result: 

rw-r--r-- 

Changing umask 
Administrators can modify the umask value. 
Example: 
 

umask 027 

Resulting permissions: 

rw-r----- 

This configuration improves security by restricting access. 

 

 

 



 

Security Risks of Improper Permissions 
Incorrect permissions may expose sensitive information. 
Common permission vulnerabilities include: 
 

●​ world-writable files 
●​ exposed configuration files 
●​ insecure script permissions 
●​ improper directory access 

Example: World-Writable File 

Example output: 

ls -l config.txt 

Output: 

-rw-rw-rw- 1 student student 300 Mar 8 config.txt 

This means: 

●​ anyone can modify the file 

This is a serious security risk. 

Fixing Insecure Permissions 

Correct the permissions using: 

chmod 640 config.txt 

New permissions: 

-rw-r----- 

Only the owner and group can access the file. 

Auditing File Permissions 
Administrators should periodically audit file permissions. 
Find world-writable files: 
 

find / -type f -perm -002 

Example output: 

/tmp/testfile 

Investigate such files to prevent security issues. 

 



 

Checking Sensitive Files 
Administrators should review permissions of critical system files. 
Example: 
 

ls -l /etc/shadow 

Example output: 

-rw-r----- 1 root shadow 1500 Mar 8 /etc/shadow 
 
Only privileged users can access this file. 
This protects password hashes. 

Monitoring Permission Changes 
Linux logs file access events that administrators can analyze. 
View recent system logs: 
 

journalctl -xe 

Example output: 

audit: file permission change detected 

Administrators should investigate unusual permission changes. 

Illustration: Linux Permission Model 

The Linux permission system can be visualized as layers. 

File 
 ↓ 
Owner Permissions 
 ↓ 
Group Permissions 
 ↓ 
Other Users 

 
Each layer defines what actions are allowed. 
This layered structure protects system resources. 

 

 



 

Best Practices for Permission Management 

Administrators should follow these guidelines. 

Permission Best Practices 
avoid world-writable files​
use restrictive permissions whenever possible​
protect sensitive configuration files 
 

Ownership Best Practices 
assign correct file ownership​
use group-based access control 
 

Audit Best Practices 
periodically review file permissions​
monitor system logs 
investigate suspicious permission changes 

Example Practical Scenario 
Consider a web server storing application files. 
Correct permissions might be: 
 

-rw-r----- 1 www-data developers config.php 

This ensures: 

●​ only the web server user can access the file 
●​ other users cannot read sensitive data 

 

 



 

Key Takeaways 
Linux file permissions are a critical component of system security. 
Important lessons include: 
 

●​ Linux uses the rwx permission model 
●​ each file has an owner and group 
●​ chmod modifies permissions 
●​ chown changes file ownership 
●​ umask controls default permission settings 

Important commands introduced in this chapter include: 

chmod 
chown 
umask 
ls -l 

By properly managing permissions and ownership, administrators can significantly 
improve the security and integrity of Linux systems. 

 

 
 
 
 
 
 
 
 

 

 

 



 

Chapter 13 — Advanced Permissions 

Introduction 

In previous chapters, we explored the standard Linux permission model using rwx 
permissions for: 

●​ owner 
●​ group 
●​ others 

While this model is effective for many use cases, modern Linux systems often require more 
flexible and advanced access control mechanisms. 

For example: 

●​ multiple teams may need different permissions on the same directory 
●​ shared development environments require controlled write access 
●​ certain applications must run with elevated privileges 

To address these scenarios, Linux provides advanced permission mechanisms, including: 

●​ Access Control Lists (ACL) 
●​ setuid 
●​ setgid 
●​ sticky bit 

These mechanisms extend the traditional permission model, allowing administrators to build 
more granular and secure access control policies. 

Understanding these advanced permissions is essential for maintaining secure multi-user 
systems. 

Access Control Lists (ACL) 

The traditional Linux permission model allows only three permission categories: 

●​ owner 
●​ group 
●​ others 

However, sometimes administrators need to grant permissions to specific additional users 
or groups. 

This is where ACL (Access Control Lists) become useful. 

ACLs allow administrators to define fine-grained permissions for individual users and 
groups beyond the standard model. 

 



 

Illustration: Traditional vs ACL Permissions 

Traditional permissions: 

Owner → Group → Others 

ACL permissions: 

Owner → Group → Specific Users → Specific Groups → 
Others 

ACL adds additional permission layers. 

Installing ACL Tools 

Most Ubuntu systems already support ACL, but administrators can install 
management tools if needed. 

sudo apt install acl 

Viewing ACL Permissions 

Administrators can inspect ACL settings using: 

getfacl filename 

Example: 

getfacl project.txt 

Example output: 

# file: project.txt 
# owner: student 
# group: developers 
user::rw- 
user:alice:r-- 
group::r-- 
mask::r-- 
other::--- 

 

 



 

Explanation: 

Entry Meaning 

user:: owner permissions 

user:alice permissions for user alice 

group:: group permissions 

mask:: maximum ACL permissions 

other:: permissions for other users 

This allows very precise permission control. 

Setting ACL Permissions 

Administrators modify ACL rules using: 

setfacl 

Example: give read permission to user alice. 

setfacl -m u:alice:r project.txt 

Verify the change: 

getfacl project.txt 

Example output: 

user:alice:r-- 

Removing ACL Entries 

To remove an ACL rule: 

setfacl -x u:alice project.txt 

This removes the custom permission entry. 

 

 



 

setuid (Set User ID) 

The setuid permission allows a program to run with the privileges of the file owner, 
rather than the user executing the program. 

This feature is commonly used by system utilities that require temporary elevated privileges. 

A well-known example is the passwd command, which allows users to change their 
passwords. 

Example command location: 

ls -l /usr/bin/passwd 

Example output: 

-rwsr-xr-x 1 root root 54256 Mar 8 /usr/bin/passwd 

Notice the s in the owner permission field: 

rws 

This indicates the setuid bit. 

How setuid Works 

Normal execution: 

User runs program → program runs as user 

With setuid: 

User runs program → program runs as file owner 

Because setuid programs run with elevated privileges, they must be carefully 
controlled. 

Setting setuid 

Administrators can enable setuid using: 

chmod u+s filename 

Example: 

sudo chmod u+s script.sh 

 

 



 

setgid (Set Group ID) 

The setgid permission works similarly to setuid but affects group privileges. 

When setgid is applied to a file: 

●​ the program runs with the file’s group privileges 

When applied to a directory: 

●​ newly created files inherit the directory’s group ownership 

Example: setgid on Directory 

Example directory: 

ls -ld shared_project 

Output: 

drwxrwsr-x 2 root developers 4096 Mar 8 shared_project 

Notice the s in the group field. 

This means: 

●​ files created inside the directory automatically belong to the developers 
group 

This is useful for team collaboration environments. 

Enabling setgid 

Apply setgid to a directory: 

chmod g+s shared_project 

Verify: 

ls -ld shared_project 

 

 



 

Sticky Bit 

The sticky bit is used primarily for shared directories. 

It ensures that users can only delete their own files, even if the directory is writable by 
everyone. 

The most common example is the /tmp directory. 

Example: 

ls -ld /tmp 

Output: 

drwxrwxrwt 10 root root 4096 Mar 8 /tmp 

Notice the t at the end of the permission string. 

t 

This indicates the sticky bit. 

Sticky Bit Behavior 

Without sticky bit: 

●​ any user could delete files belonging to other users 

With sticky bit: 

●​ users can only delete their own files 

This protects shared directories. 

Setting Sticky Bit 

Administrators can enable sticky bit using: 

chmod +t directory 

Example: 

sudo chmod +t shared_uploads 

Verify: 

ls -ld shared_uploads 

 

 



 

Auditing Special Permissions 

Administrators should periodically review files that contain special permission bits. 

Find files with setuid: 

find / -perm -4000 

Find files with setgid: 

find / -perm -2000 

Example output: 

/usr/bin/passwd 
/usr/bin/sudo 

These files run with elevated privileges and should be carefully monitored. 

Security Risks of Advanced Permissions 

Improper use of advanced permissions can introduce security vulnerabilities. 

Potential risks include: 

●​ misconfigured setuid binaries 
●​ excessive ACL permissions 
●​ world-writable shared directories 
●​ privilege escalation through vulnerable programs 

Administrators must carefully review advanced permissions. 

Monitoring Permission Changes 

Administrators should monitor system logs to detect unusual activity. 

Example: 

journalctl -xe 

Example output: 

audit: permission modification detected 

These logs can reveal suspicious permission changes. 

 

 



 

Illustration: Advanced Permission Layers 

Linux permission mechanisms form multiple layers of control. 

Standard Permissions (rwx) 
        ↓ 
ACL Permissions 
        ↓ 
Special Bits (setuid, setgid, sticky) 

Each layer provides additional flexibility and security. 

Best Practices for Advanced Permissions 

Administrators should follow these best practices. 

ACL Management 
use ACL for fine-grained access control​
regularly review ACL entries 
 

setuid/setgid Management 
limit setuid programs​
audit privileged binaries 
 

Shared Directory Security 
use sticky bit for shared directories​
avoid world-writable directories when possible 
 

System Monitoring 
periodically scan for special permissions​
monitor permission-related logs 

 

 



 

Key Takeaways 

Advanced permission mechanisms allow administrators to implement granular and flexible 
access control. 

Important lessons include: 

●​ ACL extends traditional permission models 
●​ setuid allows programs to run with owner privileges 
●​ setgid helps manage group-based collaboration 
●​ sticky bit protects shared directories 

Important commands introduced in this chapter include: 

getfacl 
setfacl 
chmod 
find / -perm 

By understanding advanced permissions, administrators can build secure multi-user Linux 
environments. 

 

 
 
 
 
 
 

 

 



 

Chapter 14 — Filesystem Integrity Monitoring 

Introduction 

One of the most critical responsibilities of a Linux system administrator is ensuring that 
system files remain unchanged and trustworthy. 

Attackers often attempt to modify system files after gaining access to a server. These 
modifications may include: 

●​ installing backdoors 
●​ altering system binaries 
●​ modifying configuration files 
●​ hiding malicious activity 

If administrators cannot detect these changes quickly, attackers may maintain persistent 
access to the system. 

This is why filesystem integrity monitoring is essential. 

Filesystem integrity monitoring allows administrators to: 

●​ verify that system files remain unchanged 
●​ detect unauthorized modifications 
●​ identify compromised software 
●​ respond quickly to security incidents 

In Linux systems such as Ubuntu, administrators can use several tools to perform integrity 
verification. 

Common tools include: 

●​ debsums 
●​ file integrity monitoring tools 
●​ log analysis systems 

Understanding Filesystem Integrity 

The filesystem contains all files used by the operating system. 

Examples include: 

●​ system binaries 
●​ configuration files 
●​ installed software packages 
●​ libraries and dependencies 

 



 

If any of these files are modified without authorization, the system may become 
compromised. 

For example: 

●​ /bin/bash replaced with a malicious binary 
●​ /etc/ssh/sshd_config modified to allow weak authentication 
●​ /usr/bin/sudo replaced with a backdoored program 

Because these files are critical, administrators must regularly verify their integrity. 

debsums 
Ubuntu systems install software using Debian packages (.deb). Each package contains a 
list of files along with checksums, which are cryptographic hashes used to verify file 
integrity. The tool debsums allows administrators to compare installed files with their 
expected checksums. If a file has been modified, debsums will detect the difference. 

Installing debsums 

If the tool is not already installed, administrators can install it using: 

sudo apt install debsums 

Example output: 

The following NEW packages will be installed: 
debsums 

Once installed, the tool can verify system packages. 

Checking File Integrity 

Administrators can verify all installed packages using: 

debsums 

This command checks the integrity of files installed through Debian packages. 

Example output: 

/usr/bin/bash OK 
/usr/bin/ssh OK 
/usr/bin/sudo OK 

This indicates that the files match their expected checksums. 

 

 



 

Detecting Modified Files 

To display only modified files, use: 

debsums -s 

The -s option means silent mode, which only displays problems. 

Example output: 

debsums: changed file /usr/bin/ssh 

This indicates that the file differs from the original package version. 

This could mean: 

●​ system update mismatch 
●​ administrator modification 
●​ malicious tampering 

Administrators should investigate immediately. 

Example Integrity Investigation 

Suppose debsums reports a modified file. 

Example output: 

debsums: changed file /usr/bin/ssh 

Administrators should verify the file using: 

ls -l /usr/bin/ssh 

Example output 

-rwxr-xr-x 1 root root 112000 Mar 8 /usr/bin/ssh 

Next, check file metadata: 

stat /usr/bin/ssh 

Example output: 

Modify: 2026-03-08 10:25 

If the modification timestamp does not match expected system updates, further 
investigation is required. 

 



 

File Integrity Monitoring Tools 

While debsums verifies package files, administrators often deploy dedicated integrity 
monitoring tools. 

These tools monitor the filesystem continuously and detect unauthorized modifications. 

Common Linux file integrity tools include: 

●​ AIDE (Advanced Intrusion Detection Environment) 
●​ Tripwire 
●​ OSSEC file monitoring 

These tools generate a baseline database of file hashes and periodically verify them. 

Example Integrity Monitoring Workflow 

A typical integrity monitoring workflow includes several steps. 

1 — Baseline Creation 

The system generates a list of trusted files and their checksums. 

File → Hash → Database 

2 — Periodic Verification 

The system recalculates file hashes and compares them to the baseline. 

3 — Alert Generation 

If a file changes unexpectedly, the system generates an alert. 

Monitoring Critical System Files 

Administrators should regularly inspect important system files. 

Examples include: 

File Purpose 

/etc/passwd user account database 

/etc/shadow password hashes 

/etc/ssh/sshd_config SSH configuration 

/usr/bin/sudo privilege escalation utility 

 

 



 

Example command: 

ls -l /etc/shadow 

Example output: 

-rw-r----- 1 root shadow 1500 Mar 8 /etc/shadow 

This confirms correct file ownership and permissions. 

Log Analysis for File Changes 
Filesystem changes are often reflected in system logs. 
Administrators can review logs using: 
 

journalctl -xe 

Example output: 

audit: file modification detected 

Another useful command: 

sudo cat /var/log/auth.log 

Example output: 

sudo: student : COMMAND=/usr/bin/vi /etc/ssh/sshd_config 

Logs provide insight into who modified files and when. 

Example Security Scenario 
Imagine a production server that suddenly behaves unexpectedly. 
Administrators run: 
 

debsums -s 

Output: 

debsums: changed file /usr/bin/sudo 

This is a critical alert because the sudo binary controls administrative privileges. 

Administrators should immediately: 

●​ investigate the file 
●​ reinstall the package 
●​ review system logs 
●​ check for unauthorized access 

 



 

Reinstall the package: 

sudo apt install --reinstall sudo 

This restores the original binary. 

Illustration: File Integrity Monitoring Model 

Integrity monitoring provides a layered defense mechanism. 

Filesystem 
      ↓ 
Hash Calculation 
      ↓ 
Integrity Database 
      ↓ 
Verification 
      ↓ 
Alert if Changes Detected 

This allows administrators to quickly detect tampering. 

Best Practices for Filesystem Integrity Monitoring 
Administrators should follow several best practices. 
 
Integrity Verification 

regularly verify package files​
monitor critical system binaries​
maintain integrity baselines 
 

Security Monitoring 
review system logs frequently​
investigate unexpected file modifications 
 

Incident Response 
reinstall compromised packages​
analyze access logs​
review user activity 

 

 



 

Key Takeaways 
Filesystem integrity monitoring is an essential component of Linux security. 
Important lessons include: 
 

●​ system files must remain unchanged and trusted 
●​ debsums verifies package integrity 
●​ integrity monitoring tools detect unauthorized modifications 
●​ logs help identify when and how files were modified 

Important commands introduced in this chapter include: 

debsums 
debsums -s 
journalctl -xe 

By implementing integrity monitoring practices, administrators can quickly detect 
unauthorized filesystem modifications and potential system compromises. 

 

 
 
 

 

 



 

PART V - Network Security 

Chapter 15 — Ubuntu Firewall with UFW 

Introduction 

A firewall is one of the most fundamental security mechanisms used to protect servers and 
networks. In Linux systems, a firewall controls network traffic entering and leaving the 
system. Without a firewall, any service running on a server may become exposed to the 
internet. Attackers often scan systems looking for: 

●​ open ports 
●​ vulnerable services 
●​ misconfigured applications 

By implementing firewall rules, administrators can restrict which network connections are 
allowed. Ubuntu provides a simple firewall management tool called UFW (Uncomplicated 
Firewall). UFW simplifies the configuration of Linux firewall rules while still using the 
powerful netfilter / iptables framework in the Linux kernel. 

The purpose of a firewall is to: 

●​ allow legitimate traffic 
●​ block unauthorized connections 
●​ reduce the system attack surface 

Understanding how to configure UFW is essential for maintaining secure Ubuntu servers. 

Firewall Fundamentals 

A firewall works by inspecting network packets and applying rules that determine whether 
traffic should be allowed or denied. 

Firewall rules typically control: 

●​ incoming connections (inbound traffic) 
●​ outgoing connections (outbound traffic) 

Each rule contains conditions such as: 

●​ source IP address 
●​ destination IP address 
●​ protocol (TCP, UDP) 
●​ port number 

 

 



 

Illustration: Firewall Traffic Flow 

A firewall acts like a security guard at the entrance of a building. 

Internet 
   ↓ 
Firewall rules 
   ↓ 
Server services 

 
Only traffic that matches allowed rules can pass through. 
All other traffic is blocked. 

Understanding Inbound and Outbound Traffic 

Firewall rules are often categorized into two types. 

Rule Type Description 

Inbound traffic entering the server 

Outbound traffic leaving the server 

Inbound Traffic 

Inbound traffic includes: 

●​ SSH connections 
●​ web requests 
●​ database connections 

Example: 

User → SSH → Server 
 

If inbound rules allow SSH traffic, the connection is accepted. 
If not, it is blocked. 

Outbound Traffic 

Outbound traffic includes: 

●​ software updates 
●​ DNS queries 
●​ API calls to external services 

 

 



 

Example: 

Server → Internet → Update server 

Outbound rules determine whether the system can initiate external connections. 

UFW (Uncomplicated Firewall) 

UFW provides an easy interface for configuring firewall rules on Ubuntu. 

Instead of manually configuring iptables rules, administrators can use simple 
commands such as: 

ufw allow 
ufw deny 
ufw status 

This approach simplifies firewall management while still providing strong protection. 

Checking Firewall Status 

Before enabling UFW, administrators should verify the current firewall status. 

sudo ufw status 

Example output: 

Status: inactive 

This means the firewall is currently disabled. 

Enabling the Firewall 

To activate UFW, run: 

sudo ufw enable 

Example output: 

Firewall is active and enabled on system startup 

Once enabled, UFW will start filtering network traffic. 

 

 



 

Default Firewall Policies 

UFW typically uses secure default policies. 

Direction Default Policy 

Inbound deny 

Outbound allow 

This means: 

●​ incoming traffic is blocked 
●​ outgoing traffic is allowed 

This configuration protects the server while allowing normal operations. 

Allowing SSH Access 

If SSH access is required, administrators must allow the SSH port before enabling 
the firewall. 

Example: 

sudo ufw allow ssh 

Example output: 

Rule added 
Rule added (v6) 

This allows incoming connections on port 22. 

Example: Allowing Web Traffic 

To allow web server traffic: 

sudo ufw allow 80 

or 

sudo ufw allow http 

Example output: 

Rule added 

This allows incoming HTTP traffic. 

 



 

Viewing Firewall Rules 

Administrators can list current firewall rules. 

sudo ufw status 

Example output: 

Status: active 
 
To      Action      From 
22/tcp  ALLOW       Anywhere 
80/tcp  ALLOW       Anywhere 

This shows which ports are accessible. 

Viewing Detailed Status 

A more detailed view can be obtained using: 

sudo ufw status verbose 

Example output: 

Status: active 
Default: deny (incoming), allow (outgoing) 

This displays default firewall behavior. 

Blocking Network Traffic 
Administrators may also block unwanted traffic. 
Example: block a specific port. 
 

sudo ufw deny 23 
 

This blocks Telnet access. 
Example output: 
 

Rule added 

Blocking Specific IP Addresses 

Example: 

sudo ufw deny from 203.0.113.5 

This blocks connections from a suspicious IP address. 

 



 

Deleting Firewall Rules 
Administrators can remove rules if needed. 
First list rules with numbers: 
 

sudo ufw status numbered 

Example output: 

[1] 22/tcp ALLOW Anywhere 
[2] 80/tcp ALLOW Anywhere 

Remove rule: 

sudo ufw delete 2 

Monitoring Firewall Logs 
UFW can generate logs for firewall activity. 
Enable logging: 
 

sudo ufw logging on 

Example output: 

Logging enabled 

Logs are typically stored in: 

/var/log/syslog 

Viewing Firewall Logs 

Administrators can review logs using: 

sudo tail -f /var/log/syslog 

Example output: 

UFW BLOCK IN=eth0 SRC=203.0.113.4 DST=192.168.1.10 
PROTO=TCP DPT=22 

This indicates a blocked connection attempt. 

 

 

 



 

Example Security Scenario 
Imagine a server running several services. 
Administrators want to allow: 

●​ SSH 
●​ HTTP 
●​ HTTPS 

But block everything else. 

Configuration: 

sudo ufw allow ssh 
sudo ufw allow http 
sudo ufw allow https 
sudo ufw enable 

Firewall rules: 

22/tcp ALLOW 
80/tcp ALLOW 
443/tcp ALLOW 
 

All other ports remain blocked. 
This significantly improves server security. 

Illustration: Firewall Protection Model 

Firewall rules create a protective barrier around the server. 

Internet 
   ↓ 
Firewall Rules 
   ↓ 
Allowed Services 
   ↓ 
Operating System 

Only authorized traffic can reach the system. 

 

 



 

Best Practices for Firewall Management 
Administrators should follow several best practices. 
 
Configuration Best Practices 

enable the firewall on all servers​
allow only necessary services​
block unused ports 
 

Monitoring Best Practices 
enable firewall logging​
review logs regularly​
investigate suspicious IP addresses 
 

Operational Best Practices 
document firewall rules​
test rules before deployment​
review firewall configuration periodically 

Key Takeaways 

A firewall is one of the most important components of Linux server security. 

Important lessons include: 

●​ firewalls control inbound and outbound network traffic 
●​ UFW simplifies firewall configuration on Ubuntu 
●​ default policies should block incoming traffic 
●​ only necessary services should be exposed 

Important commands introduced in this chapter include: 

sudo ufw enable 
sudo ufw allow ssh 
sudo ufw status 
sudo ufw deny 

By properly configuring UFW, administrators can significantly reduce the network 
attack surface of Ubuntu servers. 

 
 
 

 

 



 

Chapter 16 — Advanced Firewall (nftables / iptables) 

Introduction 

In the previous chapter, we explored UFW, a simplified firewall interface for Ubuntu systems. 
While UFW is suitable for most administrative tasks, Linux provides more powerful firewall 
frameworks that operate directly within the kernel. 

Two major firewall technologies are commonly used in Linux systems: 

●​ iptables 
●​ nftables 

Both frameworks control network traffic using packet filtering rules. These rules allow 
administrators to inspect and control network packets based on attributes such as: 

●​ source IP address 
●​ destination IP address 
●​ protocol type 
●​ port numbers 
●​ connection state 

These advanced firewall systems allow administrators to implement sophisticated network 
policies including: 

●​ packet filtering 
●​ Network Address Translation (NAT) 
●​ port forwarding 

Understanding these tools is essential for managing enterprise Linux infrastructure and 
secure network environments. 

Packet Filtering 

The core function of a firewall is packet filtering. 

Packet filtering examines individual network packets and determines whether they should 
be: 

●​ accepted 
●​ dropped 
●​ rejected 

Each packet is evaluated against firewall rules. 

 

 



 

Illustration: Packet Filtering Process 

A packet filtering firewall works like a security checkpoint. 

Incoming packet 
      ↓ 
Firewall rule evaluation 
      ↓ 
Allow or block decision 

 
If a packet matches an allowed rule, it passes through. 
Otherwise, it is blocked. 

Understanding iptables 

The iptables system uses rule tables that define how packets are processed. 

The most common tables include: 

Table Purpose 

filter packet filtering 

nat network address translation 

mangle packet modification 

Within these tables, packets pass through different chains. 
Common chains include: 

Chain Purpose 

INPUT incoming packets 

OUTPUT outgoing packets 

FORWARD packets routed through the system 

Viewing Existing Rules 

Administrators can inspect firewall rules using: 

sudo iptables -L 

Example output: 

Chain INPUT (policy ACCEPT) 
target     prot opt source      destination 
ACCEPT     tcp  --  anywhere    anywhere tcp dpt:ssh 

 



 

This rule allows incoming SSH connections 

Blocking Traffic with iptables 

To block incoming traffic on a port: 

sudo iptables -A INPUT -p tcp --dport 23 -j DROP 

Explanation: 

Option Meaning 

-A INPUT append rule to INPUT chain 

-p tcp TCP protocol 

--dport destination port 

DROP block packet 

This blocks Telnet connections. 

nftables 
The modern replacement for iptables is nftables. 
Ubuntu increasingly uses nftables as the default firewall framework because it offers: 

●​ improved performance 
●​ simpler rule management 
●​ unified firewall architecture 

nftables replaces several older tools including: 

●​ iptables 
●​ ip6tables 
●​ arptables 

 

 



 

Viewing nftables Rules 

Administrators can inspect nftables rules using: 

sudo nft list ruleset 

Example output: 

table inet filter { 
    chain input { 
        type filter hook input priority 0; 
        policy drop; 
    } 
} 

This shows the active firewall rule set. 

Network Address Translation (NAT) 

NAT (Network Address Translation) allows multiple internal systems to share a 
single public IP address. 

NAT is widely used in: 

●​ home routers 
●​ enterprise gateways 
●​ cloud infrastructure 

It modifies packet source or destination addresses during transmission. 

NAT Illustration 

Example scenario: 

Internal network → NAT gateway → Internet 
192.168.1.10      203.0.113.1 

The internal address is translated to a public address. 

Enabling NAT with iptables 

Administrators configure NAT using the nat table. 

Example command: 

sudo iptables -t nat -A POSTROUTING -o eth0 -j 
MASQUERADE 

 

 



 

Explanation: 

Option Meaning 

-t nat use NAT table 

POSTROUTING modify packet after routing 

MASQUERADE replace source IP 

This enables internet access for internal networks. 

Port Forwarding 

Port forwarding allows external users to access services running on internal 
servers. 

Example scenario: 

Internet user → public server → internal service 

A firewall receives traffic and forwards it to another system. 

Port Forwarding Example 

Suppose an internal web server runs at: 

192.168.1.50:80 

External users access the public firewall: 

203.0.113.10:8080 

Port forwarding sends the request to the internal server. 

Configuring Port Forwarding 

Example iptables rule: 

sudo iptables -t nat -A PREROUTING -p tcp --dport 8080 
-j DNAT --to-destination 192.168.1.50:80 

 

 



 

Explanation: 

Option Meaning 

PREROUTING process packet before routing 

DNAT destination NAT 

--to-destination forward packet 

Monitoring Firewall Activity 
Administrators should regularly inspect firewall rules and logs. 
Check active iptables rules: 
 

sudo iptables -L -n 

Example output: 

Chain INPUT (policy DROP) 
ACCEPT tcp -- 0.0.0.0/0 0.0.0.0/0 tcp dpt:22 

Viewing Connection States 

Administrators can inspect active network connections using: 

ss -tulpn 

Example output: 

tcp LISTEN 0 128 0.0.0.0:22 users:(("sshd")) 

This shows services exposed to the network. 

Firewall Logging 
Firewall logging helps detect suspicious network activity. 
Example log entry: 
 

UFW BLOCK IN=eth0 SRC=203.0.113.5 DST=192.168.1.10 
 

This indicates a blocked connection attempt. 
Logs can be inspected using: 
 

journalctl -xe 

Or: 

sudo tail -f /var/log/syslog 

 



 

Example Security Scenario 

Suppose administrators want to protect a server with these policies: 

Allow: 

●​ SSH 
●​ HTTP 
●​ HTTPS 

Block everything else. 

iptables configuration: 

sudo iptables -A INPUT -p tcp --dport 22 -j ACCEPT 
sudo iptables -A INPUT -p tcp --dport 80 -j ACCEPT 
sudo iptables -A INPUT -p tcp --dport 443 -j ACCEPT 
sudo iptables -A INPUT -j DROP 

This configuration limits system exposure 

Illustration: Advanced Firewall Architecture 

Advanced firewall systems operate at multiple levels. 

Network Traffic 
       ↓ 
Packet Filtering 
       ↓ 
NAT Processing 
       ↓ 
Port Forwarding 
       ↓ 
Destination Service 

 

Each layer improves security and network control. 

 

 



 

Best Practices for Advanced Firewall Management 
Administrators should follow these guidelines. 
 
Security Best Practices 

deny unnecessary ports​
restrict access by IP address​
limit exposure of internal services 
 

Operational Best Practices 
document firewall rules​
review firewall policies regularly​
test configuration changes carefully 
 

Monitoring Best Practices 
monitor firewall logs​
investigate unusual traffic patterns​
track connection attempts 

Key Takeaways 

Advanced firewall frameworks allow administrators to implement powerful network 
security controls. 

Important lessons include: 

●​ packet filtering controls network traffic 
●​ iptables and nftables manage firewall rules 
●​ NAT allows internal networks to access external resources 
●​ port forwarding exposes internal services securely 

Important commands introduced in this chapter include: 

iptables -L 
nft list ruleset 
ss -tulpn 

These tools allow administrators to build secure and flexible network defenses. 

 

 
 
 

 

 



 

Chapter 17 — Intrusion Prevention 

Introduction 

Even the most secure systems must be continuously monitored. Firewalls, authentication 
systems, and access control mechanisms can reduce risk, but administrators must still 
watch network activity to detect suspicious behavior. 

Many cyberattacks begin with network reconnaissance, such as: 

●​ port scanning 
●​ service discovery 
●​ traffic interception 
●​ unauthorized connections 

Monitoring network traffic helps administrators detect these threats early. 

Linux systems provide several powerful tools for analyzing network activity, including: 

●​ tcpdump – packet capture and analysis 
●​ Wireshark – graphical packet inspection 
●​ iftop – real-time bandwidth monitoring 
●​ nmap – network scanning and service discovery 

These tools allow administrators to: 

●​ inspect network packets 
●​ identify active connections 
●​ detect anomalies 
●​ investigate potential intrusions 

Understanding network monitoring techniques is an essential skill for Linux security 
operations. 

Network Monitoring Fundamentals 

Network monitoring involves analyzing traffic flowing through network interfaces. 

Each network packet contains information such as: 

●​ source IP address 
●​ destination IP address 
●​ protocol 
●​ port number 
●​ packet payload 

 

 



 

By analyzing this data, administrators can determine: 

●​ which hosts are communicating 
●​ what services are being accessed 
●​ whether unusual traffic patterns exist 

Illustration: Network Monitoring Workflow 

A typical monitoring process looks like this: 

Network traffic 
       ↓ 
Packet capture 
       ↓ 
Traffic analysis 
       ↓ 
Security detection 

This process helps administrators identify suspicious activity before systems are 
compromised. 

Packet Capture with tcpdump 

One of the most powerful network analysis tools in Linux is tcpdump. tcpdump allows 
administrators to capture and inspect packets directly from a network interface. Install 
tcpdump if necessary: 

sudo apt install tcpdump 

Capturing Network Traffic 

Capture packets from the primary network interface: 

sudo tcpdump -i eth0 

Example output: 

10:12:15 IP 192.168.1.10.54832 > 192.168.1.1.53: UDP DNS 
Query 
10:12:16 IP 203.0.113.4.443 > 192.168.1.10.53221: TCP ACK 

 

 



 

This shows: 

Field Description 

timestamp time packet was captured 

source IP sending host 

destination IP receiving host 

protocol network protocol 

Capturing Specific Traffic 

Capture only SSH traffic: 

sudo tcpdump -i eth0 port 22 

Example output: 

IP 203.0.113.10.54211 > 192.168.1.10.22: Flags [S] 

This indicates an SSH connection attempt. 

Saving Packet Captures 

Packet data can be saved for later analysis. 

sudo tcpdump -i eth0 -w capture.pcap 

This creates a packet capture file that can be opened in Wireshark. 

Packet Analysis with Wireshark 

While tcpdump is CLI-based, Wireshark provides a graphical interface for deep 
packet analysis. 

Install Wireshark: 

sudo apt install wireshark 

Wireshark allows administrators to: 

●​ inspect packet headers 
●​ decode network protocols 
●​ analyze application traffic 

 

 



 

Example protocol layers in Wireshark: 

Ethernet 
   ↓ 
IP 
   ↓ 
TCP 
   ↓ 
HTTP 

Each layer reveals detailed information about the communication. 

Real-Time Traffic Monitoring with iftop 

Administrators often need to observe live bandwidth usage. 

The tool iftop displays real-time network traffic similar to how top displays CPU 
usage. 

Install iftop: 

sudo apt install iftop 

Run the tool: 

sudo iftop 

Example display: 

192.168.1.10 → 203.0.113.5  120Kb/s 
203.0.113.5 → 192.168.1.10  90Kb/s 

This shows which hosts are consuming network bandwidth. 

Network Scanning with nmap 

Another essential security tool is nmap. Nmap is used for network discovery and 
security auditing. 

Install nmap: 

sudo apt install nmap 

 

 



 

Scanning Open Ports 

Scan a target system: 

nmap 192.168.1.10 

Example output: 

PORT   STATE SERVICE 
22/tcp open  ssh 
80/tcp open  http 
443/tcp open https 

This identifies services exposed by the server. 

Detecting Unknown Services 

If administrators discover unexpected open ports, this may indicate: 

●​ unauthorized services 
●​ malware 
●​ misconfigured applications 

Example suspicious output: 

4444/tcp open unknown 

This requires investigation. 

Monitoring Active Connections 

Linux administrators should regularly inspect active network connections. 

Use the ss command: 

ss -tulpn 

Example output: 

tcp LISTEN 0 128 0.0.0.0:22 users:(("sshd")) 
tcp LISTEN 0 128 0.0.0.0:80 users:(("nginx")) 

This shows services currently listening for connections. 

 

 



 

Detecting Suspicious Network Activity 

Signs of potential network intrusion include: 

●​ repeated connection attempts 
●​ unusual source IP addresses 
●​ unexpected open ports 
●​ abnormal traffic volumes 

Administrators should investigate these anomalies quickly. 

Example Security Investigation 

Suppose administrators notice repeated SSH login attempts in logs. 

Check logs: 

journalctl -xe 

Example output: 

sshd[1204]: Failed password for root from 203.0.113.5 
sshd[1205]: Failed password for root from 203.0.113.5 

Next, capture traffic: 

sudo tcpdump -i eth0 port 22 

This confirms whether the system is under a brute-force attack. 

Network Monitoring Architecture 
In enterprise environments, monitoring tools are often integrated into larger systems. 
Example monitoring architecture: 
 

Network Traffic 
      ↓ 
Packet Capture 
      ↓ 
Traffic Analysis 
      ↓ 
Intrusion Detection 
      ↓ 
Security Alerts 

 

This architecture helps organizations respond quickly to threats. 

 



 

Best Practices for Network Monitoring 
Administrators should follow these practices. 
 
Monitoring Strategy 

monitor network traffic regularly​
analyze packet captures during incidents​
track connection attempts 

 
Security Investigation 

verify unusual traffic patterns​
inspect unknown services​
block suspicious IP addresses 

 
Operational Management 

document network monitoring procedures​
automate traffic analysis where possible​
integrate monitoring tools with logging systems 

Key Takeaways 

Network monitoring is a critical component of Linux security operations. 

Important lessons include: 

●​ tcpdump captures and analyzes network packets 
●​ Wireshark enables deep protocol inspection 
●​ iftop shows real-time bandwidth usage 
●​ nmap identifies open services and vulnerabilities 

Important commands introduced in this chapter include: 

tcpdump -i eth0 
tcpdump -w capture.pcap 
ss -tulpn 
nmap 192.168.1.10 
iftop 

These tools enable administrators to observe, analyze, and secure network 
activity on Ubuntu servers. 

 
 
 
 
 

 



 

PART VI - Monitoring and Observability 

Chapter 18 — System Monitoring Fundamentals 

Introduction 

A stable Linux server depends heavily on continuous monitoring of system resources. 
Even well-configured systems can experience performance problems if resources such as 
CPU, memory, or disk I/O become overloaded. 

System monitoring allows administrators to: 

●​ detect performance bottlenecks 
●​ identify abnormal system behavior 
●​ troubleshoot application problems 
●​ prevent system outages 

In production environments, monitoring is part of daily operational discipline. A skilled 
administrator constantly observes system behavior and can quickly recognize when 
something is wrong. 

Three critical resource categories must be monitored: 

●​ CPU utilization 
●​ memory usage 
●​ disk input/output (I/O) 

Linux provides several powerful tools for observing these metrics directly from the command 
line. 

Important monitoring tools include: 

●​ top 
●​ htop 
●​ vmstat 
●​ iostat 

These tools allow administrators to observe real-time system performance. 

 

 



 

CPU Monitoring 

Understanding CPU Utilization 

The CPU (Central Processing Unit) executes instructions for applications and 
system processes. When CPU usage becomes too high, applications may slow down 
or become unresponsive. 

CPU monitoring helps administrators identify: 

●​ processes consuming excessive CPU 
●​ runaway applications 
●​ overloaded servers 
●​ abnormal system behavior 

CPU Monitoring Illustration 

System load typically follows this simplified flow: 

Applications 
      ↓ 
CPU Scheduler 
      ↓ 
Processor Execution 

 

If too many processes compete for CPU time, system performance degrades. 

Monitoring CPU with top 

One of the most widely used Linux monitoring tools is top. 

Run the command: 

top 

Example output: 

top - 10:42:18 up 5 days,  3 users 
Tasks: 203 total 
%Cpu(s): 18.3 us, 4.2 sy, 76.1 id 

 

 



 

Explanation: 

Field Meaning 

us CPU used by user processes 

sy CPU used by system processes 

id idle CPU time 

If idle CPU drops close to zero, the system may be overloaded. 

Identifying CPU-Heavy Processes 

Within the top interface, administrators can identify processes consuming the most 
CPU. Example process list: 

PID USER   %CPU COMMAND 
2431 mysql 85.3 mysqld 
3120 root  40.1 backup-script 

High CPU processes should be investigated. 

Possible causes include: 

●​ inefficient application code 
●​ malware or cryptominers 
●​ runaway scripts 
●​ overloaded databases 

Monitoring with htop 

The htop tool provides a more interactive monitoring interface. Start the tool: 

htop 

Features of htop include: 

●​ graphical CPU usage bars 
●​ color-coded resource utilization 
●​ easy process management 
●​ interactive sorting 

Example display: 

CPU0 █████████░░ 70% 
CPU1 ███░░░░░░░░ 20% 
Mem  ██████░░░░░ 55% 

This visualization helps administrators quickly understand system load. 

 



 

Memory Monitoring 

Understanding Memory Usage 

Memory is used by applications to store active data and instructions. When memory 
resources are exhausted, systems may experience: 

●​ application crashes 
●​ severe performance degradation 
●​ excessive swapping 

Linux uses several memory states: 

Memory Type Description 

used memory used by applications 

free unused memory 

buffers/cache memory used by filesystem cache 

Understanding these categories is important when diagnosing memory problems. 

Monitoring Memory with vmstat 

The vmstat command displays memory statistics. 

Run: 

vmstat 

Example output: 

procs --------memory---------- ---swap-- 
r b swpd free buff cache 
1 0    0 240M  32M  800M 

Key indicators: 

●​ free memory 
●​ swap usage 
●​ blocked processes 

High swap activity often indicates memory pressure. 

 

 



 

Example Memory Investigation 

If users report slow performance, administrators may check memory usage. 

Example: 

vmstat 2 

Output: 

swpd free buff cache 
1024  32M  20M 100M 

High swap usage suggests that applications are consuming too much memory. 

Disk I/O Monitoring 

Understanding Disk Activity 

Disk I/O measures how frequently the system reads or writes data to storage 
devices. 

High disk activity can occur due to: 

●​ database workloads 
●​ backup processes 
●​ logging activity 
●​ malware 

When disk I/O becomes excessive, systems may experience I/O wait delays. 

Disk I/O Monitoring Illustration 

Typical disk data flow: 

Application 
      ↓ 
Filesystem 
      ↓ 
Disk Controller 
      ↓ 
Physical Storage 

If storage becomes a bottleneck, applications may stall while waiting for disk 
operations. 

 

 



 

Monitoring Disk I/O with iostat 

The iostat tool displays disk performance statistics. 

Run the command: 

iostat 

Example output: 

Device:    tps   kB_read/s   kB_wrtn/s 
sda       25.3      1024        512 

Explanation: 

Metric Meaning 

tps transactions per second 

kB_read/s data read per second 

kB_wrtn/s data written per second 

High disk utilization may indicate storage bottlenecks. 

Continuous Monitoring 

Administrators often monitor disk activity over time: 

iostat 2 
 
This refreshes statistics every two seconds. 
Continuous monitoring helps detect spikes in disk activity. 

Combined Resource Monitoring 
System performance problems often involve multiple resource constraints. 
Example scenario: 
 

High CPU usage 
        ↓ 
High memory consumption 
        ↓ 
Disk swapping 
        ↓ 
System slowdown 

Administrators should observe CPU, memory, and disk metrics together. 

 



 

Example Monitoring Workflow 
Suppose users report slow application performance. 
Administrators may follow this workflow: 
 

Check CPU usage 
      ↓ 
Inspect memory usage 
      ↓ 
Analyze disk activity 
      ↓ 
Identify resource bottleneck 

Example commands used during investigation: 

top 
vmstat 
iostat 

These tools provide a quick overview of system health. 

Practical Monitoring Checklist 
Administrators should regularly monitor system resources. 
 
CPU Monitoring 

detect processes consuming excessive CPU​
check system load averages​
identify runaway processes 

 
Memory Monitoring 

monitor swap usage​
track memory consumption trends​
detect memory leaks 

 
Disk Monitoring 

check disk throughput​
observe disk latency​
detect storage bottlenecks 

 
Routine monitoring helps prevent unexpected service disruptions. 

 

 



 

Key Takeaways 

System monitoring is a critical operational skill for Linux administrators. 

Important lessons include: 

●​ CPU monitoring identifies overloaded systems 
●​ memory monitoring prevents performance degradation 
●​ disk monitoring detects storage bottlenecks 

Important monitoring tools introduced in this chapter include: 

top 
htop 
vmstat 
iostat 

 

These tools enable administrators to observe system behavior, diagnose 
performance issues, and maintain stable Ubuntu server environments. 

 
 
 
 
 
 
 
 
 

 

 



 

Chapter 19 — Process and Resource Management 

Introduction 

Linux systems run many processes simultaneously. These processes may include: 

●​ system services 
●​ user applications 
●​ background tasks 
●​ scheduled jobs 
●​ container workloads 

Each process consumes system resources such as: 

●​ CPU time 
●​ memory 
●​ disk I/O 
●​ network bandwidth 

If processes consume too many resources, the system may become slow or unstable. 

Therefore, system administrators must learn how to: 

●​ inspect running processes 
●​ control process priority 
●​ troubleshoot misbehaving processes 
●​ allocate resources efficiently 

Ubuntu provides several powerful tools to manage processes and system resources. 

Important commands include: 

●​ ps 
●​ top 
●​ kill 
●​ nice 
●​ renice 

Additionally, modern Linux systems support cgroups (control groups), which allow 
administrators to limit and isolate resource usage. 

 

 



 

Understanding Linux Processes 
A process is a running instance of a program. 
When a user runs an application, the system creates a process with attributes such as: 

●​ process ID (PID) 
●​ user owner 
●​ CPU usage 
●​ memory consumption 
●​ execution state 

Example process lifecycle: 

Program launched 
      ↓ 
Process created 
      ↓ 
Running / sleeping 
      ↓ 
Process terminated 

Administrators must monitor these processes to maintain system performance. 

Listing Processes with ps 
The ps command displays information about running processes. 
Run: 
 

ps aux 

Example output: 

USER       PID %CPU %MEM COMMAND 
root         1  0.0  0.1 /sbin/init 
mysql     1532  5.3  3.2 /usr/sbin/mysqld 
www-data  2401 12.1  1.5 nginx 

Explanation: 

Column Meaning 

USER process owner 

PID process identifier 

%CPU CPU usage 

%MEM memory usage 

COMMAND executed program 

Administrators can identify resource-intensive processes from this list. 

 



 

Filtering Processes 

Administrators often need to search for specific processes. 

Example: 

ps aux | grep nginx 

Example output: 

www-data 2401 12.1 1.5 nginx 
www-data 2402 10.3 1.4 nginx 

This helps administrators quickly locate processes related to a particular service. 

Monitoring Processes with top 

The top command provides real-time monitoring of running processes. 

Run: 

top 

Example output: 

top - 10:15:21 up 1 day, load average: 0.32, 0.21, 0.15 
Tasks: 180 total, 1 running, 179 sleeping 
%Cpu(s): 10.3 us, 3.2 sy, 86.5 id 

Important metrics include: 

Metric Meaning 

load average system workload 

us CPU used by user processes 

sy CPU used by system processes 

id idle CPU 

Administrators use these metrics to diagnose performance problems. 

Terminating Processes with kill 
Sometimes a process becomes unresponsive or consumes excessive resources. 
Administrators can terminate such processes using the kill command. 
Example: 

kill 2401 

This sends a SIGTERM signal, requesting the process to stop. 

 



 

Force Killing a Process 

If the process does not terminate, administrators can force it to stop. 

kill -9 2401 

Example output: 

Process 2401 terminated 

This sends a SIGKILL signal, immediately stopping the process. 

However, administrators should use this carefully because it may cause: 

●​ data corruption 
●​ incomplete transactions 

Process Priority and Scheduling 
Linux schedules processes using a priority system. 
Processes with higher priority receive more CPU time. 
Priority is controlled by the nice value. 

The nice range is: 

-20 (highest priority) 
0   (default) 
19  (lowest priority) 

Lower values mean higher priority. 

Running Programs with nice 

Administrators can start processes with adjusted priority. 

Example: 

nice -n 10 backup.sh 

This runs the script with lower CPU priority, preventing it from interfering with critical 
services. 

 

 



 

Changing Priority with renice 

Administrators can modify the priority of an existing process. 

Example: 

renice 10 -p 2401 

Example output: 

2401 (process ID) old priority 0, new priority 10 

This reduces the CPU priority of the process. 

Introduction to cgroups 

Modern Linux systems use cgroups (control groups) to manage resources more 
effectively. 

Cgroups allow administrators to: 

●​ limit CPU usage 
●​ restrict memory allocation 
●​ control disk I/O 
●​ isolate workloads 

This technology is widely used in: 

●​ container platforms 
●​ virtualization environments 
●​ large-scale server infrastructure 

Illustration: cgroups Resource Control 
System resources 
      ↓ 
Control Groups 
      ↓ 
Process groups 
      ↓ 
Resource limits enforced 

Cgroups allow administrators to allocate system resources more precisely. 

 

 



 

Viewing cgroups 

Ubuntu uses systemd, which integrates with cgroups. 

To view active control groups: 

systemd-cgls 

Example output: 

Control group /system.slice/nginx.service 
 ├─2401 nginx worker 
 ├─2402 nginx worker 

This shows processes grouped by system services. 

Example Troubleshooting Scenario 

Suppose a server becomes slow. 

Step 1 — inspect running processes: 

ps au 

Step 2 — monitor system load: 

top 

Example output: 

PID USER %CPU COMMAND 
3251 student 98.5 python 

Step 3 — reduce priority: 

renice 10 -p 3251 

Step 4 — terminate procss if necessary: 

kill 3251 

This workflow helps administrators restore system stability. 

 

 



 

Analyzing Logs During Process Issues 

Administrators should also inspect system logs during troubleshooting. 

Example: 

journalctl -xe 

Example output: 

systemd: Process 3251 exceeded CPU quota 

Logs help identify: 

●​ failed services 
●​ resource exhaustion 
●​ abnormal process behavior 

Illustration: Process Management Workflow 

Effective process management follows a clear workflow. 

Detect performance issue 
        ↓ 
Identify heavy process 
        ↓ 
Adjust priority or limit resources 
        ↓ 
Terminate process if necessary 

This structured approach improves system stability. 

Best Practices for Process Management 
Administrators should follow these guidelines. 
 
Performance Management 

monitor system processes regularly​
detect abnormal CPU usage​
identify memory-intensive applications 

Operational Stability 
adjust process priorities appropriately​
terminate runaway processes carefully 

Resource Optimization 
use cgroups to isolate workloads​
monitor logs for resource warnings​
document process management procedures 

 



 

Key Takeaways 

Process and resource management are essential for maintaining stable Linux 
systems. 

Important lessons include: 

●​ ps displays running processes 
●​ top monitors system activity in real time 
●​ kill terminates problematic processes 
●​ nice and renice adjust process priority 
●​ cgroups control resource allocation 

Important commands introduced in this chapter include: 

ps aux 
top 
kill 
nice 
renice 
systemd-cgls 

By mastering process management tools, administrators can maintain 
high-performance Ubuntu servers and quickly resolve system issues. 

 
 

 

 



 

Chapter 20 — Logs and Event Analysis 

Introduction 

In Linux systems, logs play a crucial role in system administration, troubleshooting, and 
security monitoring. Logs record events generated by: 

●​ operating system components 
●​ system services 
●​ authentication systems 
●​ network activity 
●​ applications and daemons 

These logs provide administrators with detailed information about what happened on the 
system and when it occurred. 

For example, logs can reveal: 

●​ failed login attempts 
●​ service startup failures 
●​ configuration errors 
●​ network connection attempts 
●​ abnormal system behavior 

Because of this, log analysis is one of the most important skills for Linux administrators. 

Ubuntu systems use several logging mechanisms, including: 

●​ systemd journal 
●​ syslog 
●​ log rotation utilities 

Important tools used for log analysis include: 

●​ journalctl 
●​ logrotate 
●​ syslog log files 

Understanding how to analyze logs helps administrators detect problems early and 
investigate security incidents. 

 

 



 

Understanding Linux Logging 

In Linux, system components generate log entries whenever significant events occur. 

Examples of logged events include: 

●​ system startup 
●​ user authentication 
●​ service failures 
●​ network activity 

Example log entry: 

Mar 12 10:32:11 server sshd[2451]: Failed password for root 
from 203.0.113.10 port 51234 ssh2 

Explanation: 

Field Meaning 

timestamp time of event 

hostname system generating log 

service application producing log 

message description of event 

Logs allow administrators to reconstruct system activity during troubleshooting. 

systemd Journal 

Modern Ubuntu systems use systemd, which includes a centralized logging system called 
the systemd journal. 

The systemd journal collects logs from multiple sources including: 

●​ kernel messages 
●​ system services 
●​ application output 
●​ authentication logs 

These logs are stored in a structured format that allows powerful filtering and searching. 

Viewing Logs with journalctl 

The journalctl command is used to query and analyze journal logs. 

Run: 

 



 

journalctl 

Example output: 

Mar 12 10:40:02 server systemd[1]: Starting OpenSSH 
server... 
Mar 12 10:40:03 server sshd[1143]: Server listening on 
0.0.0.0 port 22. 

This displays historical system logs. 

Viewing Recent Logs 

Administrators often want to see the most recent events. 

journalctl -n 20 

Example output: 

Mar 12 11:02:01 server systemd: Started nginx web server 

The -n option limits the output to a specified number of entries. 

Monitoring Logs in Real Time 

Administrators can monitor logs continuously using: 

journalctl -f 

Example output: 

Mar 12 11:10:45 server sshd[2101]: Accepted password for 
student 
 

This behaves similarly to the tail -f command. 
Real-time monitoring helps administrators detect issues immediately. 

Viewing Logs for a Specific Service 
Administrators often need to examine logs generated by a specific service. 
Example: 
 

journalctl -u ssh 

Example output: 

Mar 12 11:12:01 server sshd[2301]: Failed password for student 
Mar 12 11:12:15 server sshd[2305]: Accepted password for student 

This command filters logs for the SSH service. 

 



 

Filtering Logs by Time 
Administrators can also filter logs by time range. 
Example: 
 

journalctl --since "1 hour ago" 

Example output: 

Mar 12 10:15:20 server systemd: Started cron service 

Another example: 

journalctl --since today 

This shows events from the current day. 

Traditional syslog System 

In addition to systemd journal, many Linux systems still use the traditional syslog 
logging system. 

Syslog stores logs in files located under: 

/var/log/ 

Common log files include: 

File Purpose 

/var/log/syslog general system events 

/var/log/auth.log authentication activity 

/var/log/kern.log kernel messages 

/var/log/dpkg.log package installation logs 

These files provide valuable information for troubleshooting. 

Inspecting Syslog Files 

Administrators can read log files using commands such as: 

cat /var/log/syslog 

Example output: 

Mar 12 11:20:01 server CRON[2101]: Job executed 
successfully 

 



 

To view the end of the log file: 

tail /var/log/syslog 

Example output: 

Mar 12 11:22:10 server systemd: nginx restarted 

Searching Logs 

Administrators often need to search logs for specific events. 

Example: 

grep ssh /var/log/auth.log 

Example output: 

Mar 12 11:25:01 server sshd[2201]: Failed password for 
admin 

This allows administrators to detect login attempts. 

Log Rotation with logrotate 

Log files can grow very large over time. Large log files may consume disk space and 
degrade performance. The logrotate utility automatically manages log files by: 

●​ compressing old logs 
●​ rotating log files 
●​ deleting outdated logs 

Checking Logrotate Configuration 

Configuration files are located in: 

/etc/logrotate.conf 

Service-specific configurations are stored in: 

/etc/logrotate.d/ 

Example configuration: 

/var/log/syslog { 
    weekly 
    rotate 4 
    compress 
} 

 



 

Explanation: 

Option Meaning 

weekly rotate logs every week 

rotate 4 keep 4 archived logs 

compress compress older logs 

Testing Logrotate 

Administrators can manually test log rotation. 

sudo logrotate -f /etc/logrotate.conf 

This forces log rotation immediately. 

Example output: 

rotating log /var/log/syslog 

Example Security Investigation 

Suppose administrators detect suspicious login activity. 

Step 1 — inspect SSH logs: 

journalctl -u ssh 

Example output: 

Failed password for root from 203.0.113.20 

Step 2 — check authentication log: 

cat /var/log/auth.log 

Example output: 

Failed password for root from 203.0.113.20 
Failed password for root from 203.0.113.20 

This indicates a possible brute-force attack. Administrators may respond by: 

●​ blocking the IP address 
●​ enabling fail2ban 
●​ strengthening authentication policies 

 



 

Illustration: Log Analysis Workflow 

Log analysis typically follows a structured process. 

System event occurs 
       ↓ 
Log entry recorded 
       ↓ 
Administrator reviews logs 
       ↓ 
Problem or intrusion detected 

This workflow allows administrators to respond quickly to incidents. 

Best Practices for Log Management 
Administrators should follow several best practices. 
 
Log Monitoring 

review logs regularly​
monitor authentication activity​
analyze service failures 
 

Security Monitoring 
detect suspicious login attempts​
identify abnormal system behavior​
investigate unexpected events 
 

Log Maintenance 
rotate logs regularly​
archive important logs​
ensure sufficient disk space 

 
 

 

 



 

Key Takeaways 

Log analysis is a fundamental skill for Linux system administrators. 

Important lessons include: 

●​ logs record system and application events 
●​ journalctl analyzes systemd journal logs 
●​ syslog stores traditional log files 
●​ logrotate manages log file size 

Important commands introduced in this chapter include: 

journalctl 
journalctl -u ssh 
tail /var/log/syslog 
grep ssh /var/log/auth.log 
logrotate 

By mastering log analysis tools, administrators can diagnose system problems, 
detect security incidents, and maintain reliable Ubuntu systems. 

 

 
 
 
 

 

 



 

PART VII - Backup and Disaster Recovery 

Chapter 21 — Backup Strategies 

Introduction 

Data loss is one of the most serious risks in modern IT systems. Hardware failures, human 
error, cyberattacks, and natural disasters can all lead to loss of critical data. 

Examples of data loss scenarios include: 

●​ accidental deletion of files 
●​ disk hardware failure 
●​ ransomware attacks 
●​ corrupted databases 
●​ configuration errors 

Without a proper backup strategy, recovering from these incidents may be impossible or 
extremely costly. 

Therefore, Linux administrators must design and implement reliable backup strategies. 

A well-designed backup system allows administrators to: 

●​ restore lost data 
●​ recover systems quickly 
●​ minimize downtime 
●​ protect critical information 

Understanding backup concepts such as full backups, incremental backups, RPO, and 
RTO is essential for maintaining enterprise-level system reliability. 

Types of Backup 

Backup systems can use several methods depending on the environment and requirements. 

The two most common approaches are: 

●​ Full backups 
●​ Incremental backups 

Each method has advantages and disadvantages. 

 

 

 



 

Full Backup 

A full backup copies all selected files and system data. 

Example: 

Source System 
     ↓ 
Complete copy 
     ↓ 
Backup storage 

A full backup ensures that all files are stored in the backup system. 

Advantages of full backups: 

●​ simple to restore 
●​ complete system snapshot 
●​ easy to manage 

However, full backups have some drawbacks. 

Disadvantages: 

●​ large storage requirements 
●​ longer backup time 
●​ higher network usage 

Example Full Backup with tar 

Linux administrators often use the tar command to create full backups. 

Example command: 

sudo tar -czvf backup-full.tar.gz /home 

Explanation: 

Option Meaning 

c create archive 

z compress archive 

v verbose output 

f output file 

 

 



 

Example output: 

home/student/document.txt 
home/student/photo.jpg 
home/student/project/ 

 

This creates a compressed archive containing the entire /home directory. 

Incremental Backup 

An incremental backup stores only the files that have changed since the previous 
backup. 

Illustration: 

Day 1 → Full Backup 
Day 2 → Incremental Backup 
Day 3 → Incremental Backup 

Advantages: 

●​ faster backup process 
●​ lower storage requirements 
●​ efficient network usage 

Disadvantages: 

●​ restore process can be more complex 
●​ multiple backup files may be required 

For example, restoring a system may require: 

1 full backup + several incremental backups. 

Example Incremental Backup with rsync 

The rsync tool is commonly used for incremental backups. 

Example command: 

rsync -av /home /backup 

Example output: 

sending incremental file list 
documents/report.pdf 
photos/image1.jpg 

 

 



 

Explanation: 

Option Meaning 

a archive mode 

v verbose output 

Rsync transfers only changed files, making it efficient for frequent backups. 

Automated Backup Scheduling 
Backups should be automated to ensure they run regularly. 
Linux administrators often schedule backup jobs using cron. 
Example: 
 

crontab -e 

Example cron entry: 

0 2 * * * rsync -a /home /backup 

Explanation: 

Field Meaning 

0 2 run at 2:00 AM  every day 

This configuration runs the backup automatically each night. 

Understanding RPO (Recovery Point Objective) 

RPO (Recovery Point Objective) defines how much data loss is acceptable during 
a disaster. 

Example: 

RPO = 4 hours 

This means the system must be backed up frequently enough so that no more than 
four hours of data are lost. 

Illustration: 

Last backup → Failure occurs 
        ↑ 
Maximum acceptable data loss 

A shorter RPO requires more frequent backups. 

 



 

Understanding RTO (Recovery Time Objective) 

RTO (Recovery Time Objective) defines how quickly systems must be restored 
after failure. 

Example: 

RTO = 2 hours 

This means the system must be operational again within two hours. 

Illustration: 

System failure 
      ↓ 
Recovery process 
      ↓ 
Service restored 

Organizations often define RTO values for critical systems. 

Enterprise Backup Planning 

In enterprise environments, backup strategies must consider several factors. 

Important considerations include: 

●​ critical data identification 
●​ backup frequency 
●​ storage location 
●​ recovery testing 
●​ security of backup data 

Administrators should classify systems based on importance. 

Example classification: 

System Type Backup Priority 

Database servers high 

Web servers medium 

Test environments low 

Critical systems require more frequent backups and faster recovery plans. 

 



 

Backup Storage Strategies 

Backups should be stored in multiple locations to protect against disasters. 

Common strategies include: 

●​ local backup storage 
●​ remote backup servers 
●​ cloud backup services 
●​ off-site backup archives 

A widely used guideline is the 3-2-1 backup rule. 

Illustration: 

3 copies of data 
2 different storage media 
1 offsite backup location 

This ensures data redundancy. 

Verifying Backup Integrity 

Administrators must verify that backups are valid and usable. 

Example verification: 

tar -tzf backup-full.tar.gz 

Example output: 

home/student/document.txt 
home/student/project/ 

This confirms that files are stored in the archive. 

Another approach is performing test restorations. 

Example restore command: 

tar -xzvf backup-full.tar.gz 

Testing backups ensures that data can actually be recovered. 

 

 

 



 

Example Disaster Recovery Scenario 

Imagine a server disk failure occurs. 

Recovery process: 

Step 1 — install a new system 

Step 2 — retrieve backup archive 
 

scp backup-full.tar.gz server:/restore 

Step 3 — restore data 

tar -xzvf backup-full.tar.gz 

Step 4 — verify system operation. 

This process restores the server to its previous state. 

Illustration: Backup Architecture 

Enterprise backup systems typically follow this model. 

Production system 
        ↓ 
Scheduled backup 
        ↓ 
Backup storage server 
        ↓ 
Offsite backup archive 

This layered architecture protects against multiple failure scenarios. 

 

 



 

Best Practices for Backup Management 
Administrators should follow these guidelines. 
 
Backup Planning 

define RPO and RTO objectives​
identify critical systems​
schedule regular backups 

 
Backup Security 

encrypt backup storage​
restrict backup access​
protect backup servers 

 
Operational Reliability 

test backup restoration regularly​
monitor backup job status​
maintain backup documentation 

Key Takeaways 

Backup strategies are essential for maintaining reliable Linux systems. 

Important lessons include: 

●​ full backups store complete system data 
●​ incremental backups save only changed files 
●​ RPO defines acceptable data loss 
●​ RTO defines recovery time after failure 
●​ enterprise backup planning protects critical systems 

Important commands introduced in this chapter include: 

tar 
rsync 
crontab 

By implementing well-designed backup strategies, administrators can protect 
Ubuntu systems from data loss and recover quickly from unexpected failures. 

 

 

 



 

Chapter 22 — Backup Tools in Ubuntu 

Introduction 

In the previous chapter, we discussed backup strategies, including concepts such as full 
backups, incremental backups, and enterprise planning using RPO (Recovery Point 
Objective) and RTO (Recovery Time Objective). 

However, designing a backup strategy is only the first step. Administrators must also 
implement reliable backup tools capable of performing these operations efficiently. 

Ubuntu provides several powerful backup utilities that allow administrators to: 

●​ copy files safely 
●​ synchronize directories 
●​ compress backup archives 
●​ store encrypted backups 
●​ perform incremental backups 

Three widely used backup tools in Ubuntu are: 

●​ rsync 
●​ tar 
●​ borgbackup 

Each tool provides different capabilities and is suitable for different backup scenarios. 

Understanding how to use these tools allows administrators to build flexible and reliable 
backup solutions. 

rsync 

One of the most commonly used Linux backup tools is rsync. 

Rsync is designed to efficiently synchronize files between locations. 

It supports: 

●​ local backups 
●​ remote backups over SSH 
●​ incremental file transfers 
●​ file verification 

Instead of copying all files every time, rsync transfers only the files that have changed. 

This makes it extremely efficient for regular backups. 

 



 

Basic rsync Syntax 

The basic syntax of rsync is: 

rsync [options] source destination 

Example backup command: 

rsync -av /data /backup 

Explanation: 

Option Meaning 

a archive mode 

v verbose output 

This command copies all files from /data to /backup. 
Example Output 
 

sending incremental file list 
data/report.pdf 
data/database.sql 
data/images/ 

Explanation: 

●​ rsync scans files 
●​ transfers only changed files 
●​ updates the backup directory 

This behavior reduces network traffic and storage usage. 

rsync for Remote Backups 

Rsync can also perform backups to remote servers over SSH. 

Example command: 

rsync -av /data user@backupserver:/backup 

Example output: 

sending incremental file list 
documents/file1.txt 
photos/image.png 

This creates a secure remote backup. 

 

 



 

Illustration: 

Production Server 
       ↓ 
rsync transfer 
       ↓ 
Remote Backup Server 

This architecture is commonly used in enterprise environments. 

Creating Archive Backups with tar 
Another important backup tool is tar. 
The tar utility creates archive files containing multiple files and directories. 
Tar archives are often compressed to reduce storage usage. 

Creating a Backup Archive 

Example command: 

tar -czvf backup-home.tar.gz /home 

Explanation: 

Option Meaning 

c create archive 

z compress archive 

v verbose output 

f archive file name 

 

Example Output 
home/student/document.txt 
home/student/project/ 
home/student/photos/ 

This command creates a compressed archive named: 

backup-home.tar.gz 

 

 



 

Viewing Archive Contents 

Administrators can inspect the contents of an archive. 

tar -tzvf backup-home.tar.gz 

Example output: 

home/student/document.txt 
home/student/project/file1.py 

This verifies the backup contents. 

Restoring Data from a tar Backup 

To extract files from the archive: 

tar -xzvf backup-home.tar.gz 

Example output: 

home/student/document.txt 
home/student/project/ 

This restores the files to the current directory. 

borgbackup 

For more advanced backup environments, administrators often use borgbackup. 

BorgBackup is a modern backup tool designed for: 

●​ deduplicated backups 
●​ encrypted storage 
●​ efficient incremental backups 

It is widely used in enterprise backup systems. 

Installing borgbackup 

Install the package: 

sudo apt install borgbackup 

Example output: 

Setting up borgbackup... 

 

 



 

Creating a Borg Repository 
A borg repository stores backup snapshots. 
Initialize the repository: 
 

borg init --encryption=repokey /backup/borgrepo 

Example output: 

Repository initialized 

This creates an encrypted backup repository. 

Creating a Backup Snapshot 

Create a backup archive: 

borg create /backup/borgrepo::backup1 /home 

Example output: 

Archive backup1 created 

This stores a snapshot of the /home directory. 

Listing Borg Backups 

Administrators can list existing backups. 

borg list /backup/borgrepo 

Example output: 

backup1   Mon, 2026-03-10 10:00 
backup2   Tue, 2026-03-11 10:00 

Each entry represents a backup snapshot. 

Restoring Borg Backups 

Restore files from a backup: 

borg extract /backup/borgrepo::backup1 

Example output: 

restoring files... 

This recovers files from the selected backup snapshot. 

 



 

Automating Backups 
Backup tasks should run automatically. 
Administrators often schedule backups using cron. 
Example: 
 

crontab -e 

Example scheduled job: 

0 3 * * * rsync -a /data /backup 

This performs a backup every day at 03:00 AM. 

Automation ensures that backups run consistently 

Verifying Backup Success 
Administrators should verify that backup jobs complete successfully. 
Example command: 
 

ls -lh /backup 

Example output: 

backup-home.tar.gz   2.1G 
borgrepo/ 

Administrators may also check logs: 

journalctl -xe 

Example log entry: 

backup job completed successfully 

This confirms that backups executed correctly. 

Example Backup Workflow 

A typical Ubuntu backup workflow might look like this: 

Production System 
       ↓ 
rsync daily backup 
       ↓ 
weekly tar archive 
       ↓ 
borg encrypted repository 

This layered approach increases reliability. 

 



 

Best Practices for Backup Tools 
Administrators should follow several best practices. 
 
Backup Implementation 

automate backups using cron​
verify backup completion regularly​
store backups in secure locations 

 
Security Practices 

encrypt backup archives​
restrict backup access permissions​
protect backup servers from attacks 

 
Operational Reliability 

test restoration procedures regularly​
monitor backup logs​
document backup procedures 

Key Takeaways 
Ubuntu provides powerful tools for implementing backup solutions. 
Important lessons include: 
 

●​ rsync performs efficient incremental backups 
●​ tar creates compressed archive backups 
●​ borgbackup provides encrypted deduplicated backups 

Important commands introduced in this chapter include: 

rsync -av /data /backup 
tar -czvf backup.tar.gz /data 
borg create /backup/borgrepo::backup1 /data 

These tools allow administrators to implement secure, efficient, and scalable 
backup systems in Ubuntu environments. 

 

 
 

 

 



 

Chapter 23 — Disaster Recovery 

Introduction 

Even the most secure and well-maintained systems can experience catastrophic failures. 
These incidents may result from: 

●​ hardware failures 
●​ storage corruption 
●​ configuration errors 
●​ cyberattacks such as ransomware 
●​ accidental data deletion 
●​ natural disasters 

When these situations occur, administrators must respond quickly to restore systems and 
minimize downtime. This process is known as disaster recovery. 
Disaster recovery involves procedures designed to: 

●​ restore system functionality 
●​ recover critical data 
●​ rebuild damaged infrastructure 
●​ resume business operations 

A successful disaster recovery strategy depends on: 

●​ reliable backup systems 
●​ documented recovery procedures 
●​ trained administrators 
●​ regular recovery testing 

Understanding disaster recovery techniques is essential for maintaining high availability 
and operational resilience. 

Understanding Disaster Recovery 
Disaster recovery is the process of restoring systems after a critical failure. 
A typical recovery workflow looks like this: 
 

System failure 
      ↓ 
Identify cause 
      ↓ 
Recover operating system 
      ↓ 
Restore data from backup 
      ↓ 
Verify services 

Administrators must act methodically to avoid further damage during recovery. 

 



 

System Restoration 

One of the most common disaster recovery tasks is system restoration. 

System restoration involves recovering files, applications, and configurations from backup 
systems. 

Typical restoration steps include: 

●​ reinstalling the operating system 
●​ restoring backup archives 
●​ reconfiguring system services 
●​ verifying application functionality 

Example: Restoring Files from Backup 

Suppose administrators have a backup archive created using tar. 

Restore the data using: 

tar -xzvf backup-full.tar.gz 

Example output: 

home/student/documents/report.txt 
home/student/projects/app.py 

This command extracts the backup archive and restores the files. 

Restoring Files Using rsync 

If backups were created using rsync, restoration can be performed with: 

rsync -av /backup/data /data 

Example output: 

sending incremental file list 
documents/report.pdf 
images/photo1.jpg 

This restores the contents of the backup directory. 

 

 



 

Recovery Boot 
In some cases, the operating system may become corrupted or unable to boot. 
Administrators can perform recovery boot operations to repair the system. 
Ubuntu provides several recovery mechanisms: 

●​ GRUB recovery mode 
●​ live system recovery 
●​ rescue environments 

Using GRUB Recovery Mode 

During system startup, administrators can access GRUB recovery mode. 

Steps: 

1.​ reboot the system 
2.​ hold Shift during boot 
3.​ select Advanced options for Ubuntu 
4.​ choose recovery mode 

Recovery mode provides administrative tools such as: 

●​ filesystem repair 
●​ root shell access 
●​ package repair 

Checking Filesystem Integrity 
One common recovery task is verifying filesystem integrity. 
Run: 
 

fsck /dev/sda1 

Example output: 

/dev/sda1: clean, 245000 files, 1500000 blocks 

If errors exist, the tool will attempt to repair them. 

Using Live Boot for System Recovery 

If the system cannot boot normally, administrators may use a live Ubuntu 
environment. 

Steps: 

1.​ boot from a Ubuntu installation USB 
2.​ choose Try Ubuntu 
3.​ mount the system disk 

 



 

Example command: 

sudo mount /dev/sda1 /mnt 
 

This mounts the system partition for inspection. 
Administrators can then recover files manually. 

Repairing Broken Packages 
Sometimes systems fail due to broken packages. 
Example repair command: 
 

sudo dpkg --configure -a 

Example output: 

Setting up nginx (1.22.0) ... 

Another useful command: 

sudo apt --fix-broken install 

These commands repair damaged package installations. 

Rebuilding Servers 

In severe cases, administrators may need to rebuild entire servers. 

Server rebuilding involves: 

●​ installing a fresh operating system 
●​ restoring configuration files 
●​ reinstalling applications 
●​ restoring user data 

This process is often faster than repairing a severely damaged system. 

Example Server Rebuild Process 

Step 1 — reinstall Ubuntu Server. 

Step 2 — update system packages. 

sudo apt update 
sudo apt upgrade 

Example output: 

Reading package lists... 

 



 

Step 3 — restore application configuration. 

Example: 

rsync -av /backup/etc /etc 

Step 4 — restore application data. 

rsync -av /backup/data /data 

Step 5 — restart services. 

sudo systemctl restart nginx 

Verifying System Recovery 
After restoration, administrators must verify that the system is functioning correctly. 
Important verification steps include: 
 

●​ confirming system services are running 
●​ verifying data integrity 
●​ testing application functionality 

Example: 

systemctl status nginx 

Example output: 

nginx.service active (running) 

This confirms the service has started successfully. 

Checking System Logs After Recovery 

Administrators should analyze logs to ensure the system is stable. 

Example: 

journalctl -xe 

Example output: 

systemd: Started nginx web server 

Logs help confirm that services started normally. 

 

 



 

Example Disaster Recovery Scenario 
Imagine a production server becomes inaccessible due to disk failure. 
Recovery procedure: 
 

Step 1 — replace failed disk​
Step 2 — reinstall Ubuntu 
Step 3 — restore backup archive: 

tar -xzvf backup-full.tar.gz 
 

Step 4 — restore services. 
systemctl restart mysql 
systemctl restart nginx 
 

Step 5 — verify system functionality. 

This process restores normal system operations. 

Illustration: Disaster Recovery Architecture 

Enterprise disaster recovery systems often follow this architecture. 

Production Server 
        ↓ 
Scheduled Backup 
        ↓ 
Backup Storage 
        ↓ 
Recovery Server 

This design ensures that systems can be restored quickly after failure. 

 

 

http://backup-full.tar.gz


 

Best Practices for Disaster Recovery 
Administrators should follow these guidelines. 
 
Preparation 

document disaster recovery procedures​
maintain updated system backups​
store backups in secure locations 
 

Testing 
perform periodic recovery drills​
verify backup integrity​
test restoration procedures 
 

Operational Response 
identify failure causes quickly​
restore critical services first​
verify system stability after recovery 

Key Takeaways 

Disaster recovery is essential for maintaining reliable IT systems. 

Important lessons include: 

●​ system restoration recovers data from backups 
●​ recovery boot tools help repair damaged systems 
●​ live environments allow offline recovery operations 
●​ server rebuilding restores system functionality after catastrophic 

failures 

Important commands introduced in this chapter include: 

fsck 
rsync 
tar 
systemctl 
journalctl 

By mastering disaster recovery procedures, administrators can ensure Ubuntu 
systems remain resilient and recoverable even during critical failures. 

 

 
 

 
 



 

PART VIII - System Maintenance 

Chapter 24 — Package and Dependency Maintenance 

Introduction 
Ubuntu systems rely heavily on software packages to install and manage applications, 
system utilities, and libraries. These packages are distributed through centralized 
repositories and installed using the APT (Advanced Package Tool). 
Proper package maintenance is critical for several reasons: 

●​ ensuring system stability 
●​ applying security updates 
●​ resolving dependency conflicts 
●​ removing obsolete software 

If administrators neglect package maintenance, systems may become vulnerable to: 

●​ outdated software vulnerabilities 
●​ incompatible library versions 
●​ dependency failures 
●​ unstable system behavior 

Therefore, administrators must adopt structured package maintenance practices. 
This chapter explores: 

●​ APT best practices 
●​ repository security 
●​ package auditing techniques 

Understanding Ubuntu Package Management 
Ubuntu packages are typically distributed in the .deb (Debian package) format. 
Each package contains: 

●​ executable programs 
●​ configuration files 
●​ dependency metadata 
●​ installation scripts 

 

 



 

Example structure: 

Application 
     ↓ 
Debian package (.deb) 
     ↓ 
Ubuntu repository 
     ↓ 
Installed via APT 

 
APT automatically resolves dependencies required by each package. 
For example, installing a web server may require several libraries: 
 

nginx 
  ├─ libssl 
  ├─ libc6 
  └─ system libraries 

APT ensures that all dependencies are installed correctly. 

APT Best Practices 

Administrators should follow several best practices when managing packages. 

Key maintenance tasks include: 

●​ updating package lists 
●​ upgrading installed software 
●​ removing unused packages 
●​ verifying repository integrity 

These operations are performed using the apt command-line tool. 

Updating Package Lists 

Before installing or upgrading packages, administrators should update the local 
repository index. 

Run: 

sudo apt update 

Example output: 

Hit:1 http://archive.ubuntu.com/ubuntu jammy InRelease 
Get:2 http://security.ubuntu.com/ubuntu jammy-security 
InRelease 
Fetched 5 MB in 2s 

 

 



 

Explanation: 

Field Meaning 

Hit repository successfully contacted 

Get new repository metadata downloaded 

Fetched amount of data retrieved 

This command synchronizes the system with repository information. 

Upgrading Installed Packages 
Once package lists are updated, administrators can upgrade installed packages. 
Run: 
 

sudo apt upgrade 

Example output: 

Reading package lists... 
The following packages will be upgraded: 
openssl nginx 

Explanation: 

APT installs newer versions of packages while preserving existing configurations. 
Upgrading packages regularly ensures that systems receive security patches and 
bug fixes. 

Performing Full System Upgrades 

In some cases, administrators may perform a more comprehensive upgrade. 

sudo apt full-upgrade 
 

This command allows APT to install or remove packages to resolve complex 
dependencies. It is commonly used during major system updates. 

Removing Unused Packages 

Over time, systems accumulate unused packages and dependencies. These unused 
packages consume disk space and may introduce unnecessary vulnerabilities. 
Administrators can remove them using: 

sudo apt autoremove 

Example output: 

Removing: 

 



 

libunused1 libunused2 

This command removes packages that were installed automatically but are no longer 
required. 

Cleaning Package Cache 
APT stores downloaded packages in a local cache. 
Location: 
 

/var/cache/apt/archives 

Administrators can clean this cache to free disk space. 

sudo apt clean 

This removes cached package files. 

Repository Security 
Ubuntu software packages are distributed through trusted repositories. 
Repositories are defined in the file: 
 

/etc/apt/sources.list 

Example repository entry: 

deb http://archive.ubuntu.com/ubuntu jammy main 
restricted 

Explanation: 

Field Meaning 

deb repository type 

URL repository server 

distribution Ubuntu version 

component package category 

Repositories must be trusted to ensure software integrity. 

 

 



 

Package Signature Verification 
APT verifies package authenticity using GPG cryptographic signatures. 
Verification process: 
 

Repository server 
        ↓ 
Package signed with GPG key 
        ↓ 
APT verifies signature 
        ↓ 
Package installation allowed 
 

If verification fails, installation will be blocked. 
Example warning: 
 

WARNING: The following packages cannot be authenticated 

Administrators should investigate such warnings immediately. 

Auditing Installed Packages 
Administrators should periodically audit installed packages to ensure system security. 
List installed packages: 
 

apt list --installed 

Example output: 

nginx/jammy,now 1.22.0 amd64 [installed] 
openssh-server/jammy,now 9.0 amd64 [installed] 

This allows administrators to review installed software. 

Searching for Packages 
APT allows administrators to search repositories. 
Example: 
 

apt search nginx 

Example output: 

nginx - high performance web server 
nginx-common - nginx common files 

This helps administrators discover available software packages. 

 

 



 

Inspecting Package Details 

Administrators can inspect package metadata. 

Example: 

apt show nginx 

Example output: 

Package: nginx 
Version: 1.22.0 
Maintainer: Ubuntu Developers 

This provides detailed information about the package. 

Checking Package Dependencies 

To inspect package dependencies: 

apt depends nginx 

Example output: 

nginx 
  Depends: libc6 
  Depends: libssl 

Understanding dependencies helps administrators diagnose software conflicts. 

Detecting Broken Packages 

Occasionally package installations fail due to dependency conflicts. 

Administrators can repair such issues using: 

sudo apt --fix-broken install 

Example output: 

Correcting dependencies... 

This command attempts to resolve package conflicts automatically. 

 

 



 

Example Maintenance Workflow 

A typical package maintenance workflow might look like this: 

Step 1 — update repository metadata 

sudo apt update 

Step 2 — upgrade installed packages 

sudo apt upgrade 

Step 3 — remove unused packages 

sudo apt autoremove 

Step 4 — verify system status 

apt list --installed 

This workflow keeps systems updated and secure. 

Monitoring Package Events 
Administrators can monitor package-related events in system logs. 
Example command: 
 

journalctl -u apt 

Example output: 

APT upgraded openssl to version 3.0 

This helps administrators track package updates. 

Illustration: Package Management Workflow 

Ubuntu package maintenance follows a structured lifecycle. 

Software repository 
       ↓ 
APT package manager 
       ↓ 
Dependency resolution 
       ↓ 
Installation / upgrade 

 

This automated process simplifies system administration. 

 



 

Best Practices for Package Maintenance 
Administrators should follow several guidelines. 
 
System Maintenance 

update packages regularly​
remove obsolete software​
monitor package changes 

 
Security Practices 

use trusted repositories​
verify package signatures​
audit installed packages periodically 

 
Operational Reliability 

test updates in staging environments​
document package changes​
maintain system backups before major upgrades 

Key Takeaways 

Effective package maintenance ensures secure and stable Ubuntu systems. 

Important lessons include: 

●​ APT manages software installation and updates 
●​ regular updates apply security patches 
●​ repository verification protects package integrity 
●​ package auditing helps maintain system security 

Important commands introduced in this chapter include: 

apt update 
apt upgrade 
apt autoremove 
apt search 
apt show 

By maintaining packages properly, administrators ensure that Ubuntu systems 
remain secure, stable, and up to date. 

 

 
 
 

 

 



 

Chapter 25 — Kernel and System Updates 

Introduction 

The Linux kernel is the core component of the operating system. It manages hardware 
resources and provides the foundation for all system processes. 

The kernel is responsible for critical functions such as: 

●​ process scheduling 
●​ memory management 
●​ hardware communication 
●​ device drivers 
●​ networking operations 

Because of its central role, kernel updates often include: 

●​ security patches 
●​ hardware compatibility improvements 
●​ performance optimizations 
●​ bug fixes 

Maintaining an updated kernel is essential for ensuring system security and stability. 

However, kernel updates require careful planning because they often require system reboot 
operations, which may affect production services. 

This chapter explores: 

●​ kernel management practices 
●​ reboot policies 
●​ downtime planning 

Understanding the Linux Kernel 

The Linux kernel operates between hardware and user-space applications. 

Illustration: 
Applications 
      ↓ 
System libraries 
      ↓ 
Linux kernel 
      ↓ 
Hardware 

When the kernel receives updates, system administrators must ensure that the new 
kernel version is properly installed and loaded. 

 



 

Checking the Current Kernel Version 

Administrators can verify the running kernel version using the command: 

uname -r 

Example output: 

5.15.0-94-generic 

Explanation: 

Component Meaning 

5.15 kernel major version 

0 minor release 

94 build number 

generic Ubuntu kernel variant 

Another useful command: 

uname -a 

Example output: 

Linux server01 5.15.0-94-generic #104-Ubuntu SMP 

This provides detailed system information. 

Installing Kernel Updates 
Kernel updates are typically delivered through Ubuntu repositories. 
Administrators update packages using: 
 

sudo apt update 
sudo apt upgrade 

Example output: 

The following packages will be upgraded: 
linux-image-generic 
linux-headers-generic 

These packages include: 

●​ the new kernel image 
●​ kernel headers 
●​ associated modules 

 



 

Listing Installed Kernels 
Administrators should periodically review installed kernel versions. 
Example command: 
 

dpkg --list | grep linux-image 

Example output: 

linux-image-5.15.0-90-generic 
linux-image-5.15.0-94-generic 
 

This indicates multiple installed kernel versions. 
Keeping previous kernels allows administrators to rollback if a new kernel fails. 

Removing Old Kernels 
Old kernels may consume disk space in the /boot partition. 
Administrators can remove unused kernels using: 
 

sudo apt autoremove 

Example output: 

Removing linux-image-5.15.0-85-generic 

This safely removes obsolete kernel packages. 

Kernel Boot Management 
Ubuntu uses the GRUB bootloader to manage kernel selection during system 
startup. 
The bootloader allows administrators to: 

●​ select alternative kernels 
●​ access recovery mode 
●​ troubleshoot boot problems 

To update GRUB configuration after kernel updates: 

sudo update-grub 

Example output: 

Found linux image: /boot/vmlinuz-5.15.0-94-generic 
 

 



 

Reboot Requirements After Kernel Updates 
Unlike many application updates, kernel updates require a system reboot to 
become active. This is because the kernel cannot be replaced while running. 
Example message after upgrade: 
 

System restart required 

Administrators can verify if a reboot is needed: 

cat /var/run/reboot-required 

Example output: 

*** System restart required *** 

Reboot Policies 
In production environments, reboot policies must be carefully designed. 
Reboot policies determine: 

●​ when reboots are allowed 
●​ how services are restarted 
●​ how administrators notify users 

Typical reboot policy considerations include: 

●​ maintenance windows 
●​ service availability requirements 
●​ business impact of downtime 

Organizations often schedule reboots during low-traffic periods. 

Example Reboot Procedure 

A controlled reboot procedure might include the following steps: 

Step 1 — verify active users. 

 
who 

Example output: 

student  pts/0 2026-03-15 10:00 

Step 2 — notify users. 

Example message: 

wall "System maintenance will begin in 10 minutes" 

 



 

Step 3 — restart the system. 

sudo reboot 

Example output: 

Broadcast message from root: 
The system is going down for reboot NOW! 

Monitoring System Boot Logs 
After rebooting, administrators should verify system status. 
Example command: 
 

journalctl -b 

Example output: 

systemd: Starting OpenSSH server... 
systemd: Started OpenSSH server. 

The -b option shows logs from the current boot session. 

Downtime Planning 
Downtime planning is an important part of system maintenance. 
Downtime refers to the period during which services are unavailable. 
Administrators must minimize downtime while performing necessary updates. 
Key planning considerations include: 
 

●​ identifying critical services 
●​ notifying stakeholders 
●​ scheduling maintenance windows 
●​ verifying backups before updates 

Example Maintenance Window Plan 

A typical maintenance plan may follow this structure: 

Preparation phase 
        ↓ 
Backup verification 
        ↓ 
System updates 
        ↓ 
Controlled reboot 
        ↓ 
Service verification 

This structured approach ensures minimal disruption. 

 



 

Example Post-Update Verification 

After reboot, administrators should verify system functionality. 

Check kernel version: 

uname -r 

Example output: 

5.15.0-94-generic 

Verify services: 

systemctl status nginx 

Example output: 

nginx.service active (running) 

Check system logs: 

journalctl -p err -b 

Example output: 

No critical errors detected 

Illustration: Kernel Update Workflow 

Kernel updates typically follow this lifecycle: 

Repository update 
       ↓ 
Package installation 
       ↓ 
Kernel installation 
       ↓ 
System reboot 
       ↓ 
Kernel activated 

Understanding this process helps administrators manage updates safely. 

 

 



 

Best Practices for Kernel Maintenance 
Administrators should follow several best practices. 
 
Kernel Management 

regularly apply security updates​
maintain previous kernel versions for rollback​
monitor system compatibility after upgrades 

 
Operational Policies 

schedule maintenance windows​
notify users before reboot operations​
document update procedures 

 
Security Considerations 

apply kernel security patches promptly​
verify system logs after updates​
monitor system stability 

Key Takeaways 

Kernel updates are a critical component of Linux system maintenance. 

Important lessons include: 

●​ the kernel is the core component of the operating system 
●​ kernel updates often require system reboot operations 
●​ reboot policies help maintain service availability 
●​ downtime planning minimizes disruption during updates 

Important commands introduced in this chapter include: 

uname -r 
apt update 
apt upgrade 
apt autoremove 
update-grub 
reboot 
journalctl -b 

By implementing structured kernel update procedures, administrators can maintain secure, 
stable, and reliable Ubuntu systems. 

 
 
 

 

 



 

Chapter 26 — Storage Maintenance 

Introduction 

Storage systems are a critical component of any Linux server environment. Every service 
running on the system depends on reliable storage for tasks such as: 

●​ storing application data 
●​ logging system events 
●​ maintaining configuration files 
●​ hosting databases and backups 

If storage systems fail or become overloaded, services may stop functioning properly. 
Therefore, administrators must regularly perform storage maintenance and disk health 
monitoring. 

Storage maintenance involves several key activities: 

●​ monitoring disk usage 
●​ checking filesystem integrity 
●​ diagnosing hardware problems 
●​ planning storage capacity 

By monitoring these factors, administrators can detect potential problems before they 
cause system outages or data loss. 

This chapter explores practical techniques for monitoring and maintaining storage systems in 
Ubuntu. 

Disk Monitoring 

One of the most important administrative tasks is monitoring disk usage. If a filesystem 
becomes full, applications may fail to write data, causing system instability. 

Common symptoms of disk exhaustion include: 

●​ application crashes 
●​ log file errors 
●​ database write failures 
●​ system service interruptions 

Administrators must regularly monitor disk usage. 

 

 



 

Checking Disk Usage with df 

The df (disk free) command displays disk usage statistics. 

Run the command: 

df -h 

Example output: 

Filesystem      Size  Used Avail Use% Mounted on 
/dev/sda1        50G   20G   28G  42% / 
/dev/sdb1       200G  150G   50G  75% /data 

Explanation: 

Column Meaning 

Filesystem storage device 

Size total disk capacity 

Used used disk space 

Avail available space 

Use% percentage utilization 

Mounted on mount point 

Administrators should monitor the Use% column carefully. 
A filesystem approaching 90–100% utilization may require immediate attention. 

Identifying Disk Devices with lsblk 

The lsblk (list block devices) command displays information about storage devices 
and partitions. 

Run: 

lsblk 

Example output: 

NAME   MAJ:MIN RM  SIZE RO TYPE MOUNTPOINT 
sda      8:0    0   50G  0 disk 
├─sda1   8:1    0   50G  0 part / 
sdb      8:16   0  200G  0 disk 
└─sdb1   8:17   0  200G  0 part /data 

 

 



 

Explanation: 

Field Meaning 

NAME device name 

SIZE disk capacity 

TYPE disk or partition 

MOUNTPOINT mounted filesystem 

This command helps administrators understand how disks are structured. 

Filesystem Health 

Filesystems manage how data is stored and retrieved from disks. 

Over time, filesystems may become corrupted due to: 

●​ improper shutdowns 
●​ hardware failures 
●​ power outages 
●​ software bugs 

Administrators must periodically verify filesystem integrity. 

Checking Filesystem Integrity with fsck 
The fsck (filesystem check) utility verifies filesystem consistency. 
Example command: 
 

sudo fsck /dev/sda1 

Example output: 

/dev/sda1: clean, 235000 files, 1200000 blocks 

Explanation: 

Field Meaning 

clean filesystem is healthy 

files number of files 

blocks allocated disk blocks 

If errors are detected, fsck may attempt automatic repair. 
Administrators should run fsck carefully, preferably when the filesystem is not 
mounted. 

 



 

Monitoring Disk Health with SMART 

Modern hard drives and SSDs include a monitoring technology called SMART 
(Self-Monitoring, Analysis and Reporting Technology). SMART provides diagnostic 
information about disk health. SMART can detect early warning signs such as: 

●​ bad sectors 
●​ read errors 
●​ overheating 
●​ hardware degradation 

Monitoring SMART data allows administrators to replace failing disks before catastrophic 
failure occurs. 

Installing SMART Tools 
Ubuntu provides SMART monitoring tools through the smartmontools package. 
Install the tools using: 
 

sudo apt install smartmontools 

Example output: 

Setting up smartmontools... 

Checking Disk Health with smartctl 
The smartctl command retrieves SMART diagnostic information. 
Example command: 
 

sudo smartctl -a /dev/sda 

Example output: 

SMART overall-health self-assessment test result: PASSED 

Additional information may include: 

Temperature: 35°C 
Reallocated_Sector_Ct: 0 
Power_On_Hours: 1200 

 

 



 

Explanation: 

Metric Meaning 

Temperature disk temperature 

Reallocated sectors damaged sectors 
replaced 

Power_On_Hours disk operating time 

A high number of reallocated sectors may indicate disk failure. 

Running SMART Self-Tests 
Administrators can run SMART diagnostic tests. 
Example short test: 
 

sudo smartctl -t short /dev/sda 

Example output: 

Please wait 2 minutes for test to complete 

Check results: 

sudo smartctl -l selftest /dev/sda 

Example output: 

Self-test routine completed without error 

These tests help verify disk reliability. 

Monitoring Storage Capacity 
Administrators should also monitor storage growth trends. 
Example command: 
 

du -sh /var/log 

Example output: 

1.2G /var/log 
 

This shows the size of the log directory. 
Large directories may indicate excessive log generation. 

 



 

Example Storage Troubleshooting Scenario 

Suppose a system reports disk errors. 

Step 1 — check disk usage: 

df -h 

Step 2 — identify disk devices: 

lsblk 

Step 3 — check disk health: 

sudo smartctl -a /dev/sda 

Step 4 — verify filesystem integrity: 

sudo fsck /dev/sda1 

These commands help administrators diagnose storage problems. 

Illustration: Storage Monitoring Workflow 

A typical storage monitoring process follows this sequence: 

Disk utilization check 
        ↓ 
Filesystem verification 
        ↓ 
SMART diagnostics 
        ↓ 
Preventive maintenance 

This workflow allows administrators to detect issues early. 

 

 



 

Best Practices for Storage Maintenance 
Administrators should follow several guidelines. 
 
Disk Monitoring 

monitor disk usage regularly​
track storage growth trends​
investigate high utilization levels 

 
Filesystem Maintenance 

verify filesystem integrity periodically​
repair filesystem errors promptly 

 
Hardware Diagnostics 

monitor SMART health indicators​
replace disks showing failure signs 

 
Operational Reliability 

maintain storage backups 
document disk configurations​
plan storage capacity upgrades 

Key Takeaways 

Storage maintenance is essential for maintaining reliable Ubuntu servers. 

Important lessons include: 

●​ disk monitoring prevents storage exhaustion 
●​ filesystem health checks detect corruption 
●​ SMART diagnostics identify failing disks 

Important commands introduced in this chapter include: 

df -h 
lsblk 
smartctl 
fsck 
du 

By implementing regular storage monitoring and maintenance procedures, 
administrators can ensure long-term reliability and stability of Ubuntu storage 
systems. 

 



 

PART IX - Production Operations 

Chapter 27 — Change Management 

Introduction 

In production environments, system administrators frequently perform changes such as: 

●​ installing software updates 
●​ modifying system configurations 
●​ deploying new applications 
●​ adjusting security policies 
●​ upgrading hardware or infrastructure 

While these changes are necessary, they may introduce unexpected issues if performed 
without proper planning. 

For example, a small configuration change may result in: 

●​ service outages 
●​ application failures 
●​ network disruptions 
●​ security vulnerabilities 

Therefore, organizations implement change management processes to ensure that system 
modifications are performed in a controlled, documented, and predictable manner. 

Change management helps administrators: 

●​ reduce operational risks 
●​ maintain system stability 
●​ track configuration history 
●​ recover quickly from mistakes 

Understanding change management practices is essential for operating secure and reliable 
Ubuntu systems. 

 

 



 

Understanding Change Management 

Change management is the structured process used to control modifications to systems 
and infrastructure. 

A typical change workflow may look like this: 

Change request 
       ↓ 
Review and approval 
       ↓ 
Scheduled implementation 
       ↓ 
Verification and monitoring 

This process ensures that changes are reviewed and documented before implementation. 

Configuration Control 

One of the most important aspects of change management is configuration control. 

Configuration control ensures that system settings remain consistent, traceable, and 
recoverable. 

Administrators must track changes to critical configuration files such as: 

●​ /etc/ssh/sshd_config 
●​ /etc/nginx/nginx.conf 
●​ /etc/fstab 
●​ /etc/netplan/*.yaml 

These files control important system behavior. 

Tracking Configuration Changes 

Administrators should monitor configuration changes using version control or system 
auditing tools. Example command to inspect configuration files: 

ls /etc 

Example output: 

ssh 
nginx 
systemd 
netplan 

 

 



 

Administrators may inspect file modifications using: 

ls -l /etc/ssh/sshd_config 

Example output: 

-rw-r--r-- 1 root root 3450 Mar 12 10:20 
/etc/ssh/sshd_config 

This shows the last modification time. 

Monitoring Configuration Changes 
Administrators can also monitor changes through system logs. 
Example command: 
 

journalctl -xe 

Example output: 

systemd: Reloading OpenSSH server configuration 

This indicates that the SSH configuration was updated. 

Using Version Control for Configuration 

Many administrators store configuration files in version control systems such as 
Git. Example workflow: 

Configuration file 
        ↓ 
Version control repository 
        ↓ 
Change tracking 

Example commands: 

git init 
git add sshd_config 
git commit -m "Initial SSH configuration" 

Benefits include: 

●​ tracking configuration history 
●​ comparing configuration versions 
●​ restoring previous configurations 

This approach improves system reliability. 

 



 

Maintenance Windows 

A maintenance window is a scheduled period during which administrators perform system 
updates or infrastructure modifications. 

Maintenance windows allow administrators to: 

●​ apply updates safely 
●​ restart services 
●​ upgrade infrastructure 
●​ test new configurations 

These windows are typically scheduled during low system usage periods. 

Example maintenance window schedule: 

Sunday 02:00 – 04:00 AM 

During this period, administrators may perform system maintenance. 

Example Maintenance Workflow 

A structured maintenance workflow may include: 

Step 1 — notify users. 

wall "System maintenance scheduled at 02:00 AM" 
Example output: 

Broadcast message from root: 
System maintenance scheduled at 02:00 AM 

Step 2 — verify active sessions. 

who 
Example output: 

student pts/0 2026-03-20 01:45 

Step 3 — perform system updates. 

sudo apt update 
sudo apt upgrade 

Step 4 — restart services if necessary. 

sudo systemctl restart nginx 

 



 

Step 5 — verify system functionality. 

Monitoring System Status After Changes 

After implementing changes, administrators should verify that services are 
functioning normally. 

Example command: 

systemctl status nginx 

Example output: 

nginx.service active (running) 

Another useful command: 

ss -tulpn 

Example output: 

tcp LISTEN 0 128 0.0.0.0:80 users:(("nginx")) 

This confirms that the service is listening for connections. 

Documentation 

Proper documentation is essential for successful change management. 

Documentation allows administrators to: 

●​ understand system configurations 
●​ review previous changes 
●​ troubleshoot problems quickly 

Documentation should include: 

●​ system architecture diagrams 
●​ configuration settings 
●​ maintenance procedures 
●​ recovery instructions 

 

 

 



 

Example Change Documentation 

A change log entry might include: 

Date: 2026-03-20 

Change: Updated nginx configuration 

Reason: Security hardening 

Administrator: sysadmin01 

Maintaining a change log ensures transparency. 

Example Change Incident Investigation 
Suppose a system service stops working after configuration changes. 
Administrators may investigate the issue using logs. 
Example command: 
 

journalctl -u nginx 

Example output: 

nginx: configuration file syntax error 

Administrators can test the configuration: 

nginx -t 

Example output: 

nginx: configuration file /etc/nginx/nginx.conf test is 
successful 

This helps verify configuration correctness. 

Illustration: Change Management Cycle 

Effective change management follows a continuous cycle. 

Plan change 
      ↓ 
Implement change 
      ↓ 
Verify results 
      ↓ 
Document change 

This cycle ensures operational consistency. 

 



 

Best Practices for Change Management 
Administrators should follow several best practices. 
 
Configuration Control 

track configuration changes carefully​
maintain configuration backups​
review changes before deployment 

 
Maintenance Planning 

schedule maintenance windows​
notify affected users​
verify system status after updates 

 
Documentation 

maintain system documentation​
record configuration changes​
document troubleshooting procedures 

Key Takeaways 

Change management ensures safe and controlled system modifications. 

Important lessons include: 

●​ configuration control maintains system consistency 
●​ maintenance windows minimize service disruption 
●​ documentation helps administrators understand system changes 

Important commands introduced in this chapter include: 

journalctl 
systemctl status 
ss -tulpn 
wall 
who 

By implementing structured change management processes, administrators can 
maintain secure, stable, and well-documented Ubuntu systems. 

 

 

 

 

 

 



 

Chapter 28 — Incident Response for Linux 

Introduction 

Despite strong security controls, Linux systems may still experience security incidents. 
These incidents may involve unauthorized access, malware infections, or exploitation of 
system vulnerabilities. 

Examples of common Linux security incidents include: 

●​ brute-force login attempts 
●​ compromised user accounts 
●​ unauthorized service installation 
●​ malware or rootkit infections 
●​ data exfiltration attempts 

When such events occur, administrators must respond quickly to minimize damage. 

The process of detecting, analyzing, and resolving security events is known as incident 
response. 

Effective incident response allows organizations to: 

●​ detect intrusions early 
●​ prevent further damage 
●​ restore system integrity 
●​ strengthen future defenses 

Incident response typically involves three key phases: 

●​ identification 
●​ investigation 
●​ containment 

Understanding Security Incidents 

A security incident is any event that threatens the confidentiality, integrity, or availability of a 
system. Examples of suspicious indicators include: 

●​ repeated login failures 
●​ unexpected network connections 
●​ new or unknown system processes 
●​ unexpected configuration changes 
●​ unusual disk or CPU activity 

These indicators may suggest that a system is under attack. 

 



 

Incident Response Workflow 

Incident response follows a structured workflow. 

Security alert detected 
        ↓ 
Investigate system activity 
        ↓ 
Identify root cause 
        ↓ 
Contain threat 
        ↓ 
Recover system 

Administrators must follow this process carefully to avoid destroying valuable forensic 
evidence. 

Detecting Security Incidents 

Security incidents are often detected through system monitoring tools or log analysis. 

Common detection sources include: 

●​ system logs 
●​ authentication logs 
●​ firewall logs 
●​ intrusion detection alerts 

Administrators should monitor these logs regularly. 

Log Investigation 
Logs provide critical evidence during incident investigations. 
Ubuntu systems record security events in several log files. 
Important log locations include: 

Log File Description 

/var/log/auth.log authentication events 

/var/log/syslog general system events 

/var/log/kern.log kernel messages 

/var/log/nginx/access.log web server access logs 

These logs help administrators understand what occurred during the incident. 

 

 



 

Investigating Authentication Logs 

One common security issue is brute-force login attacks. 

Administrators can inspect authentication logs using: 

grep "Failed password" /var/log/auth.log 

Example output: 

Failed password for root from 203.0.113.10 port 50022 
ssh2 
Failed password for root from 203.0.113.10 port 50024 
ssh2 

This indicates repeated failed login attempts. 

Administrators may also check successful logins. 

grep "Accepted password" /var/log/auth.log 

Example output: 

Accepted password for student from 192.168.1.20 

Unexpected login locations should be investigated. 

Using journalctl for Incident Analysis 

Modern Ubuntu systems store logs in the systemd journal. 

Administrators can inspect logs using: 

journalctl -xe 

Example output: 

sshd[2101]: Failed password for root from 203.0.113.10 

To analyze logs for a specific service: 

journalctl -u ssh 

Example output: 

sshd[2301]: Accepted publickey for admin 

These logs help reconstruct system events. 

 

 



 

Investigating Running Processes 
Attackers may install malicious programs. 
Administrators should inspect running processes. 
Example command: 
 

ps aux 

Example output: 

USER     PID %CPU %MEM COMMAND 
root    3241  0.5  0.3 /usr/sbin/sshd 
unknown 4501 90.1  2.3 suspicious_binary 

 
A suspicious process consuming excessive resources may indicate compromise. 
Administrators should investigate such processes immediately. 

Checking Network Activity 
Unauthorized network connections may indicate a security breach. 
Example command: 
 

ss -tulpn 

Example output: 

tcp LISTEN 0 128 0.0.0.0:4444 
users:(("unknown_service")) 
 

Unexpected open ports may indicate malicious services. 
Administrators may also use: 
 

netstat -tulpn 

to inspect active connections. 

Containment 
Once a security incident is confirmed, administrators must contain the threat. 
Containment prevents attackers from causing further damage. 
Containment actions may include: 
 

●​ disabling compromised user accounts 
●​ stopping malicious processes 
●​ blocking attacker IP addresses 
●​ isolating affected systems 

 

 



 

Terminating Malicious Processes 
If a malicious process is identified, administrators may terminate it. 
Example command: 
 

kill 4501 

Example output: 

Process 4501 terminated 

If necessary, a forced termination may be used: 

kill -9 4501 

Blocking Malicious IP Addresses 
Administrators may block attacking IP addresses using firewall rules. 
Example command: 
 

sudo ufw deny from 203.0.113.10 

Example output: 

Rule added 

This prevents the attacker from reconnecting. 

Isolating Compromised Systems 
In severe incidents, administrators may isolate the system from the network. 
Example command: 
 

sudo ip link set eth0 down 
 
This disables network connectivity temporarily. 
Isolation prevents attackers from continuing their activities. 

Example Incident Response Scenario 

Suppose administrators detect unusual login attempts. 

Step 1 — examine authentication logs. 
grep "Failed password" /var/log/auth.log 

Step 2 — check active processes. 
ps aux 

Step 3 — inspect open network ports. 
ss -tulpn 

 



 

Step 4 — block suspicious IP addresses. 

sudo ufw deny from 203.0.113.10 

Step 5 — monitor system logs for further activity. 

This systematic approach helps administrators control the incident. 

Illustration: Incident Response Lifecycle 

The incident response process typically follows this model. 

Detection 
     ↓ 
Investigation 
     ↓ 
Containment 
     ↓ 
Recovery 

Following this structure ensures that incidents are handled effectively. 

Best Practices for Incident Response 
Administrators should follow several best practices. 
 
Detection 

monitor system logs regularly​
deploy intrusion detection systems​
analyze authentication events 
 

Investigation 
preserve logs and evidence​
identify suspicious processes​
analyze network activity 
 

Containment 
isolate compromised systems​
block malicious IP addresses​
terminate unauthorized processes 

 
Recovery 

restore systems from backups​
apply security patches​
review security policies 

 

 



 

Key Takeaways 

Incident response is an essential part of Linux security operations. 

Important lessons include: 

●​ security incidents must be detected quickly 
●​ log investigation provides critical evidence 
●​ containment prevents further damage 

Important commands introduced in this chapter include: 

journalctl 
grep 
ps aux 
ss -tulpn 
kill 
ufw deny 

By implementing structured incident response procedures, administrators can 
effectively detect, investigate, and contain security incidents on Ubuntu 
systems. 

 
 
 

 

 



 

Chapter 29 — Performance Tuning 

Introduction 

System performance is a critical aspect of Linux administration. Even well-designed systems 
may experience performance degradation due to: 

●​ increasing workload 
●​ inefficient applications 
●​ insufficient system resources 
●​ configuration issues 

Performance tuning is the process of optimizing system resources to ensure that services 
run efficiently. 

Typical goals of performance tuning include: 

●​ improving response time 
●​ reducing resource bottlenecks 
●​ optimizing hardware utilization 
●​ ensuring stable service delivery 

Ubuntu administrators must monitor and tune several c 

Understanding Performance Bottlenecks 

A performance bottleneck occurs when a system component cannot handle the workload 
efficiently. 

Common bottlenecks include: 
 

●​ high CPU utilization 
●​ insufficient memory 
●​ heavy disk I/O activity 
●​ slow network throughput 

Example system performance workflow: 

User requests 
      ↓ 
Application processing 
      ↓ 
CPU / Memory / Disk resources 
      ↓ 
Response generated 

If any component becomes overloaded, overall system performance will degrade. 

 



 

CPU Tuning 

The CPU (Central Processing Unit) executes system instructions and processes 
application workloads. 

High CPU usage may indicate: 

●​ inefficient programs 
●​ heavy system workloads 
●​ infinite loops or runaway processes 

Administrators must monitor CPU usage to detect these issues. 

Monitoring CPU Usage 

The most common tool for monitoring CPU activity is the top command. 

Run: 

top 

Example output: 

top - 10:20:31 up 5 days, load average: 1.20, 0.95, 0.80 
Tasks: 200 total, 2 running, 198 sleeping 
%Cpu(s): 25.0 us, 5.0 sy, 70.0 id 

Explanation: 

Metric Meaning 

us user CPU usage 

sy system CPU usage 

id idle CPU 

A high us or sy value indicates heavy CPU usage. 

 

 



 

Identifying CPU-Intensive Processes 
Administrators can identify heavy CPU consumers. 
Example: 
 

ps aux --sort=-%cpu 

Example output: 

USER      PID %CPU COMMAND 
mysql    2451 80.1 mysqld 
student  4520 30.5 python 

This indicates that MySQL and a Python process are consuming most CPU 
resources. 

Adjusting Process Priority 

Administrators can adjust CPU scheduling priority using nice and renice. 

Example: 

renice 10 -p 4520 

Example output: 

4520 (process ID) old priority 0, new priority 10 
 

This reduces the CPU priority of the process. 
Lower priority values allow critical services to run more efficiently. 

Memory Tuning 

Memory plays an important role in system performance. If memory usage becomes 
excessive, the system may begin using swap space, which significantly slows performance. 

Common memory issues include: 

●​ memory leaks 
●​ excessive caching 
●​ insufficient RAM 

Administrators must monitor memory utilization carefully. 

 

 



 

Checking Memory Usage 

Use the command: 

free -h 

Example output: 

             total   used   free   shared   buff/cache 
Mem:          8GB     3GB    2GB     200MB      3GB 
Swap:         2GB     0B      2GB 

Explanation: 

Field Meaning 

total total system memory 

used currently used memory 

free unused memory 

buff/cache cached data 

Linux uses caching to improve performance. 

Monitoring Memory with vmstat 
Another useful tool is vmstat. 
Run: 

vmstat 2 

Example output: 

procs --------memory-------- ---cpu--- 
 r  b   swpd   free  buff cache   us sy id 
 1  0     0   500000  30000 200000 10  5 85 

Explanation: 

Column Meaning 

r running processes 

swpd swap usage 

us user CPU 

id idle CPU 

 



 

High swap usage may indicate insufficient memory. 

Disk Optimization 

Disk performance significantly affects system speed, especially for workloads such as: 

●​ databases 
●​ logging systems 
●​ file servers 

Heavy disk I/O can cause performance delays. 
Administrators must monitor disk activity. 

Monitoring Disk I/O 
Use the iostat command to analyze disk activity. 
Install the monitoring tool: 
 

sudo apt install sysstat 

Run: 

iostat -x 2 

Example output: 

Device: r/s  w/s  rkB/s  wkB/s  %util 
sda     20   10   300    200    40% 

Explanation: 

Metric Meaning 

r/s read operations per second 

w/s write operations per second 

%util disk utilization 

If disk utilization approaches 100%, the disk may be overloaded. 

 

 



 

Disk Performance Investigation 

Administrators can identify disk-intensive processes using: 

iotop 

Example output: 

Total DISK READ: 10.00 M/s 
PID USER DISK READ COMMAND 
2451 mysql 5.00 M/s mysqld 

This indicates that the MySQL server is generating heavy disk activity. 

Optimizing Disk Usage 

Administrators may optimize disk performance by: 

●​ using faster storage devices (SSD) 
●​ separating system and data partitions 
●​ optimizing database configuration 
●​ cleaning unnecessary files 

Example command for checking disk usage: 

df -h 

Example output: 

Filesystem Size Used Avail Use% 
/dev/sda1   50G  30G   20G  60% 

Example Performance Troubleshooting Scenario 
Suppose users report slow application response. 

Step 1 — check CPU load. 
top 

Step 2 — inspect memory usage. 
free -h 

Step 3 — analyze disk I/O. 
iostat -x 2 

Step 4 — inspect processes. 
ps aux 

 
This process helps identify performance bottlenecks. 

 



 

Illustration: System Performance Model 

System performance depends on multiple components. 

Applications 
      ↓ 
CPU 
      ↓ 
Memory 
      ↓ 
Disk I/O 

If any component becomes overloaded, system performance decreases. 

Best Practices for Performance Tuning 
Administrators should follow several guidelines. 
 
CPU Optimization 

monitor system load regularly​
identify resource-intensive processes​
adjust process priorities when needed 

 
Memory Management 

monitor swap usage​
detect memory leaks​
optimize application memory usage 

 
Disk Performance 

monitor disk I/O activity​
clean unnecessary files​
distribute workloads across storage devices 

 

 



 

Key Takeaways 

Performance tuning helps administrators maintain efficient and reliable systems. 

Important lessons include 

●​ CPU monitoring identifies heavy workloads 
●​ memory tuning prevents swap-related slowdowns 
●​ disk optimization improves system responsiveness 

Important commands introduced in this chapter include: 

top 
ps aux 
free -h 
vmstat 
iostat 
df -h 

By applying systematic performance tuning techniques, administrators can ensure 
Ubuntu servers operate efficiently even under heavy workloads. 

 
 

 

 

 



 

PART X - Modern Security Architecture 

Chapter 30 — Zero Trust for Linux Infrastructure 

Introduction 

Traditional network security models relied heavily on the concept of a trusted internal 
network. Once a user or device entered the internal network, it was often granted broad 
access to resources. 

However, modern cyber threats have shown that this model is no longer sufficient. Attackers 
frequently compromise internal systems and move laterally across networks. To address 
these challenges, many organizations are adopting the Zero Trust security model. The 
fundamental principle of Zero Trust is simple: 

“Never trust, always verify.” 

In a Zero Trust architecture: 

●​ no device is automatically trusted 
●​ every access request must be verified 
●​ every service interaction must be authenticated 

This approach significantly reduces the risk of lateral movement and internal attacks. 
In Linux environments, Zero Trust can be implemented through several strategies: 

●​ identity-based security 
●​ microsegmentation 
●​ service authentication 

These principles help protect modern infrastructure such as: 

●​ cloud servers 
●​ container platforms 
●​ microservices environments 
●​ distributed systems 

Understanding Zero Trust Architecture 

Zero Trust assumes that any system or network may already be compromised. 

Instead of relying on network location, Zero Trust focuses on identity verification 
and strict access control. 

Illustration of traditional vs Zero Trust models: 

 

 



 

Traditional Security Model 
 

User → Internal Network → Full Access 
 
Zero Trust Model 
 

User → Identity Verification → Policy Enforcement → 
Resource Access 

This model ensures that access decisions are made based on identity and policy 
rather than network location. 

Identity-Based Security 

In Zero Trust environments, identity becomes the primary security boundary. 

Access decisions are based on: 

●​ user identity 
●​ device identity 
●​ service identity 

Instead of trusting network location, systems verify who or what is requesting 
access. 

Examples of identity verification methods include: 

●​ SSH key authentication 
●​ multi-factor authentication (MFA) 
●​ certificate-based authentication 
●​ identity providers (IdP) 

SSH Key-Based Identity Authentication 

One common example of identity-based security in Linux is SSH key 
authentication. 

Generate a key pair: 

ssh-keygen -t ed25519 

Example output: 

Generating public/private ed25519 key pair. 
Your identification has been saved in ~/.ssh/id_ed25519 

Copy the key to a remote server: 

ssh-copy-id user@server01 

 



 

Example connection: 

ssh user@server01 

Output: 

Welcome to Ubuntu 24.04 LTS 
This method eliminates the need for password 
authentication and improves security. 
Administrators can enforce key-based authentication by 
modifying the SSH configuration. 

Edit: 

sudo nano /etc/ssh/sshd_config 

Recommended settings: 

PasswordAuthentication no 
PermitRootLogin no 

Restart the SSH service: 

sudo systemctl restart ssh 

This ensures that only authenticated identities can access the system. 

Service Identity in Linux Infrastructure 

Zero Trust environments also require authentication between services. 

For example: 

●​ web servers connecting to databases 
●​ microservices communicating internally 
●​ container workloads interacting with APIs 

Each service must prove its identity. 

This is typically done using: 

●​ TLS certificates 
●​ mutual TLS (mTLS) 

Example TLS connection workflow: 

Service A 
   ↓ certificate verification 
Service B 

Both services authenticate each other before communication begins. 

 



 

Microsegmentation 

Another key principle of Zero Trust is microsegmentation. Microsegmentation 
divides infrastructure into small, isolated security zones. Instead of allowing 
unrestricted internal communication, each system is restricted to only the services it 
needs. 

Example segmentation: 

Database Server 
     ↑ only accessible by 
Application Server 
     ↑ only accessible by 
Load Balancer 

If an attacker compromises one system, the damage is limited. 

Implementing Microsegmentation with Firewall Rules 

Linux firewalls can enforce microsegmentation policies. 

Example using UFW. 

Allow only application server access to the database. 

sudo ufw allow from 192.168.1.10 to any port 3306 

Example output: 

Rule added 

Block other connections: 

sudo ufw deny 3306 

Check firewall rules: 

sudo ufw status 

Example output: 

3306 ALLOW 192.168.1.10 
3306 DENY Anywhere 

This ensures that only authorized systems can access the database. 

 

 



 

Monitoring Network Access 
Administrators must continuously monitor network access. 
Example command: 
 

ss -tulpn 

Example output: 

tcp LISTEN 0 128 0.0.0.0:22 users:(("sshd")) 
tcp LISTEN 0 128 127.0.0.1:5432 users:(("postgres")) 
 

The output shows services and listening ports. 
Administrators should ensure that only necessary ports are exposed. 

Service Authentication 
In Zero Trust environments, services must authenticate each other securely. 
Common authentication mechanisms include: 
 

●​ TLS certificates 
●​ API tokens 
●​ service identity frameworks 

Example secure API access using curl: 

curl https://api.example.com \ 
  --cert client.pem \ 
  --key client.key 

Example response: 

HTTP/1.1 200 OK 
Authenticated service request 

This demonstrates certificate-based authentication. 

Log Monitoring for Zero Trust Enforcement 
Security logs help detect unauthorized access attempts. 
Example command: 
 

journalctl -u ssh 

Example output: 

sshd[2101]: Failed publickey for unknown user 
 

 

 



 

Administrators should investigate repeated failures. 
Another useful command: 
 

grep "Failed password" /var/log/auth.log 

Example output: 

Failed password for root from 203.0.113.10 

These logs may indicate brute-force attempts. 

Example Zero Trust Workflow 

A simplified Zero Trust access flow may look like this: 

User request 
      ↓ 
Identity verification 
      ↓ 
Policy evaluation 
      ↓ 
Access granted to specific resource 

Each request is verified independently. 

Best Practices for Zero Trust in Linux 
Administrators should follow several best practices. 
 
Identity Security 

use SSH key authentication​
enable multi-factor authentication​
avoid password-based login 
 

Network Segmentation 
restrict service communication​
enforce firewall policies​
limit exposed ports 
 

Service Authentication 
implement TLS encryption​
use certificate-based authentication​
protect APIs with tokens or certificates 

 

 



 

Key Takeaways 

Zero Trust provides a modern security framework for Linux infrastructure. 

Important lessons include: 

●​ identity is the primary security boundary 
●​ microsegmentation limits lateral movement 
●​ services must authenticate before communication 

Important commands introduced in this chapter include: 

ssh-keygen 
ssh-copy-id 
ufw allow 
ss -tulpn 
journalctl 

By implementing Zero Trust principles, administrators can build secure, resilient 
Ubuntu infrastructure capable of defending against modern cyber threats. 

 
 

 

 



 

Chapter 31 — Hardening Containers and Services 

Introduction 

Modern Linux infrastructures increasingly rely on containers to deploy and manage 
applications. Containers provide a lightweight alternative to virtual machines by sharing the 
host operating system kernel while isolating applications in separate environments. 

Popular container platforms include: 

●​ Docker 
●​ containerd 
●​ Kubernetes 

Containers provide many advantages: 

●​ faster application deployment 
●​ simplified dependency management 
●​ improved scalability 

However, containers also introduce new security risks. 

Because containers share the host kernel, a compromised container may potentially affect 
the host system if security controls are weak. 

Administrators must therefore apply container hardening techniques to protect both: 

●​ the container runtime 
●​ the host operating system 

This chapter explores practical techniques for securing containerized workloads in Ubuntu 
environments. 

Understanding Container Security Risks 

Containers operate differently from traditional virtual machines. 

In a traditional VM architecture: 

Applications 
      ↓ 
Guest OS 
      ↓ 
Hypervisor 
      ↓ 
Host OS 

 

 

 



 

In a container architecture: 

Applications 
      ↓ 
Container runtime 
      ↓ 
Shared Linux kernel 
      ↓ 
Host OS 

 

Because containers share the host kernel, vulnerabilities may allow attackers to 
escape the container environment. 

Common container security risks include: 

●​ container escape vulnerabilities 
●​ privileged container execution 
●​ insecure container images 
●​ exposed container services 
●​ weak runtime isolation 

Administrators must understand these risks before deploying containers in production 
systems. 

Docker Security Fundamentals 

Docker is one of the most widely used container platforms on Linux. 

Administrators can check whether Docker is installed using: 

docker --version 

Example output: 

Docker version 24.0.5, build abc123 

List running containers: 

docker ps 

Example output: 

CONTAINER ID   IMAGE     COMMAND      PORTS 
8c5f2a1d       nginx     "nginx -g"   0.0.0.0:80->80/tcp 

Administrators should regularly inspect running containers to ensure that only 
authorized services are active. 

 

 



 

Securing Docker Daemon Access 

The Docker daemon runs with root privileges. Unauthorized access to the Docker 
daemon can allow attackers to control the host system. 

Administrators should restrict Docker access carefully. 

Check Docker service status: 

systemctl status docker 

Example output: 

docker.service active (running) 

Only trusted users should belong to the Docker group. 

Check group membership: 

groups 

Example output: 

user sudo docker 

Administrators should limit Docker group membership because Docker users 
effectively have root-level control over containers. 

Using Minimal Container Images 

Container security begins with the container image itself. Large images may contain 
unnecessary software that increases the attack surface. Best practices include: 

●​ using minimal base images 
●​ removing unnecessary packages 
●​ updating container dependencies 

Example minimal Dockerfile: 

FROM ubuntu:24.04 
RUN apt update && apt install -y nginx 
 

Administrators should regularly update container images. 
Example command: 
 

docker pull nginx 

Example output: 

Status: Downloaded newer image for nginx:latest 

 



 

Container Isolation 

Containers rely on several Linux kernel features to isolate processes. 

Key isolation mechanisms include: 

●​ namespaces 
●​ control groups (cgroups) 
●​ capabilities 
●​ seccomp filters 

These technologies restrict what containers can access. 

Illustration: 

Container A 
      ↓ namespace isolation 
Container B 
      ↓ namespace isolation 
Host system 

This prevents containers from interfering with each other. 

Inspecting Container Configuration 

Administrators can inspect container settings using: 

docker inspect container_id 

Example output: 

"HostConfig": { 
   "Privileged": false 
} 

If "Privileged": true, the container has full host privileges, which significantly 
increases risk. 

Administrators should avoid running privileged containers. 

 

 



 

Avoiding Privileged Containers 
Privileged containers bypass many Linux security restrictions. 
Example risky command: 
 

docker run --privileged ubuntu 

Privileged containers may access: 

●​ host devices 
●​ kernel features 
●​ system resources 

Administrators should instead use least privilege containers. 

Limiting Container Resources 
Administrators can limit container resource usage to prevent abuse. 
Example CPU restriction: 
 

docker run --cpus="1.0" nginx 

Example memory restriction: 

docker run --memory="512m" nginx 

These limits prevent containers from consuming excessive system resources. 

Monitoring Container Activity 
Administrators should monitor container activity regularly. 
Example command: 
 

docker stats 

Example output: 

CONTAINER ID   CPU %   MEM USAGE 
8c5f2a1d       2.3%    45MiB 

This command displays real-time resource usage. 

High resource usage may indicate: 

●​ inefficient applications 
●​ resource abuse 
●​ potential attacks 

 

 



 

Checking Open Ports in Containers 

Administrators should verify which services are exposed. 

Example command: 

ss -tulpn 

Example output: 

tcp LISTEN 0 128 0.0.0.0:80 users:(("docker-proxy")) 

Exposed ports should be limited to only necessary services. 

Container Runtime Security Risks 
Container runtime environments may introduce security vulnerabilities. 
Common runtime risks include: 
 

●​ container breakout attacks 
●​ insecure volume mounts 
●​ exposed Docker APIs 

Example risky container command: 

docker run -v /:/host ubuntu 

This mounts the host filesystem inside the container, potentially exposing sensitive 
system files. 

Administrators should avoid such configurations unless absolutely necessary. 

Monitoring Container Logs 
Container logs are important for detecting suspicious activity. 
Example command: 
 

docker logs container_id 

Example output: 

nginx: started worker process 

Unexpected log entries may indicate: 

●​ unauthorized access 
●​ application errors 
●​ suspicious behavior 

 

 



 

Administrators should also inspect system logs. 

journalctl -u docker 

Example output: 

docker: container started 

Example Container Security Investigation 
Suppose administrators suspect suspicious activity. 

Step 1 — list containers. 
docker ps 

Step 2 — inspect container configuration. 
docker inspect container_id 

Step 3 — check container logs. 
docker logs container_id 

Step 4 — inspect open network ports. 
ss -tulpn 

 
These steps help administrators identify container security issues. 

Illustration: Container Security Layers 

Container security relies on multiple defensive layers. 

Application security 
       ↓ 
Container isolation 
       ↓ 
Runtime controls 
       ↓ 
Host OS security 

Each layer strengthens overall system security. 

 

 



 

Best Practices for Container Hardening 
Administrators should follow several container security best practices. 
 
Container Image Security 

use minimal base images​
update container images regularly 
remove unnecessary software 

 
Runtime Security 

avoid privileged containers​
limit container resource usage​
restrict volume mounts 

 
Operational Monitoring 

monitor container logs​
inspect network exposure​
review container configurations regularly 

Key Takeaways 

Container hardening is essential for securing modern Linux infrastructure. 

Important lessons include: 

●​ containers share the host kernel and require strong isolation controls 
●​ Docker daemon access must be restricted 
●​ privileged containers increase security risks 

Important commands introduced in this chapter include: 

docker ps 
docker inspect 
docker logs 
docker stats 
ss -tulpn 
journalctl -u docker 

By implementing strong container security practices, administrators can ensure that 
Ubuntu-based container infrastructures remain secure, stable, and resilient 
against modern threats. 

 
 
 

 

 



 

PART XI - Troubleshooting Masterclass 

Chapter 32 — Diagnosing Linux Problems 

Introduction 

Even well-maintained Linux systems occasionally experience operational problems. These 
issues may result from: 

●​ hardware failures 
●​ configuration errors 
●​ software bugs 
●​ system updates 
●​ security incidents 

When problems occur, administrators must quickly determine the root cause and restore 
system functionality. 

This process is known as system troubleshooting or problem diagnosis. 

A structured troubleshooting methodology typically includes: 

●​ identifying symptoms 
●​ analyzing system logs 
●​ verifying system components 
●​ isolating the root cause 

Effective troubleshooting skills are essential for maintaining reliable and resilient Ubuntu 
infrastructure. 

Troubleshooting Methodology 
Professional system administrators typically follow a structured troubleshooting 
workflow. Example troubleshooting process: 
 

Problem detected 
       ↓ 
Collect system information 
       ↓ 
Analyze logs and metrics 
       ↓ 
Identify root cause 
       ↓ 
Apply corrective action 

This structured approach reduces guesswork and helps administrators solve 
problems efficiently. 

 



 

Boot Failure 

A boot failure occurs when the system cannot start properly. 

Common symptoms include: 

●​ system stuck at boot screen 
●​ kernel panic errors 
●​ GRUB bootloader errors 
●​ system entering emergency mode 

Boot failures may result from: 

●​ corrupted kernel files 
●​ damaged bootloader configuration 
●​ filesystem corruption 
●​ incorrect kernel parameters 

Administrators must diagnose boot issues carefully. 

Checking Boot Logs 

The first step in diagnosing boot problems is reviewing system logs. 

Example command: 

journalctl -xb 

Example output: 

kernel: EXT4-fs error (device sda1) 
systemd: Failed to mount /data 

Explanation: 

Component Meaning 

kernel kernel-level error 

systemd service startup failure 

The -b option displays logs from the current boot session. 

 

 



 

Inspecting Bootloader Configuration 

Boot issues may originate from the GRUB bootloader. 

Administrators can inspect the GRUB configuration: 

cat /boot/grub/grub.cfg 

Example output: 

menuentry 'Ubuntu, with Linux 6.5.0' { 
    linux /boot/vmlinuz-6.5.0 root=/dev/sda1 
} 

Administrators can regenerate GRUB configuration if necessary. 

sudo update-grub 

Example output: 

Found linux image: /boot/vmlinuz-6.5.0 

Booting into Recovery Mode 

Ubuntu provides a recovery mode for troubleshooting boot failures. 

Recovery mode allows administrators to: 

●​ repair filesystems 
●​ reset passwords 
●​ reinstall bootloader 
●​ repair packages 

Example recovery command: 

fsck -f /dev/sda1 

This checks and repairs filesystem errors 

Network Failure 

Network connectivity is critical for most Linux services. 

Common network problems include: 

●​ inability to reach external systems 
●​ DNS resolution failures 
●​ interface misconfiguration 
●​ firewall blocking traffic 

Administrators must verify several network components. 

 



 

Checking Network Interfaces 

First, verify that network interfaces are active. 

Example command: 

ip a 

Example output: 

2: eth0: <BROADCAST,MULTICAST,UP,LOWER_UP> 
    inet 192.168.1.100/24 

Explanation: 

Field Meaning 

eth0 network interface 

inet assigned IP address 

UP interface active 

If the interface is down, administrators can enable it. 

sudo ip link set eth0 up 

Testing Network Connectivity 

Administrators can test connectivity using ping. 

Example: 

ping -c 4 8.8.8.8 

Example output: 

64 bytes from 8.8.8.8: icmp_seq=1 ttl=117 time=20 ms 

If this works but DNS fails, the issue may be related to name resolution. 

 

 



 

Checking DNS Configuration 

DNS problems may prevent access to services. 

Inspect DNS configuration: 

cat /etc/resolv.conf 

Example output: 

nameserver 8.8.8.8 

Administrators can test DNS resolution. 

nslookup google.com 

Example output: 

Server: 8.8.8.8 
Address: 8.8.8.8#53 

Inspecting Network Connections 

Administrators should also check active network services. 

Example command: 

ss -tulpn 

Example output: 

tcp LISTEN 0 128 0.0.0.0:22 users:(("sshd")) 

This command shows services listening on network ports. 

Unexpected services may indicate misconfiguration or compromise. 

Disk Failure 

Storage problems may cause severe system failures. 

Symptoms of disk failure include: 

●​ slow system performance 
●​ filesystem errors 
●​ corrupted files 
●​ system crashes 

Administrators must investigate disk health. 

 



 

Checking Disk Usage 

First, verify disk utilization. 

df -h 

Example output: 

Filesystem Size Used Avail Use% 
/dev/sda1   50G  45G   5G  90% 

A full disk can cause system instability. 

Inspecting Block Devices 

Administrators should inspect storage devices. 

lsblk 

Example output: 

NAME   SIZE TYPE MOUNTPOINT 
sda    50G  disk 
└─sda1 50G  part / 

This command shows disk partitions and mount points. 

Checking Disk Health with SMART 

Modern drives provide diagnostic information using SMART technology. 

Example command: 

sudo smartctl -a /dev/sda 

Example output: 

SMART overall-health self-assessment test result: PASSED 

Important indicators include: 

Metric Meaning 

Reallocated sectors disk damage 

Temperature device temperature 

Power-on hours drive lifetime 

A failing disk should be replaced immediately. 

 



 

Investigating Disk Errors 

Administrators can check kernel logs for disk errors. 

dmesg | grep error 

Example output: 

EXT4-fs error (device sda1) 

Such messages may indicate filesystem corruption. 

Example Troubleshooting Scenario 
Suppose a server becomes unreachable. 

Step 1 — check system boot logs. 
journalctl -xb 

Step 2 — verify network interface. 
ip a 

Step 3 — test connectivity. 
ping 8.8.8.8 

Step 4 — inspect disk health. 
smartctl -a /dev/sda 

 
These steps help isolate the problem quickly. 

Illustration: Linux Troubleshooting Model 

System troubleshooting often follows this layered approach. 

Hardware layer 
       ↓ 
Kernel layer 
       ↓ 
System services 
       ↓ 
Applications 

Administrators should investigate issues layer by layer. 

 

 



 

Best Practices for Troubleshooting 
Administrators should follow these guidelines. 
 
Boot Troubleshooting 

analyze systemd boot logs​
verify GRUB configuration​
use recovery mode when necessary 

 
Network Troubleshooting 

verify network interfaces​
check DNS configuration​
inspect firewall rules 

 
Disk Troubleshooting 

monitor disk usage​
analyze SMART diagnostics 
repair filesystem errors 

Key Takeaways 

Diagnosing Linux problems requires a structured troubleshooting process. 

Important lessons include: 

●​ boot failures can often be diagnosed using journalctl logs 
●​ network problems require verifying interfaces, DNS, and connectivity 
●​ disk failures can be detected using SMART diagnostics 

Important commands introduced in this chapter include: 

journalctl -xb 
ip a 
ping 
ss -tulpn 
df -h 
lsblk 
smartctl 

By mastering systematic troubleshooting techniques, administrators can quickly 
diagnose and resolve Linux system failures, ensuring reliable and stable Ubuntu 
infrastructure. 

 
 
 
 

 

 



 

Chapter 33 — Security Incident Case Studies 

Introduction 

Security incidents are not theoretical problems. Every year, organizations experience real 
attacks targeting Linux servers. 

Common targets include: 

●​ cloud servers 
●​ public web servers 
●​ container platforms 
●​ SSH-accessible systems 

Attackers typically exploit: 

●​ weak passwords 
●​ outdated software 
●​ exposed services 
●​ misconfigured systems 

By studying real security incidents, administrators can learn: 

●​ how attacks happen 
●​ how to detect suspicious activity 
●​ how to respond effectively 

This chapter presents three important case studies: 

●​ compromised SSH server 
●​ Linux ransomware attack 
●​ rootkit infection 

Each scenario illustrates practical detection and investigation techniques. 

 

 



 

Case Study 1 — Compromised SSH Server 

Attack Scenario 
A common attack against Linux systems is SSH brute-force intrusion. 
Attackers repeatedly attempt to guess passwords until they gain access. 
Example attack pattern: 
 

Attacker → SSH login attempts → password guessing → 
system compromise 

If the attacker successfully logs in, they may: 

●​ install malware 
●​ create backdoor accounts 
●​ steal data 

Detecting SSH Brute-Force Attacks 

Administrators should inspect authentication logs. 

Example command: 

grep "Failed password" /var/log/auth.log 

Example output: 

Failed password for root from 203.0.113.10 port 50231 ssh2 
Failed password for root from 203.0.113.10 port 50245 ssh2 
Failed password for root from 203.0.113.10 port 50260 ssh2 

These repeated login failures indicate a brute-force attack. 

Administrators should also inspect successful logins. 

grep "Accepted" /var/log/auth.log 

Example output: 

Accepted password for admin from 203.0.113.10 

If the login location is unexpected, the system may be compromised. 

 

 



 

Investigating Suspicious SSH Activity 

Administrators should check login history. 

last 

Example output: 

admin pts/0 203.0.113.10 Tue Mar 20 10:20 still logged 
in 

Th command who shows active sessions. 

who 

Example output: 

admin pts/0 203.0.113.10 

This confirms that the attacker may still have access. 

Containment Actions 

Administrators should immediately: 

●​ terminate suspicious sessions 
●​ block attacker IP addresses 
●​ disable compromised accounts 

Example command: 

sudo ufw deny from 203.0.113.10 

Example output: 

Rule added 

Administrators should also enforce SSH key authentication and disable passwords. 

 

 



 

Case Study 2 — Ransomware on Linux 

Attack Scenario 

Although ransomware is often associated with Windows systems, Linux servers are 
increasingly targeted. Ransomware attacks typically follow this pattern: 

Initial compromise 
      ↓ 
Privilege escalation 
      ↓ 
File encryption 
      ↓ 
Ransom demand 

Attackers may encrypt important files such as: 

●​ databases 
●​ backups 
●​ web content 

Example encrypted file names: 

database.sql.encrypted 
backup.tar.locked 

Detecting Ransomware Activity 
One common indicator is sudden disk activity. 
Administrators may observe unusual disk usage. 
Example command: 
 

iotop 

Example output: 

Total DISK WRITE: 100 M/s 
PID USER COMMAND 
2450 root suspicious_process 

This indicates heavy disk write activity. 

Administrators may also inspect processes. 

ps aux 

Example output: 

root 2450 99.5 suspicious_binary 

A process consuming excessive CPU and disk may indicate ransomware. 

 



 

Investigating File Changes 
Administrators may detect mass file modifications. 
Example command: 
 

ls -lt /data 

Example output: 

-rw-r--r-- database.sql.encrypted 
-rw-r--r-- backup.tar.encrypted 

 
Encrypted files often appear suddenly. 
System logs may also show suspicious events. 
 

journalctl -xe 

Example output: 

process suspicious_binary started by root 

Containment and Recovery 

If ransomware is detected, administrators should: 

●​ isolate the system from the network 
●​ terminate malicious processes 
●​ restore data from backups 

Example command to isolate the system: 

sudo ip link set eth0 down 

Administrators should never rely solely on paying ransom. 

Maintaining secure backups is the most effective defense. 

 

 



 

Case Study 3 — Rootkit Detection 

Attack Scenario 

A rootkit is a malicious program designed to hide attacker activity. 

Rootkits attempt to: 

●​ hide processes 
●​ hide files 
●​ hide network connections 

Example attack workflow: 

Attacker gains root access 
      ↓ 
Rootkit installed 
      ↓ 
System activity hidden 

This allows attackers to maintain persistent access. 

Detecting Hidden Processes 
Administrators should inspect running processes. 
Example command: 
 

ps aux 

Example output: 

USER PID COMMAND 
root 3241 sshd 
root 4510 unknown_process 

A suspicious or unknown process may indicate malware. 

Inspecting Network Connections 
Rootkits often create hidden backdoor connections. 
Example command: 
 

ss -tulpn 

Example output: 

tcp LISTEN 0 128 0.0.0.0:4444 
users:(("unknown_service")) 

Unexpected open ports may indicate backdoors. 

 



 

Using Rootkit Detection Tools 

Linux administrators may use tools such as: 

●​ rkhunter 
●​ chkrootkit 

Install rkhunter: 

sudo apt install rkhunter 

Run a scan: 

sudo rkhunter --check 

Example output: 

Checking for rootkits... 
No rootkits found 

If suspicious files are detected, administrators should investigate immediately. 

Investigating System Integrity 
Administrators should verify system file integrity. 
Example command: 
 

debsums -s 

Example output: 

no modified files found 

Modified system binaries may indicate compromise. 

Incident Investigation Workflow 

A typical security investigation follows this workflow. 

Suspicious activity detected 
        ↓ 
Log analysis 
        ↓ 
Process inspection 
        ↓ 
Network analysis 
        ↓ 
Containment 

Following a structured approach helps preserve evidence. 

 



 

Best Practices for Incident Prevention 
Administrators should follow these guidelines. 
 
Access Security 

enforce SSH key authentication​
disable root login​
enable multi-factor authentication 

 
System Monitoring 

monitor system logs regularly​
inspect running processes​
analyze network activity 

 
Incident Preparedness 

maintain offline backups​
deploy intrusion detection systems​
perform regular security audits 

Key Takeaways 

Real-world case studies provide valuable lessons for Linux security. 

Important lessons include: 

●​ SSH servers are common attack targets 
●​ ransomware attacks often involve mass file encryption 
●​ rootkits attempt to hide malicious activity 

Important commands introduced in this chapter include: 

grep "Failed password" 
last 
ps aux 
ss -tulpn 
journalctl 
rkhunter --check 
debsums -s 

By analyzing real-world incidents, administrators can develop stronger defensive 
strategies and maintain secure Ubuntu infrastructures. 

 
 
 
 
 
 
 

 



 

 

 

 



 

PART XII - Professional SysAdmin Skills 

Chapter 34 — Automation for Security Operations 

Introduction 

Modern Linux infrastructures often consist of many servers and services. Performing security 
checks manually on every system can be time-consuming and prone to human error. 

To maintain strong security posture, administrators increasingly rely on automation. 

Automation allows administrators to: 

●​ run security checks automatically 
●​ monitor system activity continuously 
●​ detect anomalies quickly 
●​ reduce operational workload 

Automation is particularly useful for tasks such as: 

●​ log monitoring 
●​ vulnerability scanning 
●​ disk usage monitoring 
●​ backup verification 
●​ system integrity checks 

Using automation, administrators can transform reactive security operations into proactive 
security monitoring. 

Why Security Automation Matters 

Manual administration has limitations. 

Example manual workflow: 

Administrator logs into server 
       ↓ 
Runs security checks 
       ↓ 
Reviews logs manually 

This approach may miss important security events. 

 

 



 

Automation improves security operations: 

Automated script 
       ↓ 
Scheduled execution 
       ↓ 
Alert generated if anomaly detected 

With automation, systems are monitored continuously. 

Bash Automation 
One of the simplest automation tools in Linux is Bash scripting. 
A Bash script is a text file containing a sequence of commands that execute automatically. 
Example script file: 
 

security_check.sh 

Basic Bash script example: 

#!/bin/bash 
 
echo "Checking disk usage..." 
df -h 
 
echo "Checking active users..." 
who 
 
echo "Checking failed SSH logins..." 
grep "Failed password" /var/log/auth.log 

Save the script and make it executable: 

chmod +x security_check.sh 

Run the script: 

./security_check.sh 

Example output: 

Checking disk usage... 
Filesystem      Size  Used Avail Use% 
/dev/sda1        50G   25G   23G  52% 
 
Checking active users... 
student pts/0 
 
Checking failed SSH logins... 
Failed password for root from 203.0.113.10 

This script performs multiple security checks automatically. 

 



 

Automating Security Checks 
Administrators can create scripts for many operational tasks. 
Examples include: 
 

●​ detecting high disk usage 
●​ monitoring failed login attempts 
●​ checking system updates 
●​ verifying running services 

Example disk monitoring script: 

#!/bin/bash 
THRESHOLD=90 
 
USAGE=$(df / | awk 'NR==2 {print $5}' | sed 's/%//') 
 
if [ $USAGE -gt $THRESHOLD ]; then 
    echo "WARNING: Disk usage above 90%" 
fi 

Example output: 

WARNING: Disk usage above 90% 

Such scripts help detect system problems early. 

Cron Jobs 
Automation becomes even more powerful when scripts run automatically on a 
schedule. 
Linux uses the cron scheduler to execute tasks periodically. 
Administrators can schedule tasks using: 
 

crontab -e 

Example cron configuration: 

0 2 * * * /usr/local/scripts/security_check.sh 

Explanation: 

​ ​ 0​ minutes 
​ ​ 2​ hours 
​ ​ *​ day of month 
​ ​ *​ month 
​ ​ *​ day of week 

This configuration runs the script every day at 02:00 AM. 

 



 

Listing Cron Jobs 

Administrators can view scheduled tasks using: 

crontab -l 

Example output: 

0 2 * * * /usr/local/scripts/security_check.sh 
30 3 * * 0 /usr/local/scripts/backup.sh 

This displays all scheduled tasks. 

Automating Log Monitoring 
Security logs contain valuable information about system activity. 
Administrators can automate log monitoring using scripts. 
Example SSH log monitoring script: 
 

#!/bin/bash 
 
COUNT=$(grep "Failed password" /var/log/auth.log | wc 
-l) 
 
echo "Failed login attempts: $COUNT" 

Example output: 

Failed login attempts: 45 

If login failures increase suddenly, administrators should investigate possible 
brute-force attacks. 

Monitoring Running Processes 

Scripts can also monitor suspicious processes. 

Example script: 

#!/bin/bash 
ps aux --sort=-%cpu | head 

Example output: 

USER PID %CPU COMMAND 
mysql 2451 80.5 mysqld 
root 2201 10.3 nginx 

This identifies processes consuming the most CPU resources. 

 



 

 

 



 

Monitoring Network Activity 

Administrators may automate network monitoring. 

Example script: 

#!/bin/bash 
ss -tulpn 

Example output: 

tcp LISTEN 0 128 0.0.0.0:22 users:(("sshd")) 
tcp LISTEN 0 128 0.0.0.0:80 users:(("nginx")) 

Unexpected open ports may indicate unauthorized services. 

Automated Security Scanning 

Automation can also be used for periodic security scanning. 

Example using rkhunter: 

sudo rkhunter --check 

Example output: 

Checking system commands... 
Checking for rootkits... 
No rootkits found 

Administrators may schedule this scan using cron. 

Example Security Automation Workflow 

A typical automated security workflow may look like this: 

Security monitoring script 
        ↓ 
Scheduled with cron 
        ↓ 
Logs analyzed 
        ↓ 
Alert generated if anomaly detected 

This workflow enables continuous monitoring. 

 

 



 

Example Automated Security Script 

Example combined security monitoring script: 

#!/bin/bash 
 
echo "=== Security Check ===" 
 
echo "Disk usage:" 
df -h 
 
echo "Failed SSH attempts:" 
grep "Failed password" /var/log/auth.log | wc -l 
 
echo "Open ports:" 
ss -tulpn 

Example output: 

=== Security Check === 
Disk usage: 
/dev/sda1 50G 25G 23G 
 
Failed SSH attempts: 12 
 
Open ports: 
22 sshd 
80 nginx 

Such scripts provide quick security summaries. 

Illustration: Security Automation Model 

Security automation integrates monitoring, scheduling, and analysis. 

Security script 
       ↓ 
Cron scheduler 
       ↓ 
System monitoring 
       ↓ 
Security alert 

Automation helps administrators detect threats faster. 

 

 



 

Best Practices for Security Automation 
Administrators should follow these best practices. 
 
Script Development 

write simple and readable scripts 
test scripts before deployment​
handle error conditions properly 

 
Scheduling 

run security checks during low system load​
schedule regular monitoring intervals​
verify cron job execution 

 
Monitoring 

review automated logs regularly​
investigate unusual results​
maintain backup monitoring procedures 

Key Takeaways 

Automation significantly improves the efficiency of Linux security operations. 

Important lessons include: 

●​ Bash scripts can automate security checks 
●​ cron jobs enable scheduled monitoring 
●​ automation helps detect threats quickly 

Important commands introduced in this chapter include: 

crontab -e 
crontab -l 
df -h 
ps aux 
ss -tulpn 
grep 

By implementing automation techniques, administrators can build efficient, 
proactive security operations for Ubuntu infrastructure. 

 
 
 
 
 
 
 
 

 



 

 
 
 

 

 



 

Chapter 35 — Documentation and Audit Readiness 

Introduction 
In professional IT environments, technical skills alone are not sufficient. Organizations must 
also demonstrate operational transparency, security compliance, and accountability. 

For this reason, administrators must maintain clear documentation and audit-ready 
systems. 

Documentation and auditing help organizations: 

●​ understand how systems are configured 
●​ track system changes 
●​ investigate incidents 
●​ demonstrate compliance with regulations 

Examples of regulatory frameworks requiring auditing include: 

●​ ISO 27001 
●​ SOC 2 
●​ NIST cybersecurity frameworks 
●​ internal organizational policies 

For Linux administrators, audit readiness involves three key elements: 

●​ operational documentation 
●​ compliance mindset 
●​ audit logging 

These practices ensure that systems remain secure, traceable, and accountable. 

Operational Documentation 
Operational documentation describes how systems are configured and maintained. 

Without proper documentation, administrators may struggle to: 

●​ troubleshoot problems 
●​ recover systems after failure 
●​ onboard new administrators 

Good documentation provides a clear overview of: 

●​ system architecture 
●​ network topology 
●​ configuration settings 

 



 

●​ operational procedures 

Example Documentation Structure 
Organizations typically maintain documentation covering several areas. 

Example documentation structure: 

System overview 
      ↓ 
Network architecture 
      ↓ 
Security configuration 
      ↓ 
Operational procedures 
 

Each component provides essential information for administrators. 

Documenting System Configuration 
Administrators should document critical system configuration files. 

Examples include: 

●​ /etc/ssh/sshd_config 
●​ /etc/fstab 
●​ /etc/netplan/*.yaml 
●​ /etc/nginx/nginx.conf 

Example command to inspect configuration: 

cat /etc/ssh/sshd_config 

Example output: 

PermitRootLogin no 
PasswordAuthentication no 

Administrators should record such configurations in operational documentation. 

Documenting System Inventory 
Administrators should maintain an inventory of systems. 

 



 

Example command: 

hostnamectl 

Example output: 

Operating System: Ubuntu 24.04 LTS 
Kernel: Linux 6.5.0 
Architecture: x86_64 

Example hardware inventory: 

lsblk 

Example output: 

NAME   SIZE TYPE MOUNTPOINT 
sda    50G  disk 
└─sda1 50G  part / 

Such information should be documented for audit and recovery purposes. 

Compliance Mindset 
A compliance mindset means designing systems with accountability and traceability in 
mind. 

Administrators should assume that: 

●​ every configuration change may be reviewed 
●​ system activity may be audited 
●​ security incidents must be investigated 

This mindset encourages administrators to follow structured operational practices. 

Important principles include: 

documenting configuration changes​
maintaining change logs​
following standard operating procedures 

Example change documentation: 

Date: 2026-04-01 
System: web-server-01 
Change: Updated SSH configuration 
Reason: Security hardening 
Administrator: sysadmin01 
 

 



 

Such records help organizations track operational changes. 

Change Tracking 
Administrators should track system changes carefully. 

Example command to inspect file modification time: 

ls -l /etc/nginx/nginx.conf 

Example output: 

-rw-r--r-- 1 root root 2100 Mar 20 12:40 nginx.conf 

This shows when the configuration was last modified. 

Administrators should verify whether the modification was authorized. 

Audit Logging 
Audit logging records system activity for security monitoring and compliance 
verification. 

Audit logs provide answers to questions such as: 

●​ who accessed the system 
●​ when access occurred 
●​ what actions were performed 

Important log sources include: 

Log File Description 

/var/log/auth.log authentication activity 

/var/log/syslog system events 

/var/log/kern.log kernel messages 

journalctl systemd event logs 

These logs allow administrators to reconstruct system events. 

Inspecting Authentication Logs 

 



 

Administrators can review login events. 

Example command: 

grep "Accepted" /var/log/auth.log 

Example output: 

Accepted publickey for admin from 192.168.1.20 

Failed login attempts can also be detected. 

grep "Failed password" /var/log/auth.log 

Example output: 

Failed password for root from 203.0.113.10 

Such events may indicate brute-force attacks. 

Using journalctl for Audit Logs 
Modern Ubuntu systems store logs in the systemd journal. 

Example command: 

journalctl 

Example output: 

systemd: Started OpenSSH server 

To view SSH-related events: 

journalctl -u ssh 

Example output: 

sshd[2401]: Accepted publickey for admin 

These logs help administrators analyze system activity. 

Monitoring Privileged Actions 
Administrators should monitor commands executed with elevated privileges. 

Example command: 

 



 

journalctl | grep sudo 

Example output: 

sudo: admin executed apt update 

This indicates that the user executed administrative commands. 

Such logs are essential for auditing system administration actions. 

Example Audit Investigation 
Suppose administrators suspect unauthorized access. 

Step 1 — inspect authentication logs. 

grep "Accepted" /var/log/auth.log 

Step 2 — verify login history. 

last 

Example output: 

admin pts/0 203.0.113.10 Fri Mar 20 12:00 

Step 3 — inspect system activity. 

journalctl -xe 

These steps help reconstruct system activity. 

Illustration: Audit Logging Workflow 
Audit logging supports accountability. 

User action 
      ↓ 
System log entry 
      ↓ 
Log storage 
      ↓ 
Audit review 

Administrators can trace system activity through these logs. 

 



 

Best Practices for Documentation and 
Auditing 
Administrators should follow several best practices. 

Documentation Practices 

maintain system architecture diagrams​
document configuration settings 

record operational procedures 

Compliance Practices 

track configuration changes​
maintain change logs​
follow security policies 

Audit Logging 

enable authentication logging​
monitor administrative commands​
review logs regularly 

Key Takeaways 
Documentation and audit readiness are essential for secure and compliant Linux operations. 

Important lessons include: 

operational documentation improves system maintainability​
a compliance mindset encourages structured administration​
audit logging ensures accountability and traceability 

Important commands introduced in this chapter include: 

journalctl 
grep 
last 
hostnamectl 
lsblk 

By maintaining thorough documentation and effective audit logging, administrators can 
ensure that Ubuntu systems remain secure, transparent, and compliant with 
organizational security requirements. 

 



 

 
 

 

 



 

Appendix A - Security Hardening Checklist 

Introduction 

Security hardening is the process of reducing the attack surface of a system by applying 
secure configurations, removing unnecessary services, and implementing strong access 
controls. 

A hardened system is designed to: 

●​ minimize vulnerabilities 
●​ limit unauthorized access 
●​ detect suspicious activity quickly 
●​ maintain operational reliability 

For Ubuntu servers deployed in production environments, administrators should follow a 
structured hardening checklist. 

This appendix provides a practical checklist that can be used during: 

●​ system installation 
●​ security audits 
●​ infrastructure reviews 
●​ incident recovery 

The checklist covers several major security domains: 

●​ system configuration 
●​ user access control 
●​ network security 
●​ logging and monitoring 
●​ operational security practices 

 

 



 

System Baseline Verification 

Before applying security controls, administrators should verify the system baseline. 

Essential checks include: 

●​ operating system version 
●​ kernel version 
●​ installed packages 
●​ active services 

Example command: 

lsb_release -a 

Example output: 

Distributor ID: Ubuntu 
Description: Ubuntu 24.04 LTS 
Release: 24.04 
Codename: noble 

Check kernel version: 

uname -r 

Example output: 

6.5.0-26-generic 

Administrators should ensure that supported LTS versions are used in production 
systems. 

 

 



 

Remove Unnecessary Packages 

Unused packages increase the system attack surface. 

Administrators should review installed packages regularly. 

List installed packages: 

apt list --installed 

Example output: 

nginx/jammy,now 1.22.0 amd64 [installed] 
openssh-server/jammy,now 9.0 amd64 [installed] 

Remove unnecessary packages: 

sudo apt autoremove 

Example output: 

Removing unused libraries... 

Minimal systems reduce the number of potential vulnerabilities. 

Verify Running Services 

Administrators should ensure that only required services are active. 

Check running services: 

systemctl list-units --type=service 

Example output: 

ssh.service        loaded active running OpenSSH server 
nginx.service      loaded active running Web server 

 
If unnecessary services are found, they should be disabled. 

Example: 

sudo systemctl disable avahi-daemon 

 

 

 



 

Secure SSH Configuration 

SSH is one of the most common entry points for attackers. 

Administrators should apply strong SSH security settings. 

Edit SSH configuration: 

sudo nano /etc/ssh/sshd_config 

Recommended settings: 

PermitRootLogin no 
PasswordAuthentication no 
MaxAuthTries 3 

Restart SSH service: 

sudo systemctl restart ssh 

These settings reduce the risk of SSH brute-force attacks. 

Implement Firewall Protection 

Ubuntu systems should always use a firewall. 

Enable the firewall: 

sudo ufw enable 

Example output: 

Firewall is active 

Allow SSH access: 

sudo ufw allow ssh 

Check firewall status: 

sudo ufw status 

Example output: 

22/tcp ALLOW Anywhere 

Firewalls help protect systems from unauthorized network access. 

 



 

Verify User Accounts 

Administrators should review system accounts regularly. 

List users: 

cat /etc/passwd 

Example output: 

root:x:0:0:root:/root:/bin/bash 
student:x:1000:1000::/home/student:/bin/bash 

Check active sessions: 

who 

Example output: 

student pts/0 192.168.1.10 

Unused or suspicious accounts should be investigated. 

Enforce Strong Privilege Control 

Administrators should limit the use of the root account. 

Use sudo privilege delegation instead. 

Example command: 

sudo visudo 

Example rule: 

admin ALL=(ALL) ALL 

This allows controlled administrative access. 

Administrators should follow the principle of least privilege. 

 

 

 



 

Enable Automatic Security Updates 

Security updates should be applied automatically whenever possible. 

Install unattended upgrades: 

sudo apt install unattended-upgrades 

Enable automatic updates: 

sudo dpkg-reconfigure unattended-upgrades 

Example configuration: 

Automatically download and install security updates 

This ensures systems receive critical security patches. 

Monitor Authentication Logs 

Authentication logs provide valuable security information. 

Check login attempts: 

grep "Failed password" /var/log/auth.log 

Example output: 

Failed password for root from 203.0.113.10 

Investigate successful logins: 

grep "Accepted" /var/log/auth.log 

Example output: 

Accepted publickey for admin from 192.168.1.20 

Unexpected login attempts should be investigated immediately. 

 

 



 

Monitor Open Network Ports 

Administrators should verify exposed services. 

Example command: 

ss -tulpn 

Example output: 

tcp LISTEN 0 128 0.0.0.0:22 users:(("sshd")) 

Unexpected open ports may indicate: 

●​ unauthorized services 
●​ malware activity 
●​ configuration errors 

Only necessary services should be exposed. 

Verify Disk Integrity 

Administrators should monitor filesystem integrity. 

Example command: 

debsums -s 

Example output: 

no modified files found 

Modified system binaries may indicate compromise. 

Disk health can also be checked with SMART diagnostics. 

sudo smartctl -a /dev/sda 

Example output: 

SMART overall-health self-assessment test result: PASSED 

 

 



 

Verify System Logs 

System logs should be reviewed regularly. 

Example command: 

journalctl -xe 

Example output: 

systemd: Started OpenSSH server 

Logs help detect: 

●​ authentication failures 
●​ service crashes 
●​ suspicious activity 

Administrators should integrate log monitoring into daily operations. 

Backup Verification 
Backups are essential for disaster recovery. 
Administrators should verify backups regularly. 

Example command: 

rsync -av /data /backup 

Example output: 

sending incremental file list 

data.db 

Backup integrity should be tested periodically. 

 

 



 

Security Hardening Workflow 

A typical hardening process may follow this sequence. 

System installation 
        ↓ 
Remove unnecessary packages 
        ↓ 
Configure access controls 
        ↓ 
Enable firewall 
        ↓ 
Enable monitoring 

This structured approach improves system security. 

Best Practices Summary 
Administrators should follow these security hardening guidelines. 
 
System Security 

keep systems updated​
remove unused software​
monitor system services 

 
Access Control 

disable root login​
use SSH key authentication​
implement least privilege access 

 
Network Protection 

enable firewall rules​
limit exposed services​
monitor network activity 

 
Operational Monitoring 

review system logs regularly​
monitor authentication attempts​
verify backups and integrity 

 

 



 

Final Thoughts 

Security hardening is not a one-time task. It is an ongoing operational practice. 

Administrators must regularly: 

●​ review system configurations 
●​ monitor system activity 
●​ apply security updates 
●​ audit access and permissions 

By following this checklist, administrators can maintain secure, resilient, and 
well-managed Ubuntu systems. 

This appendix serves as a practical reference for implementing security best 
practices in Linux environments. 

 

 

 

 

 



 

Appendix B - Essential Security Commands 

Introduction 

Linux administrators rely heavily on the command-line interface (CLI) to monitor system 
activity, investigate incidents, and enforce security controls. 

Security operations often require administrators to quickly answer questions such as: 

●​ Who is currently logged into the system? 
●​ What services are running? 
●​ Are there suspicious network connections? 
●​ Are there unauthorized processes running? 
●​ Are system resources being abused? 

To answer these questions, administrators use a set of essential security commands. 

This appendix summarizes the most important commands used for: 

●​ system monitoring 
●​ user activity inspection 
●​ network security verification 
●​ log investigation 
●​ system integrity checks 

These commands form the core toolkit of every Linux system administrator. 

 

 



 

System Information Commands 
Administrators must first understand the basic state of the system. 
These commands provide essential system details. 

Check Kernel Version 

uname -r 

Example output: 

6.5.0-26-generic 

This shows the current Linux kernel version. 

Display Detailed System Information 

uname -a 

Example output: 

Linux server01 6.5.0-26-generic #26-Ubuntu SMP 

This command provides: 

●​ kernel version 
●​ hostname 
●​ architecture 

Display Operating System Version 

lsb_release -a 

Example output: 

Distributor ID: Ubuntu 
Description: Ubuntu 24.04 LTS 
Release: 24.04 
Codename: noble 

Administrators should verify that systems run supported LTS versions. 

 

 



 

User and Login Monitoring 

Monitoring user activity is critical for detecting unauthorized access. 

Show Currently Logged-In Users 

who 

Example output: 

student pts/0 192.168.1.10 

This shows active sessions. 

Show Login History 

last 

Example output: 

admin pts/0 192.168.1.20 Fri Mar 22 10:20 

This helps administrators investigate suspicious logins. 

Display Failed Login Attempts 

grep "Failed password" /var/log/auth.log 

Example output: 

Failed password for root from 203.0.113.10 

Repeated failures may indicate SSH brute-force attacks. 

 

 



 

Process Monitoring Commands 
Malicious software often appears as suspicious processes. 
Administrators must inspect running processes. 

List Running Processes 

ps aux 

Example output: 

USER PID %CPU %MEM COMMAND 
root 3241 0.3 0.5 sshd 

This shows: 

●​ running processes 
●​ CPU usage 
●​ memory usage 

Display System Activity in Real Time 
 

top 

Example output: 

top - 12:30:12 up 5 days 
Tasks: 200 total 
%Cpu(s): 10 us, 5 sy, 85 id 

This allows administrators to monitor system resource usage. 

Sort Processes by CPU Usage 

ps aux --sort=-%cpu 

Example output: 

mysql 2451 85.3 mysqld 

Processes consuming excessive CPU may require investigation. 

 

 



 

Network Security Commands 

Network monitoring helps detect suspicious connections and unauthorized services. 

Display Open Network Ports 

ss -tulpn 

Example output: 

tcp LISTEN 0 128 0.0.0.0:22 users:(("sshd")) 

Explanation: 

Field Meaning 

tcp protocol 

LISTEN service waiting for connection 

22 SSH port 

Unexpected open ports may indicate malicious services. 

Test Network Connectivity 
ping 8.8.8.8 

Example output: 

64 bytes from 8.8.8.8: icmp_seq=1 time=20 ms 

This verifies network connectivity. 

Check Network Interfaces 

ip a 

Example output: 

2: eth0: <UP,BROADCAST> 
inet 192.168.1.100/24 

Administrators can confirm that network interfaces are active. 

 

 



 

Disk and Storage Monitoring 

Disk failures or full filesystems can cause serious operational problems. 

Check Disk Usage 

df -h 

Example output: 

Filesystem Size Used Avail Use% 
/dev/sda1 50G 30G 20G 60% 

Administrators should investigate if usage approaches 90–100%. 

Display Disk Layout 
lsblk 

Example output: 

NAME SIZE TYPE MOUNTPOINT 
sda 50G disk 
└─sda1 50G part / 

This shows disk partitions. 

Check Disk Health 
 

sudo smartctl -a /dev/sda 

Example output: 

SMART overall-health self-assessment test result: PASSED 

SMART diagnostics detect hardware disk failures. 

 

 



 

Log Analysis Commands 

Logs provide crucial information for security monitoring. 

View System Logs 

journalctl 

Example output: 

systemd: Started OpenSSH server 

This displays systemd logs. 

View Logs for a Specific Service 

journalctl -u ssh 

Example output: 

sshd[2301]: Accepted publickey for admin 

This helps investigate service activity. 

Display Recent Critical Errors 

journalctl -p err 

Example output: 

kernel: disk error detected 

Administrators should investigate such errors immediately. 

 

 



 

File Integrity and Security Checks 

Administrators should verify that system files have not been modified. 

Verify Installed Package Integrity 

debsums -s 

Example output: 

no modified files found 

If system files have changed unexpectedly, it may indicate compromise. 

Search for Suspicious Files 

find / -type f -perm -4000 

Example output: 

/usr/bin/passwd 

This lists files with setuid privileges, which may be security sensitive. 

 

 



 

Firewall Management 

Ubuntu uses UFW to manage firewall rules. 

Check Firewall Status 

sudo ufw status 

Example output: 

22/tcp ALLOW Anywhere 

This shows active firewall rules. 

Block Suspicious IP Address 

sudo ufw deny from 203.0.113.10 

Example output: 

Rule added 

Blocking attacker IP addresses helps prevent repeated intrusion attempts. 

Example Security Investigation Workflow 
Administrators may combine several commands during investigations. 
Example workflow: 
 

Suspicious activity detected 
        ↓ 
Check login history (last) 
        ↓ 
Inspect processes (ps aux) 
        ↓ 
Check network connections (ss -tulpn) 
        ↓ 
Analyze logs (journalctl) 

This structured process helps identify the root cause of incidents. 

 

 



 

Quick Reference Security Command List 

Important commands summarized: 

uname -a 
lsb_release -a 
who 
last 
ps aux 
top 
ss -tulpn 
ip a 
df -h 
lsblk 
journalctl 
grep 
smartctl 
debsums 
ufw status 

These commands form the core toolkit for Linux security operations. 

Final Thoughts 

Mastering these commands is essential for every Linux administrator. 

They allow administrators to: 

●​ monitor system activity 
●​ investigate security incidents 
●​ verify system integrity 
●​ maintain operational security 

This appendix serves as a quick-reference guide for daily Linux security 
operations and incident response activities. 

 

 

 



 

Appendix C - Ubuntu Security Tools 

Introduction 

Ubuntu provides a rich ecosystem of security tools designed to help administrators protect 
Linux systems from cyber threats. 

These tools can be used to: 

●​ detect malware and rootkits 
●​ monitor system activity 
●​ protect network services 
●​ enforce security policies 
●​ audit system integrity 

In modern Linux environments, security tools are typically used together to form a 
multi-layered defense strategy. 

Example security architecture: 

System Hardening 
        ↓ 
Access Control 
        ↓ 
Intrusion Detection 
        ↓ 
Log Monitoring 
        ↓ 
Incident Response 

Each tool provides protection at a different layer. 

This appendix introduces several commonly used Ubuntu security tools: 

●​ UFW (Uncomplicated Firewall) 
●​ Fail2ban 
●​ rkhunter 
●​ chkrootkit 
●​ Lynis 
●​ auditd 

These tools help administrators maintain secure and well-monitored Ubuntu systems. 

 

 



 

UFW — Uncomplicated Firewall 

Overview 

UFW is the default firewall management tool in Ubuntu. 

It simplifies the configuration of iptables or nftables firewall rules. 

UFW allows administrators to: 

●​ allow or deny network traffic 
●​ restrict service access 
●​ monitor firewall activity 

Installing UFW 

Most Ubuntu servers already include UFW. 

If necessary, install it: 

sudo apt install ufw 

Example output: 

ufw is already the newest version 

Enabling the Firewall 

Enable the firewall: 

sudo ufw enable 

Example output: 

Firewall is active and enabled on system startup 

Allowing SSH Access 

Before enabling the firewall on remote systems, administrators must allow SSH 
access. 

sudo ufw allow ssh 

Example output: 

Rule added 

 

 



 

Viewing Firewall Rules 

Check firewall status: 

sudo ufw status 

Example output: 

Status: active 
22/tcp   ALLOW   Anywhere 
80/tcp   ALLOW   Anywhere 

This shows active firewall rules. 

 

 



 

Fail2ban 

Overview 

Fail2ban protects servers against brute-force login attacks. 

It works by: 

1.​ monitoring log files 
2.​ detecting repeated failed login attempts 
3.​ automatically blocking attacker IP addresses 

Example protection workflow: 

Attacker → multiple login failures → Fail2ban detection 
→ IP blocked 

Installing Fail2ban 

Install Fail2ban: 

sudo apt install fail2ban 

Example output: 

Setting up fail2ban... 

Checking Fail2ban Status 

sudo systemctl status fail2ban 

Example output: 

fail2ban.service active (running) 

Viewing Banned IP Addresses 

sudo fail2ban-client status sshd 

Example output: 

Currently banned: 2 
Banned IP list: 203.0.113.10 198.51.100.5 

Fail2ban helps protect SSH servers from automated brute-force attacks. 

 

 



 

rkhunter — Rootkit Hunter 

Overview 

rkhunter scans Linux systems for: 

●​ rootkits 
●​ backdoors 
●​ suspicious files 
●​ hidden processes 

Rootkits are malicious tools designed to hide attacker activity. 

Installing rkhunter 

sudo apt install rkhunter 

Example output: 

Setting up rkhunter... 

Running a Rootkit Scan 

sudo rkhunter --check 

Example output: 

Checking system commands... 

Checking for rootkits... 
 

No rootkits found 

Administrators should run this scan regularly. 

 

 



 

chkrootkit 

Overview 

chkrootkit is another rootkit detection tool. 

It scans systems for known rootkit signatures. 

Installing chkrootkit 

sudo apt install chkrootkit 

Example output: 

Setting up chkrootkit... 

Running a Scan 

sudo chkrootkit 

Example output: 

Checking `sshd'... not infected 
Checking `syslogd'... not infected 

Unexpected results should be investigated carefully. 

 

 



 

Lynis — Security Auditing Tool 

Overview 

Lynis is a powerful security auditing and compliance tool. 

It analyzes system configuration and identifies security weaknesses. 

Lynis checks include: 

●​ system hardening status 
●​ installed packages 
●​ authentication configuration 
●​ firewall settings 

Installing Lynis 

sudo apt install lynis 

Example output: 

Setting up lynis... 

Running a Security Audit 

sudo lynis audit system 

Example output: 

[+] Security audit completed 
Warnings: 2 
Suggestions: 10 

Lynis provides recommendations to improve system security. 

 

 



 

auditd — System Audit Framework 

Overview 

auditd records security-relevant system events. 

It tracks activities such as: 

●​ file access 
●​ privilege escalation 
●​ system configuration changes 

Audit logs are essential for security investigations and compliance audits. 

Installing auditd 

sudo apt install auditd 

Example output: 

Setting up auditd... 

Checking Audit Service Status 

sudo systemctl status auditd 

Example output: 

auditd.service active (running) 

Viewing Audit Logs 

Audit logs are stored in: 

/var/log/audit/audit.log 

Example command: 

sudo ausearch -m login 

Example output: 

type=LOGIN msg=audit(1711200000): login uid=1000 

Audit logs help administrators investigate suspicious activity. 

 

 



 

Example Security Tool Workflow 
In practice, administrators often combine multiple tools. 
Example workflow: 
 

Firewall protection → UFW 
        ↓ 
Brute-force protection → Fail2ban 
        ↓ 
Malware detection → rkhunter 
        ↓ 
Security audit → Lynis 
        ↓ 
Activity logging → auditd 

 
This layered approach strengthens system security. 

Best Practices for Using Security Tools 
Administrators should follow these guidelines. 
 
System Protection 

enable firewall protection​
protect SSH access with Fail2ban 

 
Malware Detection 

run rootkit scans regularly​
investigate suspicious results 

 
Security Auditing 

run periodic Lynis audits​
review audit logs regularly 

 
Operational Monitoring 

monitor security logs​
update security tools regularly  

 



 

 

Key Security Tools Summary 

Important Ubuntu security tools include: 

Tool Purpose 

UFW firewall management 

Fail2ban brute-force attack protection 

rkhunter rootkit detection 

chkrootkit malware detection 

Lynis security auditing 

auditd system activity auditing 

Final Thoughts 

Security tools are essential for maintaining secure Ubuntu systems. 

However, tools alone are not sufficient. Administrators must also: 

●​ monitor logs regularly 
●​ apply system updates 
●​ enforce strong security policies 

By combining security tools, operational discipline, and proactive monitoring, 
administrators can build robust and resilient Linux infrastructures. 

 

 

 

 

 



 

Appendix D - Incident Response Checklist 

Introduction 

Even well-secured systems may experience security incidents. These incidents may include: 

●​ unauthorized access 
●​ malware infections 
●​ ransomware attacks 
●​ privilege escalation exploits 
●​ system misconfiguration 

When an incident occurs, administrators must respond quickly and systematically. 
A structured response helps administrators: 

●​ limit damage 
●​ preserve evidence 
●​ restore system operations 
●​ prevent future incidents 

Professional incident response processes generally follow five phases: 

●​ Detection 
●​ Investigation 
●​ Containment 
●​ Recovery 
●​ Post-Incident Review 

This appendix provides a practical checklist administrators can use during real security 
incidents. 

Incident Response Workflow 

A typical incident response process follows this sequence. 

Security alert detected 
        ↓ 
Confirm incident 
        ↓ 
Investigate system activity 
        ↓ 
Contain threat 
        ↓ 
Recover systems 
        ↓ 
Document findings 

Administrators should follow this process carefully to avoid destroying important 
forensic evidence. 

 



 

Phase 1 — Detection 

The first step is recognizing that a security incident may be occurring. 

Common indicators include: 

●​ repeated authentication failures 
●​ unexpected system processes 
●​ unusual network connections 
●​ unexplained system slowdown 
●​ unexpected file changes 

Administrators should examine system logs. 

Example command: 

journalctl -xe 

Example output: 

sshd[2401]: Failed password for root from 203.0.113.10 

This may indicate an attempted SSH intrusion. 

 

 



 

Phase 2 — Initial Investigation 

Once an incident is suspected, administrators should collect initial system 
information. 

Key questions include: 

●​ Who is logged in? 
●​ What processes are running? 
●​ What network connections exist? 

Check Active Users 
who 

Example output: 

admin pts/0 203.0.113.10 

Unexpected sessions should be investigated. 

Check Login History 
last 

Example output: 

admin pts/0 203.0.113.10 Fri Mar 22 11:10 

Unexpected login locations may indicate compromise. 

Inspect Running Processes 
ps aux 

Example output: 

root 4501 90.1 suspicious_binary 

Processes consuming excessive resources may indicate malware. 

Check Network Connections 
ss -tulpn 

Example output: 

tcp LISTEN 0 128 0.0.0.0:4444 
users:(("unknown_service")) 

Unexpected open ports may indicate backdoor access. 

 



 

 

 



 

Phase 3 — Evidence Collection 

Administrators should collect evidence before making major changes. 

Important information includes: 

●​ system logs 
●​ process lists 
●​ network activity 
●​ file modifications 

Example log analysis: 

grep "Accepted" /var/log/auth.log 

Example output: 

Accepted publickey for admin from 203.0.113.10 

Example filesystem inspection: 

ls -lt /var/log 

Example output: 

-rw-r--r-- auth.log Mar 22 11:05 

Administrators should preserve log files for forensic analysis. 

 

 



 

Phase 4 — Containment 

After identifying suspicious activity, administrators must prevent attackers from 
causing further damage. 

Containment actions may include: 

●​ blocking attacker IP addresses 
●​ disabling compromised accounts 
●​ stopping malicious processes 
●​ isolating compromised systems 

Block Suspicious IP Address 
sudo ufw deny from 203.0.113.10 

Example output: 

Rule added 

Disable Compromised User Account 
sudo passwd -l compromised_user 

Example output: 

passwd: password expiry information changed 

Terminate Malicious Process 
kill -9 4501 

Example output: 

Process terminated 

Isolate the System 

In severe incidents, administrators may isolate the system. 

sudo ip link set eth0 down 

This temporarily disconnects the system from the network. 

 

 



 

Phase 5 — System Recovery 

Once the threat is contained, administrators must restore normal operations. 

Recovery steps may include: 

●​ reinstalling compromised software 
●​ restoring files from backups 
●​ applying security patches 
●​ resetting user credentials 

Example restore operation: 

rsync -av /backup/data /data 

Example output: 

sending incremental file list 
data.db restored 

Administrators should verify that the system is functioning correctly after recovery. 

 

 



 

Phase 6 — Post-Incident Review 

After the incident is resolved, administrators should perform a post-incident review. 

This step helps improve future security defenses. 

Important review questions include: 

●​ How did the attacker gain access? 
●​ Which vulnerabilities were exploited? 
●​ How can similar incidents be prevented? 

Administrators should document the incident. 

Example documentation: 

Incident Date: 2026-03-22 
Affected System: web-server-01 
Incident Type: SSH brute-force intrusion 
Action Taken: IP blocked, SSH hardened 

Proper documentation supports organizational learning and security 
improvement. 

 

 



 

Incident Response Quick Checklist 
Administrators may use the following checklist during incidents. 
 
Detection 

monitor system logs​
detect unusual login attempts​
identify suspicious processes 

 
Investigation 

inspect active users (who)​
review login history (last)​
check processes (ps aux)​
inspect network ports (ss -tulpn) 

 
Containment 

block attacker IP addresses​
disable compromised accounts​
terminate malicious processes​
isolate affected systems 

 
Recovery 

restore files from backups​
reinstall compromised services​
apply security patches 

 
Documentation 

record incident details​
document response actions​
update security policies 

 

 



 

Illustration: Incident Response Lifecycle 
 

Detection 
    ↓ 
Investigation 
    ↓ 
Containment 
    ↓ 
Recovery 
    ↓ 
Documentation 

Each phase contributes to a complete incident response process. 

Key Takeaways 

Incident response is a critical operational capability for Linux administrators. 

Important lessons include: 

●​ early detection helps reduce damage 
●​ log analysis provides valuable forensic evidence 
●​ containment actions prevent attackers from spreading 

Important commands used during incident response include: 

journalctl 
who 
last 
ps aux 
ss -tulpn 
grep 
ufw deny 
kill 

By following a structured incident response process, administrators can detect, 
contain, and recover from security incidents efficiently while preserving 
valuable evidence for investigation. 

 
 

 

 



 

Appendix E - Troubleshooting Flowcharts 

Introduction 

System administrators frequently encounter operational problems in production 
environments. These problems may include: 

●​ systems failing to boot 
●​ network connectivity failures 
●​ disk or filesystem errors 
●​ application or service failures 

When problems occur, administrators must avoid random guessing. Instead, they 
should follow structured troubleshooting procedures. 

Troubleshooting flowcharts help administrators: 

●​ identify root causes faster 
●​ reduce downtime 
●​ avoid unnecessary changes 
●​ standardize troubleshooting procedures 

Each flowchart in this appendix represents a decision tree guiding administrators 
through the diagnostic process. 

General Troubleshooting Methodology 

Before focusing on specific problems, administrators should follow a general 
diagnostic framework. 

Typical troubleshooting workflow: 

Problem detected 
      ↓ 
Collect system information 
      ↓ 
Analyze logs 
      ↓ 
Identify root cause 
      ↓ 
Apply corrective action 

 
Administrators should document troubleshooting steps to support future 
investigations. 

 

 



 

Boot Failure Troubleshooting 

A boot failure occurs when a system cannot start properly. 

Common causes include: 

●​ kernel corruption 
●​ filesystem errors 
●​ misconfigured bootloader 
●​ hardware failures 

Boot Troubleshooting Flowchart 
System fails to boot 
        ↓ 
Can GRUB menu be accessed? 
        ↓ 
Yes → Boot alternative kernel 
        ↓ 
No → Repair GRUB bootloader 
        ↓ 
System enters recovery mode 
        ↓ 
Check filesystem integrity 
        ↓ 
Repair filesystem with fsck 

Diagnostic Commands 
Check boot logs: 

journalctl -xb 
 
Example output: 

kernel: EXT4-fs error (device sda1) 
systemd: Failed to mount /data 

 
Inspect kernel messages: 

dmesg | less 
 
Example output: 

kernel panic: unable to mount root filesystem 
 
Repair filesystem: 

sudo fsck /dev/sda1 
These commands help identify the cause of boot failures. 

 

 



 

Network Failure Troubleshooting 

Network problems are among the most common operational issues. 

Symptoms may include: 

●​ inability to reach external systems 
●​ DNS resolution failures 
●​ services unreachable from clients 

Network Troubleshooting Flowchart 
Network connectivity problem 
        ↓ 
Check network interface status 
        ↓ 
Interface up? 
        ↓ 
No → Enable interface 
        ↓ 
Yes → Test connectivity (ping) 
        ↓ 
Ping works? 
        ↓ 
No → Check routing 
        ↓ 
Yes → Check DNS configuration 

Diagnostic Commands 
Check network interfaces: 

ip a 
 
Example output: 

2: eth0: <UP,BROADCAST> 
inet 192.168.1.100/24 

 
Test connectivity: 

ping 8.8.8.8 
 
Example output: 

64 bytes from 8.8.8.8: icmp_seq=1 ttl=117 time=20 ms 
 
Check routing table: 

ip route 
 
Example output: 

default via 192.168.1.1 dev eth0 
 
 

 



 

Verify DNS configuration: 
cat /etc/resolv.conf 

 
Example output: 

nameserver 8.8.8.8 

 

 



 

Disk Failure Troubleshooting 

Disk issues may cause severe system instability. 

Symptoms include: 

●​ filesystem corruption 
●​ slow disk performance 
●​ read/write errors 

Disk Troubleshooting Flowchart 
Disk error detected 
        ↓ 
Check disk usage 
        ↓ 
Disk full? 
        ↓ 
Yes → Remove unnecessary files 
        ↓ 
No → Check filesystem integrity 
        ↓ 
Run fsck 
        ↓ 
Check disk hardware health 

Diagnostic Commands 
Check disk usage: 

df -h 
 
Example output: 

/dev/sda1 50G 45G 5G 90% 
 
Inspect disk partitions: 

lsblk 
 
Example output: 

NAME SIZE TYPE MOUNTPOINT 
sda 50G disk 
└─sda1 50G part / 

 
Check disk health: 

sudo smartctl -a /dev/sda 
 
Example output: 

SMART overall-health self-assessment test result: PASSED 

These diagnostics help determine whether the problem is software or hardware 
related. 

 



 

Service Failure Troubleshooting 

System services may fail due to configuration errors or resource problems. 

Common symptoms include: 

●​ service failing to start 
●​ service crashing repeatedly 
●​ service unreachable from network 

Service Troubleshooting Flowchart 
Service not working 
       ↓ 
Check service status 
       ↓ 
Service running? 
       ↓ 
No → Review service logs 
       ↓ 
Yes → Check network ports 
       ↓ 
Verify configuration files 

Diagnostic Commands 
Check service status: 

systemctl status nginx 
 
Example output: 

nginx.service active (running) 
 
If the service fails: 

systemctl restart nginx 
 
Inspect service logs: 

journalctl -u nginx 
 
Example output: 

nginx: configuration file syntax error 
 
Test configuration: 

nginx -t 
 
Example output: 

syntax is ok 

 

 



 

Performance Troubleshooting 

Performance issues may occur due to resource bottlenecks. 

Typical indicators include: 

●​ high CPU usage 
●​ excessive memory consumption 
●​ heavy disk I/O 

Performance Troubleshooting Flowchart 
System performance slow 
        ↓ 
Check CPU usage 
        ↓ 
Check memory usage 
        ↓ 
Check disk activity 
        ↓ 
Identify resource bottleneck 

Diagnostic Commands 
Monitor CPU usage: 

top 
 
Check memory usage: 

free -h 
 
Check disk I/O: 

iostat -x 
 
These tools help administrators identify performance bottlenecks. 

Example Troubleshooting Scenario 
Suppose a server becomes unreachable. 
 

Step 1 — check system logs: 
journalctl -xe 

Step 2 — verify network connectivity: 
ip a 
ping 8.8.8.8 

Step 3 — inspect running processes: 
ps aux 

Step 4 — verify disk health: 
smartctl -a /dev/sda 

Following these steps helps isolate the problem quickly. 

 



 

Troubleshooting Command Reference 

Important troubleshooting commands include: 

journalctl 
dmesg 
ip a 
ping 
ss -tulpn 
df -h 
lsblk 
smartctl 
systemctl status 
top 

These commands form the core toolkit for diagnosing Linux system issues. 

Final Thoughts 
Troubleshooting is one of the most important skills for Linux administrators. 
Effective troubleshooting requires: 

●​ systematic investigation 
●​ careful log analysis 
●​ accurate diagnosis 

By following structured troubleshooting flowcharts, administrators can resolve 
system problems efficiently and maintain reliable Ubuntu infrastructure. 

 

 

 

 



 

Appendix F - Linux Security Glossary 

Introduction 

Linux security involves many technical concepts and specialized terms. System 
administrators must understand this terminology in order to effectively: 

●​ configure secure systems 
●​ analyze security incidents 
●​ monitor infrastructure 
●​ communicate with security teams 

This glossary defines important Linux security terms used throughout the book. 

Terms are organized alphabetically for easier reference. 

A 
ACL (Access Control List) 

An ACL is an advanced permission mechanism that allows administrators to define 
detailed access rules for files and directories beyond traditional Linux permissions. 

Example command: 

getfacl filename 

ACLs allow administrators to grant access to specific users without modifying 
standard file ownership. 

APT (Advanced Package Tool) 

APT is the package management system used by Ubuntu to install, update, and 
remove software packages. 

Example command: 

sudo apt update 

APT ensures that software packages are installed from trusted repositories. 

 

 



 

Attack Surface 

The attack surface represents all possible points where an attacker could interact 
with or exploit a system. 

Examples include: 

●​ open network ports 
●​ exposed services 
●​ vulnerable software 

Reducing the attack surface improves system security. 

B 
Backdoor 

A backdoor is a hidden method of bypassing normal authentication mechanisms to 
gain unauthorized access to a system. 

Backdoors may be installed by attackers after compromising a server. 

Brute-force Attack 

A brute-force attack is an automated attempt to guess passwords by repeatedly 
trying different combinations. 

Common targets include: 

●​ SSH servers 
●​ web login portals 

Tools like Fail2ban help defend against brute-force attacks. 

C 
Container 

A container is a lightweight, isolated runtime environment used to package 
applications and their dependencies. 

Containers share the host kernel but operate in isolated environments. 

Example container platform: 

●​ Docker 

 

 



 

Cryptography 

Cryptography refers to techniques used to protect information through encryption 
and secure communication. 

Examples: 

●​ TLS encryption 
●​ SSH encryption 

Cryptography protects data confidentiality and integrity. 

D 
Defense in Depth 

Defense in depth is a security strategy that uses multiple layers of protection. 

Example layers include: 

●​ firewalls 
●​ authentication controls 
●​ intrusion detection systems 

This approach ensures that if one layer fails, other protections remain active. 

Denial-of-Service (DoS) 

A DoS attack attempts to overwhelm a system or service with excessive traffic, 
causing legitimate users to lose access. 

Mitigation techniques include: 

●​ rate limiting 
●​ firewall rules 
●​ traffic filtering 

F 
Firewall 

A firewall is a security system that controls network traffic based on predefined rules. 

Linux firewall tools include: 

●​ UFW 
●​ iptables 
●​ nftables 

Firewalls help prevent unauthorized access to services. 

 



 

Filesystem Integrity 

Filesystem integrity refers to verifying that system files have not been modified or 
corrupted. 

Example verification tool: 

debsums 

Unauthorized file changes may indicate system compromise. 

G 
GRUB (Grand Unified Bootloader) 

GRUB is the bootloader used by most Linux systems to load the operating system 
kernel during startup. 

Securing GRUB helps prevent attackers from modifying boot parameters. 

H 
Hardening 

System hardening refers to the process of reducing vulnerabilities by applying 
secure configurations. 

Hardening practices include: 

●​ disabling unnecessary services 
●​ enforcing strong authentication 
●​ enabling firewalls 

I 
IDS (Intrusion Detection System) 

An IDS monitors systems or networks for suspicious activity. 

IDS tools detect: 

●​ unauthorized access attempts 
●​ abnormal network behavior 
●​ malicious activity 

 

 



 

Integrity 

Integrity ensures that system data has not been altered by unauthorized users. 

Integrity verification mechanisms include: 

●​ checksums 
●​ cryptographic hashes 
●​ digital signatures 

K 
Kernel 

The kernel is the core component of the Linux operating system responsible for 
managing: 

●​ hardware resources 
●​ process scheduling 
●​ memory allocation 

Kernel vulnerabilities may allow attackers to gain elevated privileges. 

L 
Least Privilege 

The principle of least privilege states that users should receive only the 
permissions necessary to perform their tasks. 

Example: 

A web server process should not have administrative privileges. 
This principle reduces the impact of security breaches. 
 

Log File 

A log file records events occurring on a system. 

Examples include: 

●​ authentication logs 
●​ system logs 
●​ application logs 

Logs are essential for incident investigation and security monitoring. 

 

 
 



 

M 
Malware 

Malware refers to malicious software designed to disrupt systems, steal information, 
or gain unauthorized access. 

Examples include: 

●​ rootkits 
●​ trojans 
●​ ransomware 

Multi-Factor Authentication (MFA) 

MFA requires users to provide multiple forms of authentication. 

Examples: 

●​ password 
●​ one-time code 
●​ hardware security key 

MFA significantly improves login security. 

N 
Network Address Translation (NAT) 

NAT modifies network packet addresses to allow multiple devices to share a single 
public IP address. 

NAT is commonly used in routers and gateways. 

P 
Privilege Escalation 

Privilege escalation occurs when a user gains higher privileges than intended. 

Examples include: 

●​ exploiting software vulnerabilities 
●​ abusing misconfigured permissions 

Privilege escalation can lead to full system compromise. 

 

 



 

R 
Root Account 

The root account is the superuser account in Linux with unrestricted system 
privileges. 

Because of its power, administrators should avoid direct root login and instead use 
sudo. 

Rootkit 

A rootkit is a type of malware designed to hide its presence on a system while 
maintaining privileged access. 

Rootkits often modify system binaries or kernel modules. 

Detection tools include: 

●​ rkhunter 
●​ chkrootkit 

S 
SELinux 

SELinux (Security-Enhanced Linux) is a security module that enforces mandatory 
access control policies. 

Ubuntu typically uses AppArmor instead. 

SSH (Secure Shell) 

SSH is a cryptographic network protocol used for secure remote login and command 
execution. 

Example connection: 

ssh user@server 

SSH provides encrypted communication between systems. 

 

 



 

T 
TLS (Transport Layer Security) 

TLS is a cryptographic protocol that secures network communications. 

TLS is widely used for: 

●​ HTTPS websites 
●​ email encryption 
●​ secure APIs 

Z 
Zero Trust 

Zero Trust is a security model that assumes no system or user should be 
automatically trusted. 

Key principles include: 

●​ verify every access request 
●​ enforce strong authentication 
●​ continuously monitor system activity 

Zero Trust architectures are increasingly used in modern infrastructure. 

 

 

Final Thoughts 

Understanding security terminology is essential for Linux administrators. 

These concepts help administrators: 

●​ design secure infrastructure 
●​ implement effective defenses 
●​ respond to security incidents 

This glossary serves as a reference guide for the fundamental concepts used 
throughout Linux security operations and Ubuntu system administration. 

 
 

 

 



 

APPENDIX G - Learning Path 

Introduction 

Becoming a capable Linux professional requires a structured progression of 
knowledge and practical experience. Modern IT infrastructure is largely built on 
Linux systems, powering everything from enterprise servers and data centers to 
cloud platforms, containers, and edge devices. 

To operate and secure these systems effectively, practitioners must develop 
expertise across several interconnected domains. These domains include: 

●​ command-line system interaction 
●​ server infrastructure management 
●​ security operations and defense 
●​ automation and DevOps workflows 
●​ cloud-native infrastructure design 

Rather than learning these topics randomly, it is more effective to follow a clear 
learning path where each stage builds on the previous one. 

The recommended learning progression includes five main stages: 

1.​ Linux Terminal 
2.​ Ubuntu Server Administration 
3.​ Linux Security Operations 
4.​ DevOps Automation 
5.​ Cloud Infrastructure 

Together, these stages form a complete foundation for modern Linux infrastructure 
professionals. 

 

 



 

Stage 1 — Linux Terminal 

Core Idea 

The Linux terminal represents the fundamental interface for interacting with Linux 
systems. In server environments, graphical interfaces are rarely used, and most 
system management occurs through the command line. 

Understanding the terminal allows administrators to interact directly with the 
operating system and perform tasks efficiently. It also develops a deeper 
understanding of how Linux systems operate internally. 

This stage focuses on building operational fluency with the Linux environment. 

Concepts to Master 

Learners should understand the following foundational concepts: 

●​ Linux filesystem hierarchy and directory structure 
●​ command-line navigation and workflow 
●​ text processing and data filtering 
●​ file management and organization 
●​ file permissions and ownership 
●​ system configuration files 
●​ log inspection and troubleshooting basics 

Students should also develop the ability to interpret system information quickly 
and understand how different components of the operating system interact. 

Competency Focus 

Estimated importance within the Linux skill stack: 

Linux Terminal Skills — 20% 

These skills form the foundation for all other Linux capabilities. Without strong 
command-line literacy, it becomes difficult to progress into more advanced topics. 

 

 



 

Stage 2 — Ubuntu Server Administration 

Core Idea 

After mastering the terminal, learners must understand how Linux systems operate 
as production servers. 

Server administration focuses on deploying, configuring, and maintaining systems 
that provide services to users or applications. Ubuntu Server is widely used because 
of its stability, long-term support model, and strong ecosystem. 

At this stage, learners move from basic system interaction to infrastructure 
management. 

Concepts to Master 

Key topics include: 

●​ Linux system architecture and operating system components 
●​ server installation and system deployment 
●​ service management and system processes 
●​ package management and software lifecycle 
●​ network configuration and connectivity 
●​ user and group management 
●​ system performance monitoring 
●​ storage and filesystem management 

Learners must also develop an understanding of system reliability and operational 
stability. 

Competency Focus 

Estimated importance within the Linux skill stack: 

Ubuntu Server Administration — 25% 

This stage builds the core operational competence required for maintaining 
production Linux systems. 

 

 

 

 



 

Stage 3 — Linux Security Operations 

Core Idea 

Security is one of the most critical responsibilities of Linux administrators. Servers 
exposed to networks are constantly targeted by automated attacks and exploitation 
attempts. 

Linux security operations focus on protecting systems, detecting suspicious 
activity, and responding to incidents. 

Administrators must shift from purely operational thinking to defensive security 
thinking. 

Concepts to Master 

Key security topics include: 

●​ Linux threat landscape and common attack vectors 
●​ authentication and identity management 
●​ privilege control and least-privilege principles 
●​ system hardening and attack surface reduction 
●​ firewall and network security policies 
●​ log monitoring and security event analysis 
●​ intrusion detection and incident response 
●​ vulnerability management and patching strategies 
●​ backup and disaster recovery planning 

Learners must also understand the importance of continuous monitoring and 
proactive defense. 

Competency Focus 

Estimated importance within the Linux skill stack: 

Linux Security Operations — 25% 

Security is a core professional responsibility, particularly for infrastructure and 
platform engineers. 

 

 

 



 

Stage 4 — DevOps Automation 

Core Idea 

Modern infrastructure environments require administrators to manage large numbers 
of servers and services. Manual configuration becomes inefficient and prone to 
human error. 

DevOps automation introduces practices that allow infrastructure to be managed 
programmatically and consistently. 

Automation enables organizations to scale infrastructure rapidly while maintaining 
reliability. 

Concepts to Master 

Key DevOps topics include: 

●​ infrastructure automation principles 
●​ configuration management systems 
●​ scripting and workflow automation 
●​ continuous integration and deployment pipelines 
●​ infrastructure as code concepts 
●​ system orchestration and deployment automation 
●​ monitoring and alerting automation 

Automation reduces operational complexity and improves deployment consistency 
and system resilience. 

Competency Focus 

Estimated importance within the Linux skill stack: 

DevOps Automation — 15% 

Automation becomes increasingly important as infrastructure grows in scale and complexity. 

 

 

 

 



 

Stage 5 — Cloud Infrastructure 

Core Idea 

Most modern Linux infrastructure now operates within cloud computing 
environments. Cloud platforms provide scalable computing resources, networking, 
and storage services. 

Linux administrators must understand how operating systems integrate with 
cloud-native architectures and distributed systems. 

This stage represents the transition from traditional system administration to modern 
infrastructure engineering. 

Concepts to Master 

Key cloud infrastructure topics include: 

●​ virtual machine infrastructure 
●​ cloud networking architecture 
●​ containerized application platforms 
●​ microservices architecture 
●​ identity and access management in cloud environments 
●​ distributed system security models 
●​ scalability and high availability design 
●​ infrastructure monitoring and observability 

Understanding cloud systems enables administrators to operate large-scale 
distributed environments. 

Competency Focus 

Estimated importance within the Linux skill stack: 

Cloud Infrastructure — 15% 

Cloud infrastructure knowledge enables administrators to manage modern 
production environments at scale. 

 

 

 



 

Skill Distribution Summary 

The approximate distribution of competencies within the Linux professional skill stack 
can be visualized as: 

Domain Importance 

Linux Terminal 20% 

Ubuntu Server Administration 25% 

Linux Security Operations 25% 

DevOps Automation 15% 

Cloud Infrastructure 15% 

This distribution reflects the balance between foundational knowledge, operational 
management, security responsibilities, and modern infrastructure practices. 

Learning Path Overview 

The recommended progression can be summarized as: 

Linux Terminal 
      ↓ 
Ubuntu Server Administration 
      ↓ 
Linux Security Operations 
      ↓ 
DevOps Automation 
      ↓ 
Cloud Infrastructure 

Each stage expands the learner’s understanding of how Linux systems are built, 
secured, automated, and scaled. 

 

 

 

 



 

Final Thoughts 

Linux expertise develops through continuous learning and practical experience. 
The technologies surrounding Linux infrastructure continue to evolve rapidly, 
requiring professionals to regularly update their skills. 

By following this structured learning path, students and practitioners can gradually 
develop the knowledge required to become: 

●​ Linux system administrators 
●​ security operations engineers 
●​ DevOps engineers 
●​ cloud infrastructure specialists 

Ultimately, this journey leads to the ability to design, secure, automate, and 
operate reliable Linux-based infrastructure systems in modern computing 
environments. 
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