A \

VRS e '

AL LT o > - -
NAD> L af-sub- indicator (o o
——-ent -Cart-menuy

cCart-icon-we o
— Mr-c»uter «transparent header#t: 'w’ - -~
— — g, -ST-menu > 15. -Current_page e ————
P ey . s i ?
> Ui > a:hover » B T —
— v Ul ftsearch

=btn a:hover spam B—
—— wav . SsT-menu > 5. «Current-menu~itee o -
sesesmetThover Licon-salient- B L - T T —

OB TS "é’éﬂ?fi‘t-y Fundamentals

- ‘a’// /n/m HITBRY 3 by a\\sparmm\\\ N -
sy, o //mumm\ A PRGN N .
N T ‘ W \‘\\\‘\\ : *I\/IoduJe 4: Quiz
FO T TN ! a

o/ M\
é

‘.



Question 1

* Common network device used to connect networks.
A) Server
B) Endpoint
C) Router
D) Switch




Question 2

e A common network device used
to filter traffic.

A) Server
B
C

D) Firewall

Endpoint
Ethernet

)
)
)
)




B) 53
C) 80
D) 161

Which port number is associated with the protocol
A) 21

endpoint <------> Web server
typically used in this connection?

Question 3

D O ™ — O OO rmrmrrO0 00— 0 0l it =0 O —O OO —r—r«r

P OP S E RO OF R R o000 ——00~0—00O~

X R -FK T F- % L% L% I I

B B rF B -8B rrrO R rCrBobRRRBBRBRP O —000O
o=l e el Jeololof Joleolel X -deleF Nl _8ol=l_

PPt el ==-00-

0101001.I00011100011010001110010100111007‘
2w -9 T -7‘F 2 I'TT 7T T ™

OO0~ DD ™
el el ol el el e lo el N N Sellel Sl ANl

=090~ - T T T T T TT
B O OQ ™ — QO = OO0 rrO000m OO, 0O000 00 —O0O:

- A-l-R R Jel Jo}l Jdelefl Joellellelolael N N NNl NN NN J
OO0 QO rr—r—r—00000

RO " O P OO0 0 e~ @0 PO —

R
| e——
O O 0O — O — OO




Question 4

* An attack against the availability of a network/system;
typically uses many attacking machines to direct traffic
against a given target.

A) Worm
B) Virus

C) Stealth
D) Distributed-denial-of-service (DDOS)




Question 5

A security solution installed on an endpoint in order
to detect potentially anomalous activity.

A) Router

B) Host-based intrusion prevention system
C) Switch

D) Security incident and event management system
(SIEM)




Question 6

e A security solution that detects, identifies and
often quarantines potentially hostile software.

A) Firewall
B) Guard
C) Camera

D) Anti-malware




Question /

e The common term used to describe the

mechanisms that control the temperature and
humidity in a data center.

A) VLAN (virtual local area network)

B) HVAC (heating, ventilation and air conditioning)
C) STAT (system temperature and timing)

D) TAWC (temperature and water control)



Question 8

* A cloud arrangement whereby the provider owns and

manages the hardware, operating system, and applications in
the cloud, and the customer owns the data.

A) Infrastructure as a service (laaS)
B) Morphing as a service (Maa$)
C) Platform as a service (PaaS)

D) Software as a service (SaaS)




Question 9

* A portion of the organization's network that interfaces
directly with the outside world; typically, this exposed

area has more security controls and restrictions than the
rest of the internal IT environment.

A) National Institute of Standards and Technology (NIST)
B) Demilitarized zone (DMZ)

C) Virtual private network (VPN)
D) Virtual local area network (VLAN)




Question 10

* Which of the following tools can be used to grant remote
users access to the internal IT environment?

A) VLAN (virtual local area network)
B) VPN (virtual private network)
C) DDOS (distributed denial-of-service)

D) MAC (media access control)




